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About Privacyware

Privacyware is the leading provider of advanced threat prevention and security intelligence solutions. The
combination of advanced competencies in non-linear mathematics, neural networks and self-learning systems, and
proficiency in complex software and systems development allows us to create innovative and intelligent security
solutions that are distinguished by their ease of use, advanced analytic capabilities, and the value they deliver to
security staff and the greater enterprise. Privacyware solutions fuel the organization’s ability to make better
decisions and remain a step ahead of hackers and others seeking to compromise critical systems.

Privacyware Products

Adaptive Security Analyzer
Security Data Analysis Software

ThreatSentry
IIS Web Application Firewall / IPS

Privatefirewall
Windows Client Firewall + Malware & Intrusion Defense

Corporate Headquarters & Contact Information

Privacyware

68 White Street

Red Bank, NJ 07701

Telephone: 732-212-8110

Facsimile: 732-212-9210

Web Site: www.privacyware.com

Technical Support: http://www.privacyware.com/support.html
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Adaptive Security Analyzer Overview

Introduction

Adaptive Security Analyzer (ASA) is a flexible log and data analysis application that supports almost any
type of structured data. In some cases, ASA includes pre-built (out-of-the-box) analytic models that are
designed to work with a particular type of data, i.e. collected from a firewall device or specific operating
system. In cases where the data to be analyzed is not supported by a pre-built model, ASA provides a
straight-forward set of features that enable a custom model to be rapidly created.

ASA includes pre-built models for specific data/device types. These are listed under the main Adaptive
Security Analyzer MMC node. Custom Analysis can also be performed for devices and data for which no
pre-built models are available.

Currently, ASA includes pre-built models in Syslog, .csv and .txt formats for data/logs generated from the
following:
e Check Point Firewall-1
Cisco PIX Firewall
Microsoft ISA Sever
Juniper/NetScreen Firewall

Custom Analysis can be performed using any ODBC compliant data source, including SQL, MySQL,
Oracle, etc. Please refer to the Custom Models Section of this manual for more information.

Adaptive Security Analyzer allows the expertise and methods of the security specialist to be modeled so
that security data can be rapidly and effectively transformed into actionable intelligence.

In the context of these models, ASA:

e Analyzes high volume security-related data.

e Freely interprets & associates event attributes to organically cluster and baseline system activity.

e Compares data sets, recognizes and quantifies the extent of abnormal events.

e Advises security personnel of the factors that contributed most to the abnormal events'
classifications.

e Adapts its orientation of the relationships among event variables and event classifications based
on unsupervised machine-learning and/or user-applied knowledge.

Adaptive Security Analyzer is the first security data analysis solution geared specifically for security
related data that combines expert rules with concept-based artificial intelligence technology to empower
network personnel challenged with monitoring and securing computing systems and managing
compliance.

Adaptive Security Analyzer automatically forms contextual and conceptual associations between
seemingly disparate event variables to emulate the cognitive and self-learning process of a human
analyst. In this way, ASA is able to pinpoint, categorize and prioritize (score) suspicious activity and/or
prevent known and unknown system threats beyond the capacity of tools which rely solely on filtering,
reporting, and statistic analysis. Adaptive Security Analyzer sifts through massive volumes of logs to
quickly reveal and prioritize the most critical events and advise users of the factors of highest influence to
event classification.

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 4



System Requirements
To run Adaptive Security Analyzer, your system must meet the following minimum requirements:

Hardware

* 1 GHz processor or faster

+ 1 GB RAM or greater

» CD-ROM drive (for installation from CD)

* 5 MB of free disk space (for ASA software)

Software
+ One of the following operating systems:
Windows® Server 2008 (R2)
Windows® 7
Windows® Vista
Windows® Server 2000 (Service Pack 3 or later)
Windows® Server 2003
Windows XP Pro

Supported Data Formats

Adaptive Security Analyzer supports XML, CSV, ASCII, MDB, SQL, MySQL, Oracle, and any ODBC
compliant data source.

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 5



Adaptive Security Analyzer User Guide

Working with Adaptive Security Analyzer

Adaptive Security Analyzer is logical and simple to use. There are several advanced options
available to customize analysis and reporting, but meaningful output can be generated via
primarily the default settings provided within ASA. The sections that follow will guide you through
the handful of steps required to effectively use ASA.

ASA performs a unique type of analysis. It uses the data provided to it to create a complex
baseline of typical behavior. The same or different sets of data are then “compared” against the
baseline and reports are generated that measure and show deviant activity (events or event
sequences). Each atypical event is scored based on the extent to which it departs from normal
trends and patterns. The factors that contributed to the event score are also displayed, providing
context and

What you'll need:
- Afile or database containing the logs or data that require analysis.

The Adaptive Security Analyzer console can be opened by selecting the Start Button-
>Programs ->Privacyware ->Adaptive Security Analyzer, or by double-clicking the
Adaptive Security Analyzer desktop icon.

Main Screen

Once Adaptive Security Analyzer is open, the main screen is displayed. Listed in the left panel
are the default Analysis Models for various popular firewall and other security devices.

E_p Adaptive Security Analyzer - [Adaptive Security Analyzer] 1O x|
'l‘j:y File  Action ‘“iew Faworites  Window  Help | o =] |

EREIERE

Mame

-+ Check Poirt Firevwal (23 check Paint: Firewall
{2 Cisco PI Firewal [CA cCisco PIX Firewal
(23 15 Server [CA154 Server

3 NetSereen Firewal [CANetscresn Firewall
3 Custom Model [ZA custom Madel

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 6



Adaptive Security Analyzer User Guide

Create New Analysis

To create a new Analysis using a pre-built model', select and right mouse click the appropriate
model name and select New -> Analysis.

rr.p Adaptive Security Analyzer - [Adaptive Security Analyzer] - |EI|5|
‘@ File  Action  Wiew Faworites  Window  Help | == x|
o mB @

‘[ig,l Adaptive Security Analyzer Mare I

{10 Check Pc-lnt Firewall (A check Paint Firevell

et o0 | analysis |
D MetScreen Firew
“{Z7] Custom Maodel

Tewe Windows From Here

|Create MNew Cisco PIX Firewall Log Analysis | |

Help

Next, provide a name for the Analysis. By default, the device root followed by Analysis1, 2, 3...

will be used to name the Analysis. These defaults should be changed to reflect the nature of the
analysis being conducted.

qu Adaptive Security Analyzer - [Adaptive Security AnalyzeriCisco PIX Firewall, Cisco Test A ;|g|5|
) File  Action  Wiew Favorites  Windaw  Help |;[i|i|
- B XE| 8
!’gb Adaptive Security Analyzer Mame |

{7 Check Poink Firewsal

[ easeline Settings

E| D Cisco PTY Firewall 3 Reports

D 154 Server
; -{_7] MetScreen Firewall
L[] Custom Model

' ASA includes pre-built models for specific data/device types. These are listed under the main Adaptive Security Analyzer
MMC node. Custom Analysis can also be performed for devices and data for which no pre-built models are available by
right mouse clicking Custom Model -> New -> Model. Custom Analysis can be performed using any ODBC compliant

data source, including SQL, Oracle, etc. Please refer to the Section entitled Custom Models of this manual for more
information.
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Adaptive Security Analyzer

Baseline Settings

Expand the folder of the New Analysis just created and select Baseline Settings.

E]: Adaptive Security Analyzer - [Adaptive Security Analyzer',

{1 Check Paint Firewall
ED Cisco PIX Firewall
| B0 CiscaTest Analysis

Bl Data Source Details
Data Source path

Trusted IP networks
8 EBaseling Settings I Training Period
’ E Traffic Direction
{27 MetScreen Firewall Traffic Type
L Custom Madel E Data Filters
Data Filkers

Bl Enable Sequence Analysis
Known Service Ports
Fublic Service Ports

=l0lx]
% File Action  wiew Favarites  Window  Help |;|i|1|
NI
‘gb Adaptive Security Analyzer Basefine Settings

L]
Edit |
Use All Dates ;l
Both Directions ;l
L

[l

C:\Pragram Files\Privacywarel Adaptive Security Analyz Edi |
C:\Program Files\PrivacywarelAdaptive Security Analyzi_Edit |

Create Baseline |

# Marme Data Type

| Nullable [

4

Data Source Path

First, locate the data source that will be used to create the behavioral baseline. To do so, select

the .| button under Data Source Details, and browse to the appropriate file.

o adaptive Security Analyzer - [Adaptive Security Analyzes

- 1o xi|
%y File Action Wiew Favorites  Window Help ‘ =15 5||
e =+ |2
%251 Adaptive Security Analyzer Baseline Settings
(] Check Poink Firewall
=+ Ciseo PI Firewall
i =0 CiscoTest Analysis =
/23 Baseline Settings El Training Period
: Q0 Reports Period Type Use All Dates |
0 15 Server B Traffic Direction
i+ MetSerasn Firenal Traffic Type Both Directions =l
@ customodel E] Data Filters
open 21 o
& tive Security Analyz_Edi
Look in: | 25 Cisco PIX logs for 454 FWwE UG M B
I &l cf B tive Security Analyz_Edit
5 1 cisco logs
o Fridary. 021706
e Ehur 6
lable

File name: [ihursday =l Open |
Files of type: e Fies -] =l Cancel
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Adaptive Security Analyzer User Guide

Trusted IP Networks

Internal interfaces refer to IP address ranges that should be considered Trusted and/or Excluded

with respect to analysis. To invoke the Trusted IP Networks screen, double-click the _Edit_| button
on the right of the row.

x| To add, Edit or Remove an IP range to/from
~Trusted 1P Addesses either category, select the applicable button
1P AddressiName_| 1P Addressfet ... o and enter the appropriate information.
Edit
Remove
~Excluded IP Addr
TP fdress [1P Address | add
Edit
Remove
]

Note: Trusted IP Network settings pertain to firewall log analysis specifically and not necessarily
general log or data analysis that might be performed using the Custom Model feature. More

information regarding Custom Model analysis can be found in the Custom Models section of this
guide.

Training Period

The baseline may be created using data spanning a defined date range, the last X number of
calendar days, or the all of the data in the file.

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer',Cisco PIX Firewall' CiscoTest AnalysisiBasel ;|g|5|
%) File Action View Favorites  Window  Help |;|i|1|
G

ﬁ_gl Adaptive Security Analyzer Baseline Settings

{1 check Paint Firewal

: E Data Source Details
= Cisca PIX Firewall

T = ) ) Data Source path ipwi-sbs2003userstGSalvato\PWI\DEVELOPMENT PRODUCT'!,I;I
ED C'SCDTESF Analys!s Trusted IP networks _IEdit
H 423 Baseline Settings 1 Training Period
& Reports Period Type From a specific date to a specific date ;I
{0 158 Server ) From 1/1/2000 4:01:27 FM
0 NetSareen Firenal P 3} 5/2007_4:01:27 FM =
{1 Custom Madel Traffic Direction

Data Filters | Ry [

Enable Sequence Analysis [M5un Mon Tue ‘Wed Thu Fri Sat

2528 272 1 2 3

4 5 & 7 A9 10

Create Baselil 11 12 13 14 15 16 17
— 18 19 20 21 22 23 24

# Mame |DataT pe 25 26 27 28 29 30 31 J A|
1 i 2 3 4 5 8 7

evtDateTime datetime
2 PID char(250) Today: 3/8/2007
3 Direction char(z50} rll LI

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 9



Adaptive Security Analyzer User Guide

Traffic Direction

Inbound or Outbound firewall traffic can be analyzed. By default, both directions are considered.

rq_q Adaptive Security Analyzer - [Adaptive Security Analyz:

=10l x|
% File Action Wiew Favorites ‘Window  Help | 18] =
& = | | 2
\;fgl Adaptive Security Analyzer Basefine Settings
-3 ChECk PDinF Firewall Period Type From a specific date to a specific date ;l;l
=@ Cisco PIX Firewall From 1412000 4:01:27 PM
=0 CiscoTest Analysis Ta 3/8/2007 4:01:27 PM
425 Baseline Settings B Traffic Direction
=1 Reports Traffic = Both Directions IT
{0 158 Server ) El Data Filters Inbound
{27 MetScreen Firewall Diata Filkers Cutbound

{3 Custom Madel E Enable Sequence Analysis

Known Service Ports
Public Service Parts

C:\Program Files\Privacyware|ddaptive Security Analyzer_Edit |
C:\Program Files\Privacyware|ddaptive Security Analyzer_Edit |
-

Create Baseline |

# Mame | Data Type | Mullable | ;I
1 evtDateTime datetime null =
2 PixID char(z50} rll
3 Direction char(z50} rll LI

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 10



Adaptive Security Analyzer User Guide

Data Filters

Adaptive Security Analyzer provides an ability to create custom filters so that specific events
within the data set may be disregarded. For example, it may be desirable to disregard a particular
day of the week or a certain IP from analysis or ConnectionID in the analysis.

Filters can be created using standard SQL query syntax. To create a filter, select the _| button
to invoke the Data Filter Editor. Then Right mouse click where and select New Filter. Add the
filter and select OK.

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer' - |EI|1|
% File Action Wiew Favorites  Window  Help Data Filter Editor NS
e = | | 2 | - where
[éf;l Adaptive Security Analyzer Baseline Sefting: (LR ll
{:I Check Point Firewall Period Type
- Cisco PIX Firewall From
ED CiscaTest Analysis To IAnd j [~ Mot IConnectionI j |= P071499 ﬂ Load values |
E /23 Baseline Settings B Traffic Direction 2071499 =
! (-] Reports 3 2071500 =
: Traffic Type 2071501
: D IS4 Server "
) El Data Filters Cancel (2071502
{27 MetScreen Firswal
i 2071503
""" 3 custom Model E Enable Sequence Analysis |
Known Service Ports . 2071505 Edit |
; : Filker Body: 2071506 -
Public Service Ports 2071507 Edit
2071505 =i
2071509
2071510
2071511
2071512
# Marme | Data Type 2071513 ‘I
14 ConnectionI float 2071514
15 Duration Float ok | _gg;igig ]
16 Bytes float 071517 -
071518 ——
|—|2_D?1519 i

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 11



Adaptive Security Analyzer User Guide

Enable Sequence Analysis

To effectively analyze firewall logs, event sequences as well as individual events within the log
should be considered. For example, a slow port scan is generally not detectable based on
analysis of a single log event, but can become apparent based on a review of event sequences.
By default, the Enable Sequence Analysis feature is active.

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer'Cisco PIX Firewall'CiscoTest Analysis'B ;lglﬂ
%) File  Action View Favorites  Window  Help |;|i|1|
&= | @@ 2

ﬁ_gl Adaptive Security Analyzer Baseline Settings

i1 Check Paint Firewal

{1 Cisco PIX Firewall
{1 CiscoTest Analysis

----- 45 Baseline Setkings

D Reports

Data Source Details
Training Period

Traffic Direction

Data Filters

E Enable Sequence Analysis

I

[ 154 Server
{21 MetScreen Firewall
----- {1 Custom Model

Known Service Ports
Public Service Ports

C:\Program Files\Privacywarelbdaptive Security Analyzerih_Edik |
C:\Program Files\Privacywarelbdaptive Security Analyzerih_Edik |

Create Baseline |
# | Mame | Mullable | :I

13 TrafficType int nll
14 ConnectionID float null

fi 1 =
oak nul
Flnat il LI

| Data Type

15 Duration
16 Futes

Once selected, the Enable Sequence Analysis feature exposes a set of related configuration
options to enhance analysis. These include:

Known Service Ports

Known Service Ports are service ports that are used for typical legitimate network functions within
the particular environment. It is important to explicitly identify these so that they are considered
as such within the context of analysis. To invoke the Known Service Ports screen, double-click
the _Edt_| button on the right of the row.

X To add, Edit or Remove a port, select the

applicable button and enter the port
information.

20

53 Import |
443

135

To add ports from an existing file, select the

Tmport button and locate the file (.csv
format) that contains the ports that should be

added.

Add Edit | Remove |

oK | Caneel

Public Service Ports

Public Service Ports are the ports that are open to common network traffic. It is important to
explicitly identify these so that they are considered as such within the context of analysis. To
invoke the Public Service Ports screen, double-click the _Edit | button on the right of the row. A
dialog screen identical to that invoked for the Known Service Ports will be displayed where you
can Add, Edit, Remove or Import information. By default, Adaptive Security Analyzer includes
certain ports typically used for public network traffic.

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 12




Adaptive Security Analyzer

User Guide

Model Structure

The model structure is displayed in the bottom window and displays the basic elements of the
pre-built (or custom-built) analytic model.

fx:'p Adaptive Security Analyzer - [Adaptive Security Analyzer'Cisco PIX FirewalliCiscoTest AnalysisiBaseling ;|g|5|
%% File Acdon Yiew Favortes ‘Window  Help |;|i|5|
€| |2
gfgl Adaptive Security Analyzer Baseline Settings
{1 check Paint Firewall Data Source Details
EH:I Cisca PIX Firewall Training Period
B0 CiscoTest Analysis Traffic Direction
423 Baseline Settings Data Filters
3 Reports Enable Sequence Analysis I
D ISA Server
{7 MetScreen Firewall Create Baseline |
{21 Custom Model
# Marme | Data Tvpe | ullable |
1 eviDateTime datetime rul
2 PixID char{250) rll
3 Direction char{250) rll
4 Protocol char{Z50) rull
5 Externallnterface char{250) rll
] FaddrIP char{250) rll
7 FaddrPort int rul
g Internallnterface char{250) rll
9 LaddrIP char{250) rll
10 LaddrPort int rul
11 GaddrIP char{250) rll
12 GaddrPort int null
13 TrafficType int rull
14 ConnectionIC float null
15 Duration float null
16 Bytes Float rull
17 dstIPExists int rul
18 Dayweek int rll
19 Hours int null
© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 13



Adaptive Security Analyzer User Guide

Train

Once all of the details for the analysis have been specified, the process of creating the baseline,
(upon which the comparative analysis of other data will be performed), can commence.

To do so, click the Tran button. Once invoked, the data identified are organized

based on the underlying pre-configured analytic model as well as rules (if any) that have been
specified by the end-user.

Note: The length of time required to complete training is primarily a function of the amount of data
being processed and of course the capacity of the computer designated for the task. Creating the
baseline (training) can take several minutes or hours to complete, so please be patient. If
analysis will typically be performed on very large databases or files, please be sure the capacity
of the computing environment is adequate for the task.

A progress status screen will be displayed x|

during the training process.

Skark training

Flease wait while Adaptive Security Analyzer is processing the data.
If size of the data is large - it may take minutes or hours to finish,
Time elapsed : 0:00:00:16

Once the process of creating the baseline has finished, the bottom panel will display the
Successful status and indicate that the Baseline has been created.

Il Adaptive Security Analyzer - [Adaptive Security Analyzer'Cisco PIX Firewall\CiscoTest Analysis'Baseli 1Ol x|
%) File Action Wiew Favorites  Window  Help |;|i|1|
& = | | 2
ﬁ_gl Adaptive Security Analyzer Baseline Settings
D Che':k PoinF Firewall = Data Source Details &
=0 Cisco PIX Firewal Data Source path Vipwi-shs2003 users| @S alvak o PWIDEYELOPMENT PRODUCT ... |
| B CiscoTest Analysis T g 1
g i Trusted IP netwarks it
H 23] Baseline Settings 1 Training Period
-] Reports Period Type Use &l Dates =l
0 154 Server ) B Traffic Direction i
: A0 Metscreen Firewsl Traffic Type Bath Directins =l
""" {0 custom Madel © DataFilters =

Create Baseline |

Analysis Mame Skatus | Details
CiscaTest Analysis Successful Baseline Created

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 14



Adaptive Security Analyzer User Guide

Report Settings

Once a baseline for analysis has been created, information regarding the data to be analyzed
must be specified. To start, select the Report folder that was automatically added once Training
completed. The Report name can be changed by applying the Right mouse function, selecting
Rename, and providing the name desired.

Data Source

Locate the data source that will be used for analysis. To do so, select the _-| button under Data
Source, and browse to the appropriate file.

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer' Cisco PIX Firewall, CiscoTest AnalysisiReporks ;|g|5|
% File Action Wiew Favorites  Window  Help |;|i|1|
| @mlm|e

\;fgl Adaptive Security Analyzer Report Settings

{0 Check Point Firewall
= D Cisco PT¥ Firewall
=21 CiscoTest Analysis

----- (] Baseline Settings

E Data Source Details
Data Source path Yipwi-sbs2003 usersiGSalvatolPWIDEVELOPMENT PRODUCT AL ... I
Report Columns
H Reporting Period
ED Reports Data Filters
""" ‘3 Repartt Other Settings

g LSAtSServerF. I Bl Send report to E-Mail [
= etScreen Firewa

----- {1 custom Maodel
Analyze

Tatle |
# | Mame | Data Type | Mullable | -
1 evtDateTime datetime null
2 PixID char(z50} rll
3 Direction char(z50} rll b
4 Protocol char(z50} rll
5 Externallnterface char(z50} rll
6 FaddrIP char(z50} rll
7 FaddrPort ink null LI

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved 15



Adaptive Security Analyzer User Guide

Report Columns

Next, specify the Columns that should be displayed in the report output.

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer' Cisco PIX Firewall',) - |EI|1|
% File Action ‘Wiew Favorites  Window  Help | 18] =
| @mlm|e

\;fgl Adaptive Security Analyzer Report Settings

{0 Check Point Firewall
=1 Csco PIX Firewall
- B0 CiscoTest Anakysis

{7 Baseline Settings

E Data Source Details
Data Source path
E Report Columns

-
ipwi-shs2003 users\GSalvato\PWIVDEVELOPMENT PRODUCTY, ... |

Protocal ¥ show
ED Reports FaddrIP W show
43 Repart1 FaddrPort ¥ shiow
-0 154 Server ) LaddrIP [V show
{23 MetScreen Firewall LaddrPart 7 show
-] Custom Madel TrafficType ¥ show
Bytes ¥ show
Day'eek ¥ shaw ||
Hours ¥ shiow
DistinckCounter [ show
Reporting Period LI
Analyze |
Tatle |
# | Mame | Data Type | Mullable | ;I
1 evtDateTime datetime null LI
|
Reporting Period
Reports can be generated using data spanning a defined date range, the last X number of
calendar days, or the all of the data in the file.
rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer'Cisco PIX Firewall,CiscoTest Analysis! - |EI|1|
% File Action Wiew Favorites ‘Window  Help | 18] =
e > |olm| e
\;fgl Adaptive Security Analyzer Report Settings

-2 Check Point Fireval
-1 Cisco PL Firewall

ED CiscoTest Analysis
(] Baseline Settings
ED Reparts

a Reportl
D ISA Server

(21 MetScreen Firewal

E Data Source Details
Data Source path

Report Columns

E Reporting Period

-
ipwi-sbs2003userstGSalvato\PWI\DEVELOPMENT PRODUCTS, ... |

Period Type From a specific date to a specific date ;I
From 1/1/2000 12:40:35 PM
¥ 3/ 9/2007 12:40:35 PH =
B Data Filters
ot Sun Mon Tue Wed Thu Fri Sat
fnalyze| 25 26 27 28 1 2 3
4 5 & 7 5 @M1
11 12 13 14 15 16 17
Table | 18 19 20 21 22 23 24
# |Name Data Type 25 26 27 23 29 30 3 e

i 2 3 4 5 8 7

< aToday: 3/9/2007

© 2002-2010 PWI, Inc./Privacyware All Rights Reserved
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Adaptive Security Analyzer User Guide

Data Filters
Filters can be created using standard SQL query syntax. To create a filter, select the _| button

to invoke the Data Filter Editor. Then Right mouse click where and select New Filter. Add the
filter and select OK.

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer',C

=10 x|
JRED
o =1

‘l;_'gl File  Action Wiew Favorites  Window  Help

gfgl Adaptive Security Analyzer Report Settings

{10 Check Paint Firewal F

1] Cisco PIX Firewal Data Source Detalls Data FiltetioiEEE X
T . X Report Columns

=3 C'SCDTESF Analys!s ReportingPeriod where

{1 Baseline Settings Bl Data Filters
ED Reports
3 Repertt Bl Other Settings
{1 154 Server M . - - -
&ML L -
{27 MetScreen Firswal Filter Options ll
; Sort Events =
----- {1 Custom Madel O Send repol
IAnd j [ Mot IProtocoI j |= j j wl
TP
—— DR
Tabe | o |
oK Cancel |
e I
()8 Cancel

Other Settings

Maximum number of reported events: Specifies the maximum number of events to be displayed
in the report.

Sort Events: Events may be sorted by date or the extent to which they deviate from the baseline
(Severity).

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer',C

=10 x|
JRED
o =1

gfgl Adaptive Security Analyzer
{1 Check Paint Firswal

= {27 Cisco PIX Firewal
ED CiscoTest Analysis

: (] Baseline Settings

‘l;_'gl File  Action VWiew Favorites  Window  Help

Report Setfings
Data Source Details
Report Columns
Reporting Period
Data Filters
E Other Settings

2 1505 Maximurn number of reported events
- erver =
Sort Events
g get?cre:ln ;lr;ewall B Send report to E-Mail
uskarm Mode

Analyze |

Table |

# | Mame Data Type | Mullable |
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Report Distribution

Reports can be shared with others via .csv file attachment transmitted through email. Select the
check box to enable the email report feature and specify the number of events that should be
included in the report.

‘l;_'gl File  Action Wiew Favorites  Window  Help

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer'Cisco PIX Firewall'CiscoTest AnalysisReportsiR

=10l x|

JRED

- om|2

\;fgl Adaptive Security Analyzer
{1 Check Paint Firswal
ED Cisco PTX Firewall
ED CiscoTest Analysis
; {1 Baseline Settings

D Reports

B

D ISA Server
{27 MetScreen Firewall
----- {3 Cuskom Model

Report Setfings

Data Source Details
Report Columns
Reporting Period
Data Filters

Other Settings

E Send report to E-Mail

3 in Email R eport

I~
25|

Analyze |

=2 mB 2

Adaptive Security Analyzer
{7 Check Point Firewall

w

| Mame

Report Distribution Settings

{1 Cisco PIX Firewall
D IS4 Server

All Tasks 3

{1 MetScreen Firewal

Wigw 3
Mew Window From Here

Mew Taskpad Yiew. ..

Export Lisk...

Help

Report Distribution Settings

Enter the required mail server information and email
address of those to whom reports should be sent as

well as the name of the SMTP Server.

Once all of the Report Settings have been designated, click the Analyze

button.

Tatle |

# | Mame Data Type | Mullable |
By Adaptive Security Analyzer - [Adaptive Security Anal =10lxi| Note: To configure Report Distribution
'g'g; File Action “iew Favorites Window  Help |_|5|1| Settlngs (emall), hlghllght and rlght-

mouse click the Adaptive Security
Analyzer icon in the left panel of the
MMC snap-in and select Report
Distribution Settings.

Report Distribution Settings x|

E-Mail Report ka: I jovce@itsecuritycorp. com

Frar E-Mail: I fred@itsecuritycorp.com

SMTPServer: I mail.itsecuritycorp.com

K I Cancel

Bnalyze
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A progress status screen will be displayed as
events are analyzed.

Once the analysis process has finished, reports will

Process Status 1'
Start classification

Please wait while Adaptive Security Analyzer is processing the data,
If size of the data is large - it may take minutes or hours ta Finish,
Time elapsed @ 0:00:00:36

4 |

displayed automatically in the bottom right

window or can be displayed by selecting the Report folder in the left panel (underneath the main

Reports folder).
r_ Adaptive Security Analyzer - [Adaptive Security Analyzer co PIX Firewall' CiscoTest Analy: ;lglﬂ
U File Action  View Favarites  Window  Help |;|i|i|
e |Em 2
‘13:5 Adaptive Security Analyzer Report Settings
+{Z0 Check Point Firswall O Data Source Details =
{3 diseo Prx Firewal Data Source path Y|pwi-sbs 2003 users| G5 akako)PWIIDEVELOPMENT PRODUCT Adapt ... |
E1-{_] CiscoTest Analysis B Report Columns
. {1 Baseline Settings Pratocal ¥ show
=+ Reports FaddrIP ¥ shcw
23 Reportl FaddrPork ¥ shaw
{21 158 Server PR = |
NetScreen Firewall
g Custarn Model Llyzel
Table | Standard Chart | Scaied Chart | Radial Chart |
Membership | Principal Yariables | Frobocol | FaddrIP | FaddrPort | LaddrIP ‘ LaddrPort | i =
o 0.0002000 Possible attack or Infection; Destin..., LUDP 192,168.0,227 138 10.1.1.248 138 1 -
oD‘DDUZDUD Possible Attack or Infection: Destin,., TCP 192,165.0,227 139 10.1.1.188 4529 1
oD‘DDUZDUD Possible Attack or Infection: Destin,., TCP 192,165.0,227 139 10.1.1.188 4524 1
oD‘DDUZDUD Possible Attack or Infection: Destin,., TCP 192,165.0,227 139 10.1.1.188 4522 1
oD‘DDUZDUD Possible Attack or Infection: Destin,., TCP 192,165.0,227 139 10.1.1.188 4520 1
oD‘DDUZDUD Possible Attack or Infection: Destin,,, TCP 192,165.0,227 139 10.1.1. 168 4516 1
oD‘DDUZDUD Possible Attack or Infection: Destin,,, TCP 192,165.0,227 139 10.1.1. 168 4501 1
oD‘DDUZDUD Possible Attack or Infection: Destin,., TCP 192.168.0,12 11 10.1.1.204 1709 1
oD‘DDUZDUD Paossible Attack or Infection: Destin,., TCP 192.166.0,12 110 10.1.1.204 1704 1
oD‘DDUZDUD Paossible Attack or Infection: Destin,., TCP 192.166.0,12 11 10.1.1.204 1693 1
o 0,0002000 Possible Attack or Infection: Destin,., TCP 24,200,251.27 a0 10.1.1.211 1368 1
oD‘DDUZDUD Paossible Attack or Infection: Destin,,. UDP 192,168.0.6 138 10,1.1.169 138 1
oD‘DDUZDUD Paossible Attack or Infection: Destin,., TCP 192,168.0,227 139 10,1.1.176 4902 1
oD‘DDUZDUD Paossible Attack or Infection: Destin,,. UDP 192.168.0.11 138 10,1.1.169 138 1
00‘0002000 Paossible Attack or Infection: Destin,., TCP 24,200,251.41 a0 10.1.1.185 1075 1
00‘0002000 Paossible Attack or Infection: Destin,., TCP 192.168.0,12 11 10,1.1.173 1907 1
IoD‘DDUZDUD Paossible Attack or Infection: Destin,., TCP 192.168.0,12 110 I 10,1.1.173 190z _IILI
4 3
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Working with Reports

Adaptive Security Analyzer provides a flexible set of features that enable reports to be created
and modified on the fly.

Table View

The default view (displayed in the bottom right window) includes columns that reflect each of the

variables in the underlying analytic model.

ﬁgl File  Action ‘View Favorites Window Help

E}_: Adaptive Security Analyzer - [Adaptive Security Analyzer'\Cisco PIX Firewall'\CiscoTest Analysis'Report:

=10l
RETES

- @@ @

1,‘{;] Adaptive Security Analyzer
{1 Check Paint Firsall
£l Cisto PIX Firewal
. {10 CiscoTest Analysis
D Baseline Settings
ED Reports
i Reportl

: {:I IS4 Server

Report Seftings

(] Data Source Details
Data Source path

E Report Columns
Prokocol
FaddrIP
FaddrPort

Ceddn

- |
\\pwi-sbs2003\usershG3alvato\PWIDEVELOPMENT PRODUCT \Adapt ...

[V show
¥ shcw

IV sh
o =

{27 MetScreen Firewall
{27 Custom Model

Analyze |

Table | Standard Chart | Scaled Chart | Radial Chart |

Membership | Principal Yariables | Prokocal | FaddrIP | FaddrPart | LaddrIP ‘ LaddrPort | Tr:l
oD‘DDUZDUD Paossible Attack or Infection: Destin,,. UDP 192,168.0,227 138 10.1.1.248 138 1 -
o 0,0002000 Paossible Attack or Infection: Destin,., TCP 192,168.,0,227 139 10.1.1.168 4520 1
o 0,0002000 Paossible Attack or Infection: Destin,., TCP 192,168.,0,227 139 10.1.1.168 4524 1
o 0,0002000 Paossible Attack or Infection: Destin,,, TCP 192,168.,0,227 139 10.1.1.168 4522 1
o 0.0002000 Paossible Attack or Infection: Destin... TCP 192.168.0,227 139 10.1.1.168 4520 1
00‘0002000 Paossible Attack or Infection: Destin... TCP 192.168.0,227 139 10.1.1.168 4516 1
o 0.0002000 Possible Attack or Infection: Destin... TCP 192.168.0.227 139 10.1.1.168 4501 1
o 0.0002000 Possible Attack or Infection: Destin... TCP 192.168.0.12 110 10.1.1.204 1709 1
o 0.0002000 Possible Attack or Infection: Destin... TCP 192.168.0.12 110 10.1.1.204 1704 1
o 0.0002000 Possible Attack or Infection: Destin... TCP 192.168.0.12 110 10.1.1.204 1699 1
oD‘DDDZDDD Possible Attack or Infection: Destin,., TCP 24.200.251.27 a0 in.1.1.211 1368 1
o 0.0002000 Possible Attack or Infection: Destin.,. UDP 192,1658.0.6 135 10.1.1.169 135 1
o 0.0002000 Possible Attack or Infection: Destin... TCP 192,1658.0,227 139 10.1.1.176 4902 1
o 0.0002000 Possible attack or Infection: Destin... LUDP 192,168.0.11 138 10.1.1.169 138 1
o 0.0002000 Possible Attack or Infection: Destin... TCP 24,200.251.41 a0 10.1.1.185 1075 1
o 0,0002000 Possible Attack or Infection: Destin,., TCP 192.168.0,12 110 10,1.1.173 1907 1

IoD‘DDUZDUD Possible Attack or Infection: Destin,., TCP 192.1658.0,12 110 I 10,1.1.173 190z _llj

4 3

The key information displayed in ASA Table-style Reports includes:

e Membership: Membership is a numeric score that indicates the extent to which the event
deviates from the baseline. In simple terms, Membership indicates how unusual an event
is. The lower the number, the more deviant the event and more critical the potential
threat.

Events are also color-coded to indicate their level of severity.

Critical
High
Medium

Low

e Threat Details/Principal Variables: Threat Details and Principal Variables refer to the
nature and possible cause of a suspicious event. Specifically, Principal Variables refers
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to the aspects of the event that most contributed to its classification and numeric score.
This information is provided to assist the administrator in pinpointing the vulnerability,
intrusion, policy violation or other threat.

e Other Columns: The other columns displayed correspond to the variables contained in
the analysis model itself.

Table View — Right Mouse options

During the process of analysis, it will often be useful to impart some expert knowledge to
Adaptive Security Analyzer regarding certain events. Some of these capabilities are enabled via
right mouse click functionality. To invoke these options, highlight an event in the Table View
and apply the right mouse click.

r:p Adaptive Security Analyzer - [Adaptive Security Analyzer',Cisco PIX Firewall\Cisco Test Analysi: L5 = |EI|1|
% File  Action View Favorites  Window  Help | 18] =l
e =» | |2
g:gl Adaptive Security Analyzer Report Settings

{:I ChECk PolnF Firewal [ Data Source Details -
E‘D {E_'_SICD_PIX Firewall e Data Source path |ipwi-shs2003|users|GSalvato\PWILDEYELOPMENT PRODUC ..

B Cisco Tes.t Anal }-'S.IS B Report Columns

: D Baseline Settings evtDateTime [ show

ED Eehorts FixID ™ show LI

45 Reportl
(] 15A Server Analyze |

{1 NetScreen Firewall

{33 Custom Model Table | Standard Chatt | Sealed Chart | Radial Chart |

Membership | Principal Yariables | Protocol | FaddrIP | FaddrPort | LaddrI;l
o 0,0040100 Possible Port Scan: length=5, period=1 UDP 192,168.0,11 53 10.1. 1_I
L ! 10.0040100 Possible Port Scanels =S nericdo - 192,168.0.11 135 10.1.1]
@ 0.0040100 Passible Port Scar  Mark as Bad 192.168.0.11 1026 10.1.1
0 o0.0040100 Passible Port Scar__Mark as Good 192.168.0.11 1026 10.1.1
0 0.0040100 IR TE  Acsign Severity Level... | 192.168.0.11 53 10.1.1
© 0.0050100 Possble P Scani | properties I 165.254.12.106 0 10.1.1
©0.0050100 Possible I Scan: = permr=T T 165.254,12,106 80 10.1.1
o 0,0050100 Possible IP Scan: length=6, period=1 TCP 165,254,12,106 80 10.1.1
o 0,0050100 Possible IP Scan: length=6, period=1 TCP 165,254,12,106 80 10.1.1
o 0,0050100 Possible IP Scan: length=6, period=1 TCP 165,254,12,115 80 10.1.1
o 0,0050100 Possible IP Scan: length=6, period=1 TCP 165,254,12,202 80 10.1.1
o 0,0057243 Possible Port Scan: length=7, period=200 UDP 192,168.0.11 53 10.1.1
o 0,0057243 Possible Port Scan: length=7, period=200 UDP 192,168.0.11 137 10.1.1
o 0.0057243 Possible Port Scan: length=7, period=200 UDP 192.163.0.11 135 10.1.1
00.005?243 Possible Port Scan: length=7, period=200 UDP 192,168.0.11 138 10.1.1 &

o | o

Events that have been incorrectly classified can be adjusted by assigning a correct classification
in a few ways. Events that have been re-classified will be listed as such in the Threat
Details/Principal Variables column as “Reclassified Event”.

e Mark as Bad: Marking an event as Bad will assign the event with a Membership Value
of .01.

e Mark as Good: Marking an event as Good will assign the event with a Membership
Value of .75.

e Assign Severity Level: This option allows a specific Membership value to be assigned
to the event.
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%

— Event Severity Level

b etrics W alue:; [between 0 and 1]

Severty Level IEritiu:aI j

[+ Account for this event during retraining

Qk I Cancel |

e Properties: Selecting the Properties options will invoke the Event Details screen.

Event Detail View

Each event may be an isolated event or an event sequence. To view the details of an event,
highlight and double-click an event in the Table report view.

= | The top field in the Event Details screen indicates
e = x| whether an Adaptive Security Analyzer schema or
N v the behavioral engine detected the event. In the
Passible slow Port (FaddsPort] scan: length=288, period=300 example to the left, the sequence of events matched

the Slow Scan Schema.

Name | &nalyzed Event | Basic Event [Impact | 2]
o |

fotion Bt graric TCP The Membership value is displayed and the possible
Eodf = type of threat.

E:ddddv';m 1011188

LaddiPart 4960 . .

e b The main body of the event detail screen shows all of
Fetdfan e the events within an event sequence.

Eoon - El

Chart Views

The Adaptive Security Analyzer Chart View provides a visual representation of the events
displayed in the standard Table View report. The Chart View works similarly to the Table View in
that specific points in the chart may be double-clicked to reveal the details regarding that event.
ASA offer three different graphical displays; Standard, Scaled and Radial.
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{1 Check Point Firewall
{1 Cisco PTX Firewall
= Cisco Test analysis
{1 Baseling Settings
I_;| CI Reports
a Reportl
D 154 Server
{271 NetScreen Firewall
{1 Custom Modsl

[ Data Source Details
Data Source path

E Report Columns
evtDateTime
FixID

-
Vipwi-shs2003user siESalvata| PWIDEYELOPMENT PRODUC;#

[ show
™ show

Analyze |

[~

Table Standard Chatt | Sealed Chart | Radial Chart I

-y

K

User Guide
:' Adaptive Security Analyzer - [Adaptive Security Analyze co Test Analys i =] |
%) File Action View Favortes  Window  Help | == x|
& = | |2
S{gj Adaptive Security Analyzer Report Sebtings
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Placing the cursor focus on a single point (event) on the Chart displays the Membership Value
and the Threat Details and/or Principal Variables of the event.

f:_'p Adaptive Security Analyzer - [Adaptive Security Analyzer'Cisco PIX Firewall\Cisco Test Analysis|Reporks’ - | Ellzl
‘I;fg File  Action  Wiew  Favoribes  Window  Help | & x|
& = | | 2
gfg Adaptive Security Analyzer Report Seftings
D Check Poinlf Fireval [ Data Source Details -
=R {E_‘_SIW_PIX Frewall Data Source path Ypwi-shs 2003 users| @S alvatolPWIDEVELOPMENT PRODUC ...
= E Cisco Test Analysis E Report Columns
{0 Baseline Setings evtDateTime ™ show
E-D Reparts PixID ™ show ]
B a Reporkl

{0 154 Server Analyze
{23 Metscreen Firewal

“-[2 Custom Model

Table Standard Chatt | Scaled Chart | Radial Chart |

4

Membership: 0.2149909
DayWeek(B6 %), Hours{13%), Faddr IP{1%)

2

Placing the cursor focus on a single point (event) on the Chart and applying a right mouse click
provides a Zoom feature that enables the Chart View to be increased or decreased.

f:_'p Adaptive Security Analyzer - [Adaptive Security Analyzer'Cisco PIX Firewall\Cisco Test Analysis|Reporks’ - | Ellzl
‘I;fg File  Action  Wiew  Favoribes  Window  Help | & x|
& = | | 2
gfg Adaptive Security Analyzer Report Settings

D Check Poinlf Firswal (] Data Source Details -
=R {E_‘_SIW_PIX Frewall Data Source path Ypwi-shs 2003 users| @S alvatolPWIDEVELOPMENT PRODUC ...

= E Cisco Test Analysis E Report Columns

: {0 Baseline Setings evtDateTime ™ show

E'D. Reports FixID ™ show ﬂ

B a Reporkl
[ 154 Server Analyze
(L1 Metscreen Firewal
(1] Custom Model Table Standard Chatt | Scaled Chart | Radial Chart |

e

Zoom In

Zoom Out

Shows &ll 200%
Scale To Fit

600%
800%
1000%

Aspect Ratio 1:1
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Custom Models

Adaptive Security Analyzer includes pre-built models for specific data/device types. These are
listed under the main Adaptive Security Analyzer MMC node. Custom Analysis can also be
performed for devices and data for which no pre-built models are available. Custom Analysis can
be performed using any ODBC compliant data source, including SQL, Oracle, etc.

The process of working with Custom Models is very similar to working with pre-built models, with
some important exceptions. This Section will illustrate the fundamental steps required to create a
Custom Model and conduct analysis.

To begin, right mouse click Custom Model -> New -> Model.

Provide a Name for the Custom Model.

rr.p Adaptive Security Analyzer - [Adaptive Security Analyzer' Custom Mod

=101 %
¥ File  Action Yiew Favorites  Window  Help |;|i|5|
e | B@m XE| @
"[gl Adaptive Security Anakvzer Mame |
27 Check Paink Firewall ([ Baseline Settings
{7 Cisco PIX Firewall [(dreports

{:l 154 Server
{27 MetScreen Firewall
=123 Custam Madel
ERSF/ch Server Ana
l:| Baseline Settings
l:| Reports
{:l Priors

|:| Pricrs

Baseline Settings

Select the Baseline Settings Folder. Identify the type or format of the data that will be analyzed.

Ep_ Adaptive Security Analyzer - [Adaptive Security An

=-{Z7 Priors

=101
‘l;'_;l File  Action ‘iew Faworibes Window  Help |;|i|i|
& =+ | NE
Qb Adaptive Security Analyzer Baseline Settings
(] Check Paink Firswall O Data Source Type
{7 Cisco PIX Firewall 5 file B
A0 154 Server i E Data Source Details M3 S0L Jerver
{1 MetScreen Firewall Training Period M5 Access database
E..{:Elgst\zmhl\;odel - Data Filters g;:c;ﬁedatabase
-] Web Server Analysis Sampling -
- Baseline Settings Cisco PIX Syslog
CheckPaint log
g Clusters MetScreen log
- Advanced Isalog
(21 Data Struckure Create Bal oLE DR Provider
{1 Data Compiler
[ mlgarithm + Mame Data Type | Mullable |
D Reports
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Specify the Data path and indicate whether the file has a header row.
EH Adaptive Security Analyzer - [Adaptive Security Analyzer',Custom Model Web Server Analysis! 10l x|
%% Fle Action View Favorites Window Help | =

e~ | Om @

‘I_g‘gl Adaptive Security Analvzer Basefine Seftings
{2 Check Paint Firewall

{1 Cisto PIX Firewall

[ Data Source Type

-

Data located in 5\ File =
(0 158 Server [ Data Source Details
{1 WetScreen Fireval Path of the \ipwi-sbs20031users|GSalvatal|PWILDEVELOPMENT PR _... |
D: Custom Madel File has header raw [V ves pe
ED web Ser\fer P.nal.ysis B Training Period
{3 Baseline Settings Period Twpe Use all Data ;l
{3 Clusters =1 nata Filkass LI
=21 Advanced _
{2 Daka Structure Create Baseline |
{2 Data Compiler
{21 algarithm # Mame | Data Type | Mullable | -
{:I Reports 1 BROWSER varchar({Z55) rull [y
{13 Priors 2 (CODE int nul
3 CODEZ int rull
4 COMMAND warchar(255) rul =
Indicate the range of data on which the baseline should be created.
rq.;n Adaptive Security Analyzer - [Adaptive Security Analyzer =1Of=l
% Fle  Action Wiew Favorites  Window  Help |;|i|ﬂ

NS

‘Lﬁb Adaptive Security Analyzer Faseline Settings
[ check Point Fireveall

{1 Cisco PIX Firewal
[ 154 Server
[ MetScreen Firewall

E Training Period

] Use All Data
El Data Filters

[
From a specific date to a specific date

Data Filkers
{:Iéstom Model . 2 Sampling Last » days
= T eb Ser\fer Anal}fﬂs Maximurn kraining events number 10000
Ea EEsEline S Use default sampling IV es —
i Clusk
usters &7
=1 aAdvanced _
{2 Data Struckure Create Baseline |
{27 Data Compiler
] Algarithm # amme | Data Type | Mullable | -
{:I Reports 1 BROWSER warchar(255) null =
{2 Priors 2 CODE int Al
3 CODEZ ink rull
4 COMMAND warchar(Z55) null d
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Specify Data Filters.

Action  View  Favorites

43 File

rq_:_ Adaptive Security Analyzer - [Adaptive]

€« » | &[m] 2

\_gfg Adaptive Security Analvzer

{2 Check Paint: Fireveal

{1 Cisco PIZ Firewall

{:l 154 Server

{1 MetScreen Firewal

=20 Custom Model

ED Web Server Anz

143 Baseline Set
¢ [ Clusters

{:I Advance

- Dakereormpmer

L Algarithm
..{:| Reports
- Priors

1I ~Ioix
Window |_|_|- & x|
----- wihere
2 Tr "
x =
I.ﬁ.nd S | cooe e =] |m =] Loadvalues |
200 —
301 =
Ok I Cancel (304
400
404
# 405 [ molable | .
1 il ||
2 rull
3 il
El n]4 Cancel il LI

Specify the maximum number of events to use to create the baseline and whether Sampling
should be used. ASA will suggest default values for these attributes.

rq.;n Adaptive Security Analyzer - [Adaptive Security Analyzer'Custom Model', Web Server AnalysisiBase =] 3]
‘[j_’;l File  Action Wiew Favorites  Window  Help | -8l =l
& = | | 2
‘ljgl Adaptive Security Analyzer Baselfine Seftings
g Check Point Fire'ﬁ'all O Training Period -
eriod Type s ata -
Cisco PIx Firewal Period T Lse &l Dat,
0 158 Server E Data Filters
[ MetScreen Fireveal Data Filkers I
=2 Custom Madel als li
- {270 web Server Analysis —
= : g y Maximurn kraining events number 10000|
Ea Baseline Settings Use default sampling [V vves —
H {:l Clusters =
=1 aAdvanced _
(1] Daka Structure Create Baseline |
-1 Data Compiler
L Algarithm # Marme | Daka Type | Mullable: | =
{:I Repaorts 1 BROWSER varchar(255) null [y
-1 Priors 2 CODE int Al
3 CODEZ int rull
4 COMMAND varchar(255) null ;|

Note: Once these primary Baseline Settings attributes have been defined DO NOT SELECT THE
CREATE BASELINE BUTTON YET. See next section. The Custom Model DATA STRUCTURE
(within the Advanced folder) must be specified.

Process Status

x|

Start training

Clusker Web Server Analysis

Total time elapsed: 0:00:00:00

1 |

Please wait while Adaptive Security Analyzer is processing the data,
If size of the data is large - it may take minutes or hours to finish,

Train failed: Can not train this model because it does not have colun

2

An error message will be displayed indicating that you
have not yet specified the Custom Model columns yet.
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Clusters

ASA can create a comparative baseline/s that is organized relative to all of data in aggregate or
around multiple sub-groups. For example, a data source may contain log files from multiple of
Web servers. By default, ASA will consider the logs from each of these servers as a single group.
But it may be of interest to create separate baselines and conduct analysis for each server. In this
case, the column ServerName can be specified in the Cluster Settings and this variable will
become the central analytic element and serve as the basis from which all sub models will be

created.

A separate Report folder will be created for each column selected in the Cluster Settings. For
each Cluster Column (data variable), a separate Report will be created as output will be oriented
around each Cluster (model center) specified. In the screen shot below, sub-models will be
created for each Code reflected in the data file.

I Adaptive Security Analyzer - [Adaptive Security AnalyzerCustom Model',Web Serve =10l x|
'gb File  Action Yiew Faworites  Window  Help |_|_|- =) il
& = | | 2
g_b Adaptive Security Analvzer Specfy Clusterization setbngs
D Check PD'”F Firevsal B |Clusterization Columns
+{10 Cisco PIX Firewal BRCWSER [ use For clusterization
(134 Server ) CODE [¥ use For cluskerization
{:I MekScreen Firswal CODEZ [ use For clusterization
ED CUStUmbMDdel - COMMAND [ use For clusterization
ED e Ser\fer Ana Vi DATE [ use For clusterization
ED Baselllne Settings SOURCE IP [ use For clusterization
a (Cllugis TIME [ use For clusterization
ED Advanced LIRL [ use For clusterization
(O oata structure f 5 Miscellaneous Model
: +{] Data Compiler How to treak unchecked clusters ¥ 1gnore
{7 Algarithrn
{:| Reparts
- Priors
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Once the Baseline Settings (including sub-models, if any) and the Data Structure have been
specified, the baseline can be created. To do so, press the Create Baseline button.

Once ASA has finished creating the baseline, sub-folders reflecting each unique attribute within
the column specified in Clusters will be created. To view details about a Cluster, highlight a
folder and information will be displayed in the right panel.

rq:n Adaptive Security Analyzer - [Adaptive Security Analyzer',Custom Model', Web Server Anal ;IEIEI
%3 File Action View Favorites ‘Window  Help |;|i|1|
€| |2
gf;l Adaptive Security Analyzer Huster Training Resufts
(33 Check Paint Firewal B Cluster Column Yalues
{1 Cisco PIX Firewall CODE p
0 155 Server E Training Results
2] Metscreen Firewall Etts 0.3104064
=0 Custom Madel Quadratic Farm 0,5408532
ED WiED SeveRAnalisE Humber of Basis Everts a0
EI{:I Baseline Setkings O Training Period
EC] Clusters Period Type Use all Data =1
. 3 coDE=200
{1 CODE=301
ey _Covotsaie |
(] CODE=400
{2 cope=404 # | Membership | BROWSER | conE | commann | DaTE~
D CODE=405 1 0.8375475 MMozillaf4.0 {compatible; MSIE 7.0; ... 200 GET [ HTTR/1.1 2j27,
B3 Advanced 2 0.7330335 MogzillafS.0 (windows; U; Windows,., 200 GET  HTTR(1.1 2]28,
L1 Data Structure 3 0.7572914 IMozillafS.0 {Macintosh; U; Inkel Ma... 200 GET [ HTTP/1.1 2iz6,
g Data Compiler 4 0.6297432 Mogzillaf4.0 {compatible; MSIE 7.0; ... 200 GET fimg/top_banner_left_pwijpg HT...  3/1):
{1 Algarithm 5 08744674 Mozila{4.0 {compatible; MSIE 6.0; ... 200 GET | HTTR(1.1 2127|
[‘JD Reports [ 0.7455527 Mozilaf4.0 {compatible; MSIE 7.0; ... 200 GET fimg/top_banner_left_pwijpg HT... 226
=10 Report1 7 0.7480503 Mazillafs.0 (Macintosh; U; PPC Ma.., 200 GET fimgfheadsr_gray_topright.gif H... 226,
{0 CODE=200 8 0.7398750 Mozilaf4.0 (compatible; MSIE 7.0; ... 200 GET jimg/menu/homel .gif HTTP/1.1 226,
g Egg::g; 9 0,7912432 Operaf?.10 (Windows NT 5.1; Uy end 200 GET fimafzardel.gif HTTP(1.1 2427,
£ CopE=304 10 0.799607 Mozilla/S.0 {windows; U; Windows.., 200 GET fimg/pwi_top_right_banner.gif H...  2/27,
{21 CoDE=400 11 0.7222657 IMozillaf4.0 {compatible; M3IE 6.0; ... 200 GET fimg/menufsolutions1.gif HTTR/1.1 226,
(1] CODE=404 12 0.7734324 Mozillaf4.0 {compatible; MSIE 6.0; ... 200 GET fimg/top_banner_left_pwi.jpg HT... 2/27,
(] coDE=408 13 0.7517368 Iozillaf4.0 {compatible; M3IE 6.0; ... 200 GET fimg/top_banner_left_pwijpg HT... 227, -
{2 Priors f 14 N 7A4997 temillata A fenmnatible: MSTE & ] | FT L HTTE!M 1 9.'9_.9l_|
| | |

In addition, Report sub-folders reflecting each unique attribute within the column specified in
Clusters will be created. Here, general or specific criteria can be defined relevant to all or

individual reports.

Options for Reports settings and configuration in Custom Models are identical to those in the
default models with a few key differences. Refer to the Custom Models Reports section for more

information.
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Advanced

Data Structure

One of the primary requirements for working with Custom Models that differs from working with
pre-built models is selecting the columns (or variables) that will comprise the Custom Model. In
the same manner as you might home in on certain columns within data for manual analysis,
check the boxes next to the columns that should be considered by ASA for the purpose of
creating the analysis baseline for this Custom Model.

To do so, expand the Advanced folder and open the Data Structure folder. In the right panel
will be displayed all of the columns within the database or file selected. Check the box next to the
columns that should be included in the Custom Model.

r:p Adaptive Security Analyzer - [Adaptive Security Analyzer'Custom Model'i Web Server A =10l x|
%) File Action  View Favorites  Window  Help |;[i|5|
€~ 2
ﬁ_}l Adaptive Security Anahyzer fheck cofumns you needin the Modeaf and specify their Eypes, weight and other atfributes
D Check Paint Firesal El| BROWSER ¥ Iniclude this column in the model -
{0 Cisco PIX Firewsl Data Type text (discrate) ;l_
L0 154 Server Column Weight 100
3 WetSereen Firewal E| CODE [ Include this column in the model
ED Custom Model Data Type lonig {continuous) =
E||:| Web Ser\fer .ﬁ.nallysis Calumn Weight 100
ED Bassiine Settings El CODEZ I™ Include this calumn in the model o
P - Clusters =| COMMAND [¥ Tniclude: this column in the model
ED Advanced Data Type ket (discrete) -
: 2 Data Structure Colurn Weight 100
(3 Data Campier El DATE ¥ Include this calumn in the moded
{0 Mgorithm Nata Tvne text (disrrabeal - |LI
-] Reports
D Eriors Check Al |
# Tame | Data Type | Si'eight | String Algorithm Sektings
1 BROWSER text {discrete) 100
2 CODE long {rontinuous) 100
3 COMMAND text (discrete) 100
4 DATE text (discrete) 100
5 SOURCEIP text (discrete) 100
& LRL text {discrete) 100
1] | |
|

It may be appropriate to assign a weight to one or more variables that reflects a greater or lesser
degree of importance than the others. To do so, highlight the Column Weight numeric value and
enter the desired value.

Check cofmns you nead i Ehe Modef and specify Ehefe Eypes, weight and ofher atfribufes

E BROWSER v Include this column in the rmodel -
Data Type kext {discrete) ;I_
Colurn Weight 200

B CODE IV Include this column in the model
Data Type lang {conkinuous) ;I
Colurnn ‘Weight 100

E CODEZ2 I Include this column in the model FE
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Data Compiler

rq_q Adaptive Security Analyzer - [Adaptive Security Analyzer', Custom Model', - |E||1|
) Fle  Action View Favorites ‘Window Help | 18 x|
& = | |2

-{_] CODE=200 ;I =l Sequence Usage
-{{]] CODE=301
-{_7] CODE=302 B Kernel H
([ copE=204 Kernel bype 2 events

({1 CODE=400 B Advanced Kernel Properties 3 :::EE:
([ CODE=404 Mumeric Columns Mormalization Coefficient 5 events
({1 CODE=408 Discrete Columns Mormalization Coefficient 6 events

=27 Advanced 7 events
-{_7] Data Structure g events 2
423 Data Compiler 9 events
{27 algorithm

I'_—'l{:l Reports LI

Algorithm

rx_;p Adaptive Security Analyzer - [Adaptive Security Analyzer,Custom Model',Web Server Analy i — |EI|£|
"I_',é’;l File  Action Wiews Favorites ‘Window  Help | 18] x|
= | | 2
ﬁl Adaptive Security Analvzer = | Algorithm Settings
{1 check Point Fireveall alg Principal Events ;I
{1 Cisco PIX Firewall Automatically choose the number of Basis Events [V ves

D IS4 Server ] Fuzzy optimization settings

[ MetScreen Firevaall Murmber of iterations 50

= Custom Madel Optimization precision 0.01
E|{:| ‘“Web Server Analysis

E|{:| Baseline Settings

{23 Clusters

2] Advanced

{:l [Data Structure

{1 Data Compiler

{:I Reports
[ Priors
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Reports

Options for Reports setting and configuration in Custom Models are identical to those in the
default models with a few key differences as well as additional control over report display as

described below.

Severity Level Thresholds

Severity Level thresholds can be adjusted by changing their numeric range. To do so, highlight

the value associated with the appropriate Severity Level and enter the desired number.

fq: Adaptive Security Analyzer - [Adaptive Security Analyzer',Custom Model' Web Server Analysis',Reporks' R - |EI|1|
¥ File  Action  View Favorites  Window  Help | =121 x|
& = | 2
‘E:gl Adaptive Security Analyzer = REport Settings
i g Check PO'”F Flrelﬁlall Report Columns =
Ciseo FI Firews| I Severity Level Thresholds
{:I 154 Server High 0.15
{27 MetScreen Firewal Madium 0.3
- Custom Madel
: Law 0.5
B CI Web Server Analysis Reporting Period pu
=] Baseline Setkings Data Filkers
£ Clusters M Goueritu | pualc ﬂ
-.{7] CODE=200
{21 coDE=301 Analyze
-.{7]] CODE=302
-] copE=304 Table | Standard Chart | Scaled Chart| Radial Chart |
CODE=400
8 CODF=404 Membership | Principal Yariables | BROWSER ‘ CODE ;I
(2] CODE=405 B0, 1621528 BROWSER(34%), URL{33%),50URCE IP{,..  Mozilaj4.0 {compatible; M., 200 -
-0 Advanced 410, 1655543 BROWSER(36%), URL{36%),50URCE TP(,.,  Mozilaf4.0 {compatible; M.., 200
-{] DatasStructure  — @U‘ 1818250 URL{45%),BROMWSER{37%),50URCE IP(,.,  nokiaG&10If1.0 (4,10} Pro.., 200
{1 Data Compiler @U‘ 1844915 URL{43%),BROMWSER{36%),SOURCE IP(...  nokiaB610I/1.0{4.10) Pro... 200
{3 lgarithm @U‘ 1862460 BROWSER{43%), SOURCE IP(30%),COM. .. Factbot 1,09 {ses http:ff,.. 200
=1 Reports £50.1882460 EROWSER(43%), SOURCE TP(30%),COM. .. pshotf0.1 (+http:ffeww.... 200
EH:_I Repartl £%0.1590469 BROWSER{43%), SOURCE IP(30%),COM...  Baiduspider+{+http:[fww... 200 hd
43 CODE=200 = 4 3
7 conF=Am >
Severity Levels

Severity Levels that should be displayed in report output can be specified by checking or un-
checking the applicable box. By default, ASA displays events falling into all Severity Level

categories.
rq_: Adaptive Security Analyzer - [Adaptive Security Analyzer',Custom Model,Weh Server Analysis|Reports'|R ;lglﬂ
W) File  Action  View Favorites  Window  Help |;|g|5|
& = | @
'ligl Adaptive Security Analyzer | Report Settings
{11 Check Point Firewall Report Columns N
{00 cisco PIx Firewal Severity Level Thresholds
{10 158 server . Reporting Period
: {2 Metscreen Firewall Data Filters
E‘D Custam Madel [ Sewverity Levels
E-D Web Server Analysis Critical ¥ ves
=+ Baseline Settings High ¥ ves
=3 Clusters Medium ¥ ves
-{_ CODE=200 Low ¥ ves
-3 cope=an1 Other Settings Jid|
-] CODE=302
-] CODE=304 Analyze
{1 CoDE=400
(3 cope=p4 Table | Standard Chart | Scaled Chart | Riadial Chart|
{L] CODE=408
=] Advanced Membership | Principal Yariables | BROWSER ‘ CODE :I
r |
-{Z]] Data Structure  — @0‘1621525 BROWSER{34%),URL{33%:),SCURCE IP{.,..  Moazilla/4.0 {compatible; M., 200
-+{Z] Data Compiler @0‘1655543 BROWSER{36%),URL{36%:),SOURCE IP(, ..  Moazilla/4.0 {compatible; M... 200
{20 Algorithm @0‘1818250 URL{45%),BROWSER(37%),30URCE IP(, ..  nokiag6101/1.0{4.10) Pro... 200
=1 Reports £%0.1844915 LRL{43%), BROWSER(36%), SOURCE TR...  nokiaf6101{1.0 (4.10) Pro... 200
Reportl €3 0.1852460 BROWSER(43% ], SOURCE IP(30%),COM. ..  Factbot 109 (see httpiff.. 200 =
-4 CODE=200 4| r

L7 conF=Ant =
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Other Settings
Other Settings are identical to those include in pre-built models with a few exceptions.

Use Exhaustive Search: Enabled by default in Custom Models as well as pre-built models.

Principal Variables Computation: Offers computation using either Forward or Inverse
Differences.

Include Principal Variables: By selecting this option, ASA will provide a numeric value to each
attribute within an analytic model that reflects the respective contribution of the variable to an
event’'s Membership Value.

Ep Adaptive Security Analyzer - [Adaptive Security Analyzer',Custom Model', Web Server Analysis'Reporks') - |EI|1|
1;9_;! File  Action Yiew Favorites Window Help |;|i|5|
& = | | 2
!;fg Adaptive Security Analyzer = Report Settings
(23 Check PoinF Firewal Report Columns
Severity Level Thresholds
g ICSIT:Z PT¥ Firewall | Threshold
erver - .
§ Reporting Period
{21 MetScreen Firewal Data Filters
ED Custam Model . Severity Levels
ED Weh Ser\j'er Anal.yss I Other Settings
BD Baseline Settings Use Exhaustive Search IV ves
EC:I Clusters Maximum number of reported events 10000
- {3 cope=z00 Sark Events By Severity ;I
{1 cope=301 Principal Variables Camputation Forward Differences |
g Egg;=gg§ Include Principal Yariables into dassification resulks [V ves
-{_7] CODE=400
0 ot | e |
{0 copE=408
=0 Advanced Table | Standard Chart | Scaled Chart | Radial Chart|
{:I Daka Structure —
{23 Data Compiler Membership || Principal variables | BROWSER: | cope -]
|
{17 Algorithm €3 0.1621525 BR.OWSER(34%), URL(33%), SOURCE IP(...  Mozilaf4.0 {compatible; N... 200
E-E3 Reports € 0,1655543 BROWSER(36%], URL(36%),50URCE TP, Mazillaf4.0 {campatible; M., 200
E‘D Reportl @ 0.1518250 URL{45%),BROWSER{37%),50URCE IP{...  nokiag610If1.0 (4,100 Pro... 200 -
{3 CODE=200 I | D
[T conF=3n1 =
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Priors
There are two categories of Priors; Reclassified Events and Rules.

Reclassified Events

The Reclassified Events folder displays all events where the Severity Level of classification has
been manually changed.

Ela Adaptive Security Analyzer - [Adaptive Security Analyzer' Custom Model', Web Server AnalysistPriors ;|g|5|
% File  Action  View Favorikss  Window  Help |;[i|ﬂ
e = | Bm 2

53 Adaptive Security Analyzer Membership | Cluster Name | BROWSER | cope | commanp | pate | sourcE TP

{1 Check Paint Firewall

’ - CODE=200 Mozillaj4.0 {compatible;... 200 GET jcartftemplatesico...  2/27/2007  71.250.230.
g Ics'if; FI Firewall CODE=200  nokia66101/1.0(4.10) .. 200  GET/HTTR{1.1 3(1j2007 66,151,181,
: erver CODE=200  Mozila/4.0 (compatible;.., 200 HEAD[HTTR{1.1 3012007 194.72,238,

: {:I MetScreen Firewall

E1-Z3 Custom Madel

B2 web Server Analysis
-] Baseline Settings

CODE=404 Mozillaf4.0 (compatible;... 404 GET fimages/boxes/you...  2/28/2007  41.201.243.

B+ Reports
{:I Reporkl
E|{:| Priors
a Reclassified Events
“ ] Rudles ol | _>|
| |
Rules
Rules can be created using standard SQL x|
query syntax. To create a rule, apply the right W
mouse function in the right panel and select M —

Create Rule. I Rule s disabled

Riule Condition

Edit

Delete

Ok I Cancel

x|  The Rule Properties

dialog will be displayed.
[and =] Tower [sourcer w| = Load values | Enter a rule Rule and

click OK.

CK I Cancel |
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Supported Firewalls and Log Formats

Custom Models

Adaptive Security Analyzer supports XML, CSV, ASCIl, MDB, SQL, Oracle, and ODBC compliant
data source.

Check Point FireWall-1

Log format

ID | Date | Time | Product | Interface | Firewall | Type| Action | Service | Source | Destination |
Protocol | Rule | Source Port | Translation | User | Information

Example

"1" "25Dec2004" "0:00:01" "VPN-1 & FireWall-1" "eth-s5p1c0" "asi-fw1" "Log" "Accept" "ldap"”
"wks-asiexchfe01" "wks-asidc01" "tcp" "32" "15656" "" ""

"2" "25Dec2004" "0:00:04" "VPN-1 & FireWall-1" "eth-s4p1c0" "asi-fw1" "Log" "Accept" "snmp-
read" "wks-asiworkbench" "asi-fw1" "udp" "9" "54862" "" "

Processed events

ASA supports Check Point Firewall-1 traffic logs. Only events with successfully established TCP
and UDP sessions will be processed.

Type field should contain “Log”
Protocol field should be "TCP" or “UDP”
Action field should contain “Accept”

Processed Fields

Date-

Time -

Service - the service (destination port) requested by this communication;
Source - the source of the communication;

Destination - the destination of the communication;

Protocol - the communication protocol used;

Source Port -

Cisco Pix Firewall v6 log in CiscoPIX syslog format

Log format

ID | Date | Time | Severity | Message Code | Message

There the message is:

Built {inbound | outbound} TCP connection number for interface_name:real_address/real_port

(mapped_address/mapped_port) to interface_name:real_address/real_port
(mapped_address/mapped_port) [(user)].
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Teardown TCP connection number for interface_name:real_address/real_port to
interface_name:real_address/real_port duration time bytes number [reason] [(user)]

Built {inbound | outbound} UDP connection number for interface_name:real_address/real_port
(mapped_address/mapped_port) to interface_name:real_address/real_port
(mapped_address/mapped_port) [(user)

Teardown UDP connection number for interface_name:real_address/real_port to
interface_name:real_address/real_port duration time bytes number [(user)]

Example

<164>Feb 17 2006 20:10:37: %PI1X-6-302013: Built inbound TCP connection 2095610 for
outside:192.168.5.23/193 (192.168.5.23/193) to inside:10.1.1.5/80 (10.1.1.5/80)
<164>Feb 17 2006 20:10:37: %PI1X-6-302013: Built inbound TCP connection 2095650 for
outside:192.168.6.203/293 (192.168.6.203/293) to inside:10.1.1.7/80 (10.1.1.7/80)

Processed events

ASA processes events with Level 6 severity (informational) only. Only events with successfully
established TCP and UDP sessions will be processed by ASA.

Cisco PIX Event IDs: 302001, 302002, 302013, 302014, 302015, 302016
Processed fields

Date

Time

Real_address - the source and the destination of the communication;
Real_port - the source port and the destination port of the communication;
Bytes number — bytes transmitted

Juniper NetScreen (0OS 5.0)

Log format
Date | Time | Module | Severity | Type | Message Text

There the message is:

May 18 15:59:26 192.168.10.1 ns204: NetScreen device_id=-0029012002000170
system notification-0025 (traffic): start_time="" duration=

policy id= service= proto= src zone={Trust | Untrust } dst zone={Trust | Untrust }
action= sent= rcvd= src= dst= src_port= dst_port= translated ip= port=

Example

messages:Dec 17 09:35:23 10.14.93.7 ns5xp: NetScreen device_id=ns5xp system-notification-
00257 (traffic): start_time="2002-12-17 09:40:13" duration=>5 policy_id=0 service=dns proto=17
src zone=Trust dst zone=Untrust action=Permit sent=86 rcvd=140 src=10.14.94.221
dst=10.14.99.10 src_port=1029 dst_port=53 translated ip=10.14.93.7 port=1207

messages:Dec 17 09:35:23 10.14.93.7 ns5xp: NetScreen device_id=ns5xp system-notification-
00257 (traffic): start_time="2002-12-17 09:40:13" duration=5 policy_id=0 service=tcp/port:8000
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proto=6 src zone=Trust dst zone=Untrust action=Permit sent=1379 rcvd=30991 src=10.14.94.221
dst=10.14.90.217 src_port=1030 dst_port=8000 translated ip=10.14.93.7 port=1208
messages:Dec 17 09:35:25 10.14.93.7 ns5xp: NetScreen device_id=ns5xp system-notification-
00257 (traffic): start_time="2002-12-17 09:40:16" duration=4 policy_id=0 service=tcp/port:8000
proto=6 src zone=Trust dst zone=Untrust action=Permit sent=720 rcvd=536 src=10.14.94.221
dst=10.14.90.217 src_port=1031 dst_port=8000 translated ip=10.14.93.7 port=1209

Processed events

ASA FW process events of NetScreen Firewall with “system-notification" severity level and
00257( traffic ) type.
events with successfully established TCP and UDP sessions will be processed by ASA FW .

Protocol should be "6" or "17"
action=Permit

Processed fields

Date -

Time -

Proto — the communication protocol used;

Sent — bytes sent

Rcvd — bytes received

Src - the source of the communication;

Src_port -

Dst - the destination of the communication;

Dst_port — the destination port requested by this communication

MS ISA Server Firewall Log in W3C format

Log format

Computer | Date | Time | IP protocol | Source | Destination | Original client IP | Source network |
Destination network | Action | Status | Rule | Application protocol | Bidirectional | Bytes sent |
Bytes sent intermediate | Bytes received | Bytes received intermediate | Connection time |
Connection time intermediate | Source proxy| Destination proxy | Source name | Destination
name | Username | Agent | Session ID | Connection ID | Interface | IP header | Protocol payload |

Example

PWI-3KSQL1 2006-10-17 00:00:48 TCP  192.168.20.251:2990
80.231.19.81:80 192.168.20.251 Local Host External Establish
0x0 Allow HTTP/HTTPS requests from ISA Server to specified sites HTTP N
0 0 0 0 - - - - - - -
- 1859 3258 - - -

PWI-3KSQL1 2006-10-17 00:00:48 UDP 192.168.20.251:1048
192.168.20.250:53 192.168.20.251 Local Host Internal Establish 0x0
Allow DNS from ISA Server to selected servers DNS Y 0 0 0
0 - - - - - - - - 1859 3259

PWI-3KSQL1 2006-10-17 00:00:49 TCP  192.168.20.251:2991
80.231.19.81:80 192.168.20.251 Local Host External Establish
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0x0 - HTTP N 0 0 0 0 - -
- - - - - 1859 3260 - - -

Processed events

ASA FW process events of ISA Server Firewall log file only with the following rules.

“Source Network” field or “Destination” field should contain “External” ;
IP_protocol should be "TCP" or "UDP".

Processed fields

Date

Time

IP_protocol — the communication protocol used;

Source - the source of the communication;

Destination- the destination of the communication;

Destination_port — the destination port requested by this communication;
Bytes_sent — bytes sent

Bytes_received — bytes received

Connection_time — the time of connection
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