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What is Privatefirewall?

Privacyware Personal Firewall, Malware and Intrusion Defense application eliminates unauthorized access to

your PC, at home, the office, or on the road. Features include: Internet traffic (packet) filtering, port

scanning,

IP tracking, Email Anomaly Detection, Trusted/Blocked URLs, and Advanced Application Protection.

Privatefirewall is a high  -performance desktop security solution that is affordable, feature
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Enhanced User Interface - Privatefirewall 5.0 has an easy-to-use interface that displays
Internet and Network Security settings, Trusted and Blocked IPs/Websites, and the
current Firewall Profile all from the main window, providing instant access to important

information without navigating through any program menus.
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-rich and simple to use.

Application Security
Management

e Monitor all traffic to and
from your PC and prevents
trusted applications from

being-Jabkedod to

local or network -accessible
files.

e The Process Monitor adds an
important layer of defense
to conventional firewall
protection by identifying
process -level behavior
characteristic of intrusion
techniques and malware
activity.

¢ Control which applications
can access the Internet, and
whether to permit/block
every application with each
usage or make permissions
permanent.

¢ Define application specific or
glo bal packet filtering rules
that can be applied to
incoming, outgoing or bi -
directional traffic.

¢ View or create advanced
firewall reports sorted by
Web, Mail, or System access
attempts spanning Hours,
Days, Wee ks, or a
customized time period
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Privatefirewall features compact, user-friendly tray alerts that

provides basic activity information.
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Proactive, Multi-Layered Defense

Privatefirewall
By

e Stealth Mode i
computer.

ficl oakingo

controls the openings to a user's
t he

becomes in visible to the Internet and potential intruders thereby
reducing the risk of intrusion or attack.

e Port tracking and reporting i Tracks all ports to prohibit
unauthorized port scanning or any other type of intrusion.

Generates detailed reports on all port
-screen alerts.

displays instantaneous on

e Process Detection - Privatefirewall

scan attempts and

prevents various types of

viruses and worms by tracking all trusted processes and
providing alerts when any potentially malicious process attempts

to run.

e Advanced packet filtering i Privatefirewall
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uses a proprietary stateful packet inspection technology to

detect and block unauthorized

¢ System Anomaly Detection i Privatefirewall
ing applications and generates alerts

normal use patterns of runn

access to your system.

analyzes the

as it detects unusual activity. The System Anomaly Detection
Engine applies a sophisticated algorithm to establish a baseline
of normal use based on several system variables such as CPU

utilization, thread count, and o

e Email Anomaly Detection i Privatefirewall

thers.

mitigates the

impact of attacks targeting email clients by tracking the volume
and frequency of outbound emails and providing alerts when

there is unusual activity.
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If more information is desired,
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endpoint defense protects your system from various
Windows vulnerabilities and progressive techniques that

hackers exploit
deliver malicious payloads.

to gain unauthorized system access and
For example:

Windows OS Exploits - Files that appear to be safe,

but actually allow hackers to gain unauthorized
access to your computer.

Malware: Virus, Spware, Trojan and Worms
Malware replicate, spread, steal personal information,
and inflict damage to computers.

Rootkits i Invisible to most  types of system
monitoring software , Rootkit can be installed by a
intruder to execute whatever criminal activity they
have in mind.

Hackers - Criminals that leverage system
vulnerabilities, social engineering, and other
techniques to break into computer systems

System Requirements

Hardware

A 1 8/Biz Pentium® or faster
A 8 MB RAM

A BB of free disk space

Software

One of the following operating systems:
Windows® 2000 Professional
Windows® 2000, 2003 Server
Windows® XP Home , Professional

About Privacyware

Privacyware is an innovative provider of multi -
layered endpoint defense and enterprise security
intelligence software. Our products increase the
level of protection from new and
and intrusions on individual, small business, and
large enterprise computing environments and
enable IT managers, security analysts, and security
and compliance officers to more thoroughly
understand the environments for which they are
respon sible and to more effectively identify and
comprehend malicious and/or deviant activity.

Contact Information

Privacyware

68 White Street, 2
Red Bank, NJ 07701
732-212-8110 x235 p
732-212-9210 f
info@pr ivacyware.com
WWW.privacyware.com
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ISV/Software Solutions
GOLD CERTIFIED Data Management Solutions
Partner
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