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THREATSENTRY CORE MODULES & PROCESS

Conventional Rules Engine

Behavioral Engine

KNOWLEDGE -
BASE

KNOWLEDGE -
BASE
INTERFACE

Pre-configured
rule-set comprised
of known
exploitive
techniques and
attack
characteristics.

Module enables
system
administrator to
add, remove or
edit the
knowledgebase,
and pre-assign
classification

values to specific

IPs and IP ranges.

A

y

TRUSTED

ADAPTIVE SECURITY [»  ASE INTERFACE
ENGINE :

A |

| |

: v
Neural system profiling The system
and comparative administrator can
analysis engine influence the baseline
organizes server by reclassifying
requests into a multi- training events or
dimensional baseline of security alerts.
typical activity. Server Intrusion prevention
connections are capabilities
compared against the progressively improve
baseline (after filtering as the baseline
through the evolves automatically
knowledgebase) to or based on input from
identify, trigger the system
notification and take administrator.
preventative action .
against any activity i
falling outside of trusted (g _________!

parameters.

EVENT CLASSIFICATION

NOTIFICATION/ACTION

Monitoring- Inactive

Display, audio, email, pager

Post 404 error for Blocked IPs

Add untrusted IPs to the Blocked List
Block Untrusted requests

Close all ports to Blocked IPs — Firewall
Stop web services (1IS)

Monitoring - Active

LOGGING/REPORTING/AUDIT

Training Database
Security Alert Log
Event Details, WHOIS DB Lookup

Log/Event search, sort, export
Blocked/Trusted IP Lists
Re-classified Event IDs
Reports
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Upgr ading from ThreatSentry v3 to ThreatSentry v4

Upgrade support from Threatsentry v3 to ThreatSentry v4 is fully supported.
- The previous installation of ThreatSentry v3 should be uninstalled (Uninstall via Control Panel ->
Add/Remove Program)
- ThreatSentry v4 should be installed in the same directory as v3.

-  Configuration settings stored in the registry will automatically be migrated to the v4 installation.

If the "Preserve existing configuration settings" option is selected during v4 installation:
- The existing (v3) MappingRules.xml will be migrated to the v4 installation (existing custom settings
are higher-priority than default settings. v4 custom settings are higher-priority than v3 settings
- The IntrustionLog.mdb and YEVS.mdb will be converted to SQL tables and any existing data will be

migrated.
$ "% " (&&" -&" %' OE " &ttt %+ & " (*B
"T$ "%t 8 (" % +& & (& "ttt M -&" %l
OE # $'

{2 ThreatSentry 4.0 (x64) - InstaliShield Wizard x|

CRIENEANATe Welcome tn the InstaliShick] Wizard for

threatsentry — reatsentry 20 tos

115 web mppliction firgwall & IPS
The InstallShield(R) Wizard will install ThreatSentry 4.0 (x64)

on your computer, To continue, dick Mext,
threat

WARNING: This program is protected by copyright law and
international treaties.

* 115 5, 6 and 7 compatible
* blacks sql injection, xss, dos and more

* reinfetes regulatory compliomce

= Back I Mext = I Cancel
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i ThreatSentry 4.0 (x64) - InstallShield Wizard x|
License Agreement diEmiwv are
Please read the following license agreement carefully,
END-USER LICENSE AGREEMENT i’
This End-User License Agreement (“"EULAT) iz a binding legal agreement between you (either
an individual or a legal entity) and PWI, Inc., the corporate parent of Privacyware (both PWI,
Inc. and Privacyware shall be referred to as “PWI). By =signing this EULA OR by
downloading, installing, accessing or using any PW| software product you will be bound by
the terms of this EULA. If vou do not agree to the terms of this EULA, PWI is not willing to
license any right to use or sublicenze any software product to vou. In such event, vou may
not download, install, access, use or copy any PWI software product, and you should
promptly contact your provider for instructions on how to obtain a refund of fees paid by you,
if any.
[
{*' [ accept the terms in the license agreement
™ I do not accept the terms in the licenze agreement
Installshield
< Back I Mext = I Cancel
$! u% n '( & 8 &u + %? "ok & non &u n :!
C( & # "(& 8&"  +%? %  &( &
I %? % & n * n
i'-‘% ThreatSentry 4.0 - Installshield Wizard |
Configure SQL Server dilEmwWware
ThreatSentry 4.0 setup didn't dekect the default SQLServer instance
"TSagL"

This version of ThreatSentry 4.0 requires an SQL inskance to be used. Seleck Inskall o
download and install new SCQLServer Express instance, check Select to use one of the
instances currently presented in the syskem

¥ Install new local instance

"~ Seleck existing local instance

i Setup network instance

ImzkallShizld

< Back

! Cancel |
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&g Data Link Properties

1. Select or enter a server name:

Provider Connection |.P~d'~rar1ced I Al |

Specify the following to connect to SAL Server data:

|.‘\TSSGL

2. Enterirformation ta log an to the server:
" Use Windows NT Integrated security

¥ |se a specific user name and password:

j Riefresh

User name: Its_user

Password: I-----

[ Blank password ¥ Alow saving password
3. ¥ Select the database on the server:

™ ptach a database file as a database name:

-~

| zing the filename;

L

Test Connection |

o]

Cancel Hep |
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i'-.%' ThreatSentry 4.0 (x64) - InstallShield Wizard il
Ready to Install the Program qivEmaware
The wizard is ready to begin installation.
Click Install to beqin the installation.
This version of ThreatSentry 4.0 (x64) is configured for use with Microsoft
Internet Information Services.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
Advanced Options... I
Install to:
C:\Program Files\Privacyware {ThreatSentry', Change. .. |
InstallShield
< Back mstal | cancel |
$| & u! & &l * u! n ( n & u! B ( n &n n
i'-.%' ThreatSentry 4.0 (x64) - InstallShield Wizard il
Change Current Destination Folder diEmuWwWare
Browse to the destination folder.
Look in:
I [ ThreatSentry j EFl
(Log
Folder name:
InstallShield
OK I Cancel
$| &II " && * ( * & + II! *(nn x 1 II!
& & " ( n n &u " *( n ( * non &u n __% n u!
8II & n 8 n % ( &
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ii-‘%' ThreatSentry 4.0 (3x64) - InstallShield Wizard x|

Ready to Install the Program dliVEMWAare
The wizard is ready to begin installation.

Click Install to begin the installation.

This version of ThreatSentry 4.0 (x64) is configured for use with Microsoft
Internet Information Services.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

Advanced Options... I

Install to:
C:\Program Files\Privacyware\ThreatSentry), Change... |
Installshield

< Back Install I Cancel |
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ThreatSentry Advanced Configuration Options # % &&

— Installation & $
Wl $ "% " & "&H(" O0*
=3 r: Local Installation 7 && " & M &
£ Mebwaork Installation FIgl "% " &* + &"
( &HO7&( " "& "*
_Semrlty Mnde n n II! & ( + II! &Il n

% Inactive (Detect & Alert) && ig':l ";L! |_;$07B+ 9" " *3
--%

™ Active (Detect, Alert & Elodk) (&"&

— Additional Options
$ & & (I %
[ Allow Outlook Web Access Operations #

[ Preserve existing configuration settings *8

QK I Cancel

& & IS "%t & Tt &M
II! &* II! " Il! &

Network Servers

—Configure Servers

EI-@ Entire MNetwork, SErvers
El.,l""" Microsoft Windows Mety F‘WI-1 36

. @HOME

gy PWI

PWI-3

P24 bl 5 |

PI-136
PWI- 578

ACTACY A IR

<= <- Remove |
4] | ©

1| | Add Metwork Server |

Close

- " (& & & T & "M % $ # &l
"I (& & "o "1& #& ( 1&& * 2
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Add Network Server

Flease enter the name of the server
For example: SERVERMAME or SERVER, DOMAIN, COM or 207.46,33,.49

(0] 4 I Cancel

$ & & &&*"("E &+ "+ "*&  && 7& "l &
& $ %" & & "1 6 6 & " Gl */$ +
9"*&2 * "UEg "%t o+ 5 &+ &
"TMIE"& M & &M &+ (& (& & & "I "* &"* &l
& "!
L % & % *( (

(" % & " & g & &"
[+ && " (* $ """ & " &2 $
% & ) ( & $ HB
& & % ("7 "& RO&* ! && + & "9&"
= " /$ % &2

(" % *( 1& I $ "% " & &
$& % ("7 " +& B (" " & "M % *(
& *("
ThreatSentry Advanced Configuration Options |

— Installation
i oo
A " Local Inskallation & "o 3

% Metwork Inskallation

Add Servers, .. |

—Security Mode

" Inactive (Deteck & Alert)

¥ Active (Dekect, Alert & Block)

Network Servers

Seleck Server

—Security Alerk Log storage options Liesnoftcboe el
Eraamm
™ Store Security Alerk Logs on each server Emamnz
@]
@ Etore Security Alert L ifi S
Store Security Alert Logs on a specific server: B
@)
FWIMAIN Locate Server... Bmams
— additional Options
[ allow outlock Web Access Operations
| (] 4 I Cancel TR Cancel
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Security Mode
™ Inactive (Detect 2 Alart)
% Active (Detect, Alert & Block)
H 7 -&" " = +(" % "+l o &+ (0
" N
X

Are you sure you want to restart Web Services for
ThreatSentry 4.0 (x64) installation?

Mo |
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i ThreatSentry 4.0 (x64) - InstallShield Wizard C o ] [
Installing ThreatSentry 4.0 (x64) aivEmWware
The program features you selected are being installed.
Pleaze wait while the Installshield Wizard installs ThreatSentry 4.0 (x64).
This may take several minutes.
Status:
Creating database
|
InstzlShield
< Back Mk = | Cancel I
5 1 /*(n & " ( "
&ll n > & $! n < + n H n & & mn n &2
S "
i ThreatSentry 4.0 (x64) - InstallShield Wizard x|

lirEmuvare

threatsentry

115 web appliction firewall & 1§

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Threatsentry
4.0 (x64). Click Finish to exit the wizard.

| | *I55, fand 7 compatible
i * blacks sql infection, xss, dos and more

* reinfortes regultory complience

Cancel |

= Back
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Help Topics
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Reqgizter ThreatS ety

fbout Microsaft Management Consale, .
fbout ThreatSentry., .

2
+&" "
(1&
(e
&

(

(1& +$! "% "
&&
(& HE
&" & "&""!
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Register Threatsentry

& $!

3

W

B

After purchase, an email containing & registration code will be sent to you. Check the box
next to the servers you wish to register and enter your registration code inthe figld belowe.

Thank yaou For exaluating ThreatSentry,
To purchase a regiskration code, dlick on the URL:  htkp: ffprivacyware. comjcart

22

"op " <<=

Moopgn
&M (*
+&" "

# '

$!
& &

*

I &

&

Enter Registration Code:

05dbtese-baba-4525-51 9c-e2cfd4a26b61 742

Camputer

| Skatus

PWIDEMO
PWIDEMOZ
PWIDEMOT

Trial, 15 days left
Trial, 15 davs left
Trial, 15 daws left

Reqister

Cancel

$! & "

+&" "
+

8" & & (

*
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ThreatSentry x|

@ ThreatSenkry has been successfully registered,

7 "% M(& ( & && ( (" +&""

Register Threatsentry

@ Thank wou for evaluating ThreatSentry,

J,, To purchase a regiskration code, click on the URL:  http: [ privacyware, comfcark
After purchase, an email containing a registration code will be =ent to you. Check the baox
next to the servers you wwizsh to register and enter your registration code inthe field below.

Enter Reqgistration Code: | 08dbtese-baba-4525-819c-eZcf4azobn 1 72

Camputer | Skatus |

PWIDEMO Registerad

PWIDEMOZ Registered

PWIDEMOT Registered

Reqisker Cancel

S g g " " o + & &
Py P + Mook g gre M
&( n " && &ll

ThreatSentry

code again, o contact the software vendor for more assistance.
Skatus: The Activation Code did not have a valid 1D,

2 PMIDEMC: Registration was unsuccessiul. Please try entering your registration

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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E|... {1 Training Data
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Mew Taskpad Wiew. ..
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Help
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$ "% " & (
C (& A
Regular Expression Syntax -$! "% " (&&"' < & " standard syntax for Regular Expressions

(from ATL Server Classes library).

Metacharacter

??, 47, %?

0)
{}

Meaning
Matches any single character.

Indicates a character class. Matches any character inside the brackets (for example, [abc]
matches "a", "b", and "c").

If this metacharacter occurs at the start of a character class, it negates the character class. A
negated character class matches any character except those inside the brackets (for example,
[*abc] matches all characters except "a", "b", and "c").

If ~is at the beginning of the regular expression, it matches the beginning of the input (for
example, Mabc] will only match input that begins with "a", "b", or "c").

In a character class, indicates a range of characters (for example, [0-9] matches any of the digits
"0" through "9").

Indicates that the preceding expression is optional: it matches once or not at all (for example, [O-
9][0-9]? matches "2" and "12").

Indicates that the preceding expression matches one or more times (for example, [0-9]+
matches "1", "13", "456", and so on).

Indicates that the preceding expression matches zero or more times.

Non-greedy versions of ?, +, and *. These match as little as possible, unlike the greedy versions
that match as much as possible (for example, given the input "<abc><def>", <.*?> matches
"<abc>" while <.*> matches "<abc><def>").

Grouping operator. Example: (\d+,)*\d+ matches a list of numbers separated by commas (for
example, "1" or "1,23,456").

Indicates a match group.

Escape character: interpret the next character literally (for example, [0-9]+ matches one or more
digits, but [0-9]\+ matches a digit followed by a plus character). Also used for abbreviations
(such as \a for any alphanumeric character; see the following table).

If \ is followed by a number n, it matches the nth match group (starting from 0). Example:
<{.*?}>.*?</\0> matches "<head>Contents</head>".

At the end of a regular expression, this character matches the end of the input (for example,[O-
9]$ matches a digit at the end of the input).

Alternation operator: separates two expressions, exactly one of which matches (for example,
T|the matches "The" or "the").

Negation operator: the expression following ! does not match the input (for example, alb
matches "a" not followed by "b").

Note: match groups (i.e. {}) are not currently supported.
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