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I. System Requirements

ThreatSentry is compatible with the following:
e 1IIS 7.0/7.5 (Windows Server 2008/R2)

e IIS 6.0 (Windows Server 2003)

e IIS 5.0 (Windows Server 2000)

e For Windows Server 2008/11S7, the following Role Services must be enabled:
o "ISAPI Extensions" (in Application Development). Required until we'll switch on Native
IIS7 module architecture instead of current ISAPI Filter (IIS5)/ ISAPI Extension (IIS6)
o "IIS6 Management Compatibility" - required to display correct service status and IIS
Import logs

.NET framework 2.0 (for SQL Server)
Install ThreatSentry using an account with administrative privileges.

ThreatSentry has been tested for compatibility with most Win32/64 scripting environments/server
extensions like ASP, ASP.NET, ColdFusion, PHP, Perl, and JSP.
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II. Product Overview

What is ThreatSentry?

ThreatSentry is a multi-layered Web Application Firewall that protects Microsoft Windows Web
servers from a broad range of web application threats including Cross Site Request Forgery
(CSRF/XSRF), Structured Query Language (SQL) Injection, Cross-Site Scripting (XSS) and other
attacks. ThreatSentry combines an advanced web application firewall, a proprietary NDIS driver,
and an Al-based intrusion prevention engine to identify and take action against known and new
threats. ThreatSentry also helps fulfill the web application layer firewall (WAF) requirement in PCI
DSS 6.6 and aids in the web application code review process by revealing vulnerabilities embedded
within software code.

How Does It Work?

ThreatSentry is implemented as an ISAPI extension (ISAPI filter in IIS5) which collects and feeds
data through a knowledge-based classification framework. Events that match explicit rules
(signatures and other settings) are immediately classified as Trusted or Untrusted depending on
the applicable rule. ThreatSentry immediately blocks Untrusted events (in Monitoring — Active
security mode) before IIS responds and applies whatever other Threat Management policies that
may be configured. ThreatSentry also leverages a behavior-based analytic engine, the Adaptive
Security Engine (ASE), which profiles typical system behavior and identifies/blocks activity that
departs from the baseline. ThreatSentry can identify and prevent any type of activity that could be
harmful to the host, regardless of whether it is known (documented) or not (new or unknown
threats).
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THREATSENTRY CORE MODULES & PROCESS

Conventional Rules Engine Behavioral Engine
KNOWLEDGE - KNOWLEDGE - ADAPTIVE SECURITY [»  ASE INTERFACE
BASE BASE ENGINE |
INTERFACE x i
! v
Pre-configured Module enables Neural system profiling The system
rule-set comprised system and comparative administrator can
of known administrator to analysis engine influence the baseline
exploitive add, remove or organizes server by reclassifying
techniques and edit the requests into a multi- training events or
attack knowledgebase, dimensional baseline of security alerts.
characteristics. and pre-assign typical activity. Server Intrusion prevention
classification connections are capabilities
values to specific compared against the progressively improve
IPs and IP ranges. baseline (after filtering as the baseline
through the evolves automatically
knowledgebase) to or based on input from
identify, trigger the system
notification and take administrator.
preventative action .
against any activity i
falling outside of trusted  [q__________!
parameters.
EVENT CLASSIFICATION
\ 4
TRUSTED

NOTIFICATION/ACTION

Monitoring- Inactive

Monitoring - Active Display, audio, email, pager

Post 404 error for Blocked IPs

Add untrusted IPs to the Blocked List
Block Untrusted requests

Close all ports to Blocked IPs — Firewall

Stop web services (IIS)

LOGGING/REPORTING/AUDIT

Training Database
Security Alert Log
Event Details, WHOIS DB Lookup

Log/Event search, sort, export
Blocked/Trusted IP Lists
Re-classified Event IDs
Reports
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III. Installation

Installation Notes:

e Please note that administrative privileges are required to install and configure ThreatSentry on
Windows servers.

e The setup program is very simple and fully automated, but be advised that IIS will be
stopped/restarted during installation (as well as upon uninstall).

e The system will install SQL Express (and MSXML version 3.0 components, when necessary) on
the target system/s. The setup program will launch a management console after the successful
installation of the product.

e ThreatSentry provides a special set of installation features. Please refer to the Advanced
Installation Options section for details.

Upgrading from ThreatSentry v3 to ThreatSentry v4

Upgrade support from Threatsentry v3 to ThreatSentry v4 is fully supported.
- The previous installation of ThreatSentry v3 should be uninstalled (Uninstall via Control Panel ->
Add/Remove Program)
- ThreatSentry v4 should be installed in the same directory as v3.

- Configuration settings stored in the registry will automatically be migrated to the v4 installation.

If the "Preserve existing configuration settings" option is selected during v4 installation:

- The existing (v3) MappingRules.xml will be migrated to the v4 installation (existing custom settings
are higher-priority than default settings. v4 custom settings are higher-priority than v3 settings

- The IntrustionLog.mdb and YEVS.mdb will be converted to SQL tables and any existing data will be
migrated.

ThreatSentry uses the InstallShield Wizard to facilitate installation. To begin installation, double-

click the ThreatSentry executable. The following screens illustrate the activation of the InstallShield
Wizard. Click Next.

{2 ThreatSentry 4.0 (x64) - InstaliShield Wizard x|

CRIENEANATe Welcome tn the InstaliShick] Wizard for

threatsentry — reatsentry 20 tos

115 web mppliction firgwall & IPS

The InstallShield(R) Wizard will install ThreatSentry 4.0 (x64)
on your computer, To continue, dick Mext,

WARNING: This program is protected by copyright law and
international treaties.

* 115 5, 6 and 7 compatible
* blacks sql injection, xss, dos and more

* reinfetes regulatory compliomce

= Back I Mext = I Cancel
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To continue with installation, carefully read the product End-User License Agreement, and select
the appropriate radio button indicating that you accept its terms.

i ThreatSentry 4.0 (x64) - InstallShield Wizard i x|
License Agreement diEmiwv are
Please read the following license agreement carefully,
END-USER LICENSE AGREEMENT i’

This End-User License Agreement (“"EULAT) iz a binding legal agreement between you (either
an individual or a legal entity) and PWI, Inc., the corporate parent of Privacyware (both PWI,
Inc. and Privacyware shall be referred to as “PWI). By =signing this EULA OR by
downloading, installing, accessing or using any PW| software product you will be bound by
the terms of this EULA. If vou do not agree to the terms of this EULA, PWI is not willing to
license any right to use or sublicenze any software product to vou. In such event, vou may
not download, install, access, use or copy any PWI software product, and you should
promptly contact your provider for instructions on how to obtain a refund of fees paid by you,

if any. LI

{*' [ accept the terms in the license agreement

™ I do not accept the terms in the licenze agreement

Installshield

= Back I Mext = I Cancel

ThreatSentry requires an existing SQL database implementation for installation. Check Select
existing local instance or Setup network instance to use existing SQL Server resources or
check Install new local instance if SQL Server is not already available locally or remotely.

i'é'- ThreatSentry 4.0 - InstallShield Wizard |
Configure SQL Server dilEmwWware
ThreatSentry 4.0 setup didn't dekect the default SQLServer instance
"TSagL"

This version of ThreatSentry 4.0 requires an SQL inskance to be used. Seleck Inskall o
download and install new SCQLServer Express instance, check Select to use one of the
instances currently presented in the syskem

¥ Install new local instance

"~ Seleck existing local instance

i Setup network instance

ImzkallShizld

< Back

! Cancel |

© 2003-2010 PWI, INC. / Privacyware All rights reserved.



ThreatSentry User Guide

Install new local instance will invoke the Extraction of SQL Server related files and SQL Server
installation. This process may take a few minutes. Do not click the Back or Next buttons until the
SQL Server installation is complete (hourglass will disappear once complete).

If an existing SQL Server resource is used, the ThreatSentry installer will prompt you for relevant
SQL Server connection information.

& Data Link Properties x|

Provider Connection |.P~d'~rar1ced I Al |

Specify the following to connect to SAL Server data:
1. Select or enter a server name:

| \TssaL ~| Refresh
2. Enterirformation ta log an to the server:
" Use Windows NT Integrated security

¥ |se a specific user name and password:

User name: Its_user

Password: I-----
[ Blank password ¥ Alow saving password
3. ¥ Select the database on the server:

! [

™ ptach a database file as a database name:

| zing the filename;

| N

Test Connection |

ok | Cancsl Help |
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Non-default Installation Location
To designate a non-default installation location for ThreatSentry, select the Change button.

i'é'- ThreatSentry 4.0 (x64) - InstallShield Wizard |

Ready to Install the Program qivEmaware
The wizard is ready to begin installation.

Click Install to beqin the installation.

This version of ThreatSentry 4.0 (x64) is configured for use with Microsoft
Internet Information Services.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Advanced Options... I

Install to:
C:\Program Files\Privacyware {ThreatSentry', Change. .. |
Instalshield

« Back | Install | Cancel |

This will invoke the screen shown below that will allow you to specify the non-default installation
directory.

i'é'- ThreatSentry 4.0 (x64) - InstallShield Wizard |

Change Current Destination Folder diEmuWwWare
Browse to the destination folder,

Look in:

I (L] ThreatSentry j E|
(iog

Folder name:

InstallShield

The installation process can now be concluded by simply clicking the Install button. Reboot of the
server is not required to complete installation, but you will be prompted to restart IIS. Refer to the
next section for an explanation of Advanced Installation and Configuration Options.
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IV. Advanced Installation and Configuration
The Advanced Options Button reveals a series of interfaces that provide the ability to:

A. Install ThreatSentry on multiple servers within a network.

B. Designate whether ThreatSentry’s Behavioral Engine should be enabled (and
configure related settings), and enable support for Outlook Web Access Operations
(prior to training).

C. Designate non-default storage and display of Security Alert Logs.
D. Select a Security Mode.

By default, ThreatSentry will operate in Monitoring - Inactive mode and store logs on the local
server. You may alternatively configure ThreatSentry to operate in Monitoring — Active mode by
indicating so via the Advanced Options available during installation.

To access the Advanced Options, select the Advanced Options button as shown in the following
screen capture.

i'él ThreatSentry 4.0 (x64) - InstallShield Wizard : EI

Ready to Install the Program dliVEMWAare
The wizard is ready to begin installation.

Click Install to begin the installation.

This version of ThreatSentry 4.0 (x64) is configured for use with Microsoft
Internet Information Services.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

Advanced Options... I

Install to:

C:\Program Files\Privacyware\ThreatSentry), Change... |

L]
Nl
l.:'l
i
0

< Back Install I Cancel |
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A. Installation on Multiple Servers

To install ThreatSentry on multiple servers, select the Network Installation button as shown in

the screen below. Then click Add Servers.

Note: To deploy ThreatSentry on multiple servers, port TCP 139 (NetBIOS session service), port 135 (for DCOM services),
and port UDP 137 (NetBIOS Name Service) should be opened and not blocked by firewall/router.

— Installation

e
L
f}gj ¥ Local Installation

£ Mebwaork Installation

— Security Mode
¥ Inactive (Detect & Alert)

™ Active (Detect, Alert & Elodk)

— Additional Options
[ Allow Outlook Web Access Operations

[ Preserve existing configuration settings

o]

Cancel

Outlook Web Access Support

Important Note:

ThreatSentry supports Outlook Web
Access operations. If the server on
which ThreatSentry is being installed
requires OWA support, it is important
to indicate this during the installation
process so that the Training Database
properly classifies OWA-related IIS
requests.

To do so, simply check the Allow
Outlook Web Access Operations
box.

Locate the other servers on which ThreatSentry will be installed and click the Add button so that

they are visible in the left pane of the screen.

Network Servers

—Configure Servers

EI-@ Entire MNetwork, SErvers

- Microsoft Windows Metw
@HOME
P

- PWw-3

P-4

PI-136
PWI- 578

PWI-136

Add -=> |

<= <- Remove |

l

| >

1 | B

Add Mebwork Server |

Close

If a particular server is not visible in the left panel, select the Add Network Server button shown

in the previous screen and enter the name of the server/s manually (as shown below).

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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Add Metwork Server x|

Flease enter the name of the server
For example: SERVERMAME or SERVER, DOMAIN, COM or 207.46,33,.49

Ik I Zancel

Note: It is also possible to utilize a single training database across a web farm. As another server
is added and ThreatSentry is installed from the "primary" console, the file YEVS.mdb (Training
Database) can be copied to the ThreatSentry Program File directory, so that training for a server
that hosts the same applications to the same groups of users does not have to be established from
scratch.

B. Security Alert Display and Security Alert Log Storage

By default, all Security Alerts are displayed on the server where ThreatSentry is installed,
(regardless of the number of ThreatSentry installations). Note: The server on which Security
Alerts are displayed can be re-assigned in the Services Properties interface. Note: On-
screen display of Security Alerts will not be visible when accessing a server via Remote Desktop
Connection (Terminal Services).

By default, Security Alert Logs are stored on each server where ThreatSentry is installed.
To store Security Alert Logs in a non-default location, select the Store Security Alert Logs on a
specific server button.

ThreatSentry Advanced Configuration Options |

— Installation
-T';.' . _ Then, identify the appropriate
I Local Installation server from the list and click OK.
% Metwork Installation Add Servers. .. |
—Security Mode
" Inactive (Detect & Alert)
¥ Active (Dekect, Alert & Block) Select Server
—Security Alerk Log storage options e
Eraamm
™ Store Security Alert Logs on each server Eamz
@]
(¥ Store Securiky Alert L ifi Bwams
Store Security Alerk Logs on a specific server: s
@]
FD'-.-'-.-'IM.C-.IN Locate Server... Elwams
— additional Options
[ allow outlock Web Access Operations
| ok I Cancel ETTEETTT Cancel

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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C. Security Modes

ThreatSentry provides three different modes of operation - aka, Security Modes; Monitoring -
Inactive and Monitoring — Active and Training.

Monitoring - Inactive (Default Mode). ThreatSentry Detects and Notifies, but does not block
untrusted events. This mode is enabled by default (upon installation) so that the administrator can
monitor the ThreatSentry Security Alert Log for any requests that may have been blocked which
should not have. Once the admin is comfortable that any related filtering rules have been
adequately modified, ThreatSentry can be switched to Monitoring — Active mode.

Monitoring — Active: ThreatSentry Detects, Notifies and Blocks.

Training: Training mode is specific to ThreatSentry’s Behavioral Engine ("BE"). The BE is
dependent on a baseline of typical activity which is accomplished via a set of IIS requests collected
in real time or from an existing IIS log file. Once the required number of training events has been
collected and the baseline has been established, ThreatSentry will shift automatically into
Monitoring - Active mode.

e Active Security Mode: ThreatSentry will Detect, Alert, Block and trigger whatever other
preventative action has been specified (see Threat Management Options), when it classifies
an event as Untrusted.

Security Mode
™ Inactive (Detect 2 Alart)

% Active (Detect, Alert & Block)

Once any Advanced Installation and Configuration Settings have been designated, you will be
notified that Web Services will be restarted...

Are you sure you want to restart Web Services for
ThreatSentry 4.0 (x64) installation?

Yes Mo |

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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...that program features are being installed,

i ThreatSentry 4.0 (x64) - InstallShield Wizard o ] [

Installing ThreatSentry 4.0 (x64) aivEmWware
The program features you selected are being installed.

Pleaze wait while the Installshield Wizard installs ThreatSentry 4.0 (x64).
This may take several minutes.

Status:
Creating database

InstallShield

< Barck: | Mexk = | Cancel I

...and that reboot is required to activate the firewall, (but is not required to complete
installation - see Threat Management Options section for more details).

Installation is complete.

i'.g!,'J ThreatSentry 4.0 (x64) - InstallShield Wizard EI
GlEmwWare

threatsentry

115 web appliction firewall & 11§

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Threatsentry
4.0 (x64). Click Finish to exit the wizard.

= |15 5, 6 and 7 compotible
* blacks sql infection, xss, dos and more

* reinfortes regultory complience

= Back

Cancel |
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V. Product Registration

A fully functional trial version of ThreatSentry can be evaluated for 30 days. After the trial period
has expired, ThreatSentry must be registered by purchasing a Registration Code. This code can be
purchased at the following URL: http://www.privacyware.com/cart, or by contacting the
Privacyware Sales Department at sales@privacyware.com.

To Register ThreatSentry, Right mouse click the ThreatSentry icon in MMC and select Register
ThreatSentry, (alternatively, Select Action in the MMC main menu and Select Register
ThreatSentry).

Help Topics

Reqgizter ThreatS ety

fbout Microsaft Management Consale, .
fbout ThreatSentry., .

After purchasing ThreatSentry, you will receive a confirmation email with a Registration Code. The
Registration Code and associated license tracking mechanism controls the number of licenses
purchased and the unique software/server installations. The Registration Code will be valid for the
total number of software seats that have been purchased. Check the box next the servers you
wish to register. Enter your Registration code in the Enter Registration Code field and press the
Register button.

Register ThreatSentry x|

3

',‘"\-'_g’ Thank yaou For exaluating ThreatSentry,
., |

f_*,, To purchase a regiskration code, dlick on the URL:  htkp: ffprivacyware. comjcart

After purchase, an email containing & registration code will be sent to you. Check the box
next to the servers you wish to register and enter your registration code inthe figld belowe.

Enter Registration Code: | 08dbdese-babs-4525-81 Ac-e2cf4a2a6ba1 742

Camputer | Skatus |
PWIDEMO Trial, 15 davs left
PWIDEMOZ Trial, 15 davs left
PWIDEMOT Trial, 15 daws left

Reqisker Cancel

The registration information is electronically sent to Privacyware for approval. If the code is valid,
the following confirmation will appear:

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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ThreatSentry x|

@ ThreatSenkry has been successfully registered,

And the Status column will reflect the successful product registration.

Register Threatsentry

',‘"\.:'_1@1 Thank wou for evaluating ThreatSentry,

& Topurchase a regiskration code, click on the URL:  httpe ffprivacyware, comfcart

After purchase, an email containing a registration code will be =ent to you. Check the baox
next to the servers you wwizsh to register and enter your registration code inthe field below.

Enter Reqgistration Code: | 08dbtese-baba-4525-819c-eZcf4azobn 1 72

Camputer | Skatus |
PWIDEMO Registerad
PWIDEMOZ Registered
PWIDEMOT Registered

Reqisker Cancel

If the registration code is not valid or entered incorrectly, the following or similar screen will be
displayed. Please try entering the code again, and if the problem persists, contact Privacyware

support for additional assistance.

ThreatSentry

code again, o contact the software vendor for more assistance.
Skatus: The Activation Code did not have a valid 1D,

2 PMIDEMC: Registration was unsuccessiul. Please try entering your registration

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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Deactivating ThreatSentry/Re-registering on a new computer

Note: Please contact Privacyware support (support@privacyware.com) before performing license
deactivation.

ThreatSentry must be re-registered if it is uninstalled from one server and re-installed onto
another. To re-register ThreatSentry, the license from the old server must first be Deactivated. To
do so, Right mouse-click the server name that corresponds to the ThreatSentry installation that
you wish to Deactivate. Select All Tasks -> Deactivate server name. Once this is completed, the
Registration Code that was used in the original server can be utilized for registration on a new
server.

Tree I Favorites I Mame

%2 ThreatSentry [ Management

E|... E31 Training Daka
= Apply Settings to All Servers Lag

o View »
il Mew windaw From Here

Mew Taskpad Wiew. ..

Delete

Expork List. ..

Help

If the Deactivation process is unsuccessful (e.g. if there is no Internet connection, etc.), a new
Registration Code will be required to register the new installation of ThreatSentry. A new
Registration Code can be obtained by contacting Privacyware. Please be prepared to provide us
with your original purchase information, including the Purchase Order number,
Registration Code, and Identification information.

Click here to request a new Registration Code.

For additional information, contact Privacyware:
Phone: 732-212-8110
Email: support@privacyware.com

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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VI. Uninstalling

Uninstalling ThreatSentry is straightforward. From the Control Panel select ThreatSentry from
Add/Remove Programs and click Remove. If ThreatSentry was installed on other servers

remotely, make sure those servers are running and are accessible through NetBios services. This
should complete the uninstall process.

ThreatSentry can also be Modified, Repaired or Removed by double-clicking the

ThreatSentry executable and following the on-screen instructions as shown in the screen shot
below.

i ThreatSentry 4.0 (x64) - InstallShield Wizard ' x|
Program Maintenance delivETWwWare

Madify, repair, or remove the program.

" Modify
ﬂ Install new version of ThreatSentry 4.0 (x64).

" Repair
Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

" Remove

@ Remove ThreatSentry 4.0 (x64) from your computer,

%]
il
i}
il
(=0

< Back I Mext = Cancel

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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VIII. Using ThreatSentry

ThreatSentry Management Console

The ThreatSentry Management console allows you to control most system configuration settings
and policies, and provides access to the Training Database data and the Security Alert Log. The
ThreatSentry Management console can be opened by selecting the Start Button->Programs -
>Privacyware ThreatSentry->Admin Console, or by double-clicking the ThreatSentry

desktop icon.

The ThreatSentry management console consists of nodes accessible in the left panel:

A. Management
B. Training Data
C. Security Alert Log

[} Management

i Training Data
14| security Alert Log

_{O] x|
File  Action View Favorites Window Help |;Ii|5|
(L AE=1IEY

'@ ThreatSentry Mame

= E PWI-W2KE-59BIT = PWI-vy2K8-64BIT

© 2003-2010 PWI, INC. / Privacyware All rights reserved.
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Adding New Servers to the ThreatSentry Management Console

The ThreatSentry management console can be used to manage additional Windows servers where
ThreatSentry has been installed. To install ThreatSentry on a new server, place the cursor on the

ThreatSentry tree root (left panel, ThreatSentry) and then right-click and select New ->

Computer. A Dialog box will appear as shown below. After entering the server name, click OK. A

new node for the server will be added to the console.

= ThreatSentry - [ThreatSentry]

i ]
File Action View Favorites Window Help |;Ii|£|
=== H
"[j_'g ThreatSentry MName

= PWI-W2KB-04BIT

2 pyT-w 2Ka-64BIT
= E‘ Management

Services New Computer X
Zf Policy
7] Rules I Browse |
i Training Data
Security Alert Log Options >3 | OK I Cancel |

Apply Settings to All Servers

ThreatSentry enables configuration settings established on one server to be applied to others on
the network. To do so, Right mouse-click the server name that corresponds to the
ThreatSentry settings that you would like to apply to the other servers. Then Select Apply
Settings to All Servers. The "Apply Settings to All Servers" action will copy the
MappingRules.xml file which contains all of the signatures and other rules, as well as the
Blocked/Trusted IPs to the servers selected. If an adjustment is made to the central server (e.g.
re-classified event, IP added to Blocked List, new target or header signature is added, etc.), these
changes will not be reflected on the other servers unless the "Apply Settings to All Servers" action
is initiated. Note: "Apply Settings to All Servers" will add Blocked or Trusted IPs from the

Management machine to the other servers, but doesn't delete any IPs that may have been added
to the other servers previously.

© 2003-2010 PWI, INC. / Privacyware All rights reserved.

19



ThreatSentry User Guide

A. Management

Management interfaces include three subcategories:

e Services
e Policy
e Rules
o Requests
o IP Addresses

Services
Selecting the Services node within Management will display vital information regarding
ThreatSentry’s status:

e Service Name: ThreatSentry

e Status: Running or Down (or Unknown)
e Security Mode:

o Training (shown below). In this mode, ThreatSentry collects events to establish the
behavioral baseline. No system protection is active.

Monitoring - Inactive: In this mode, ThreatSentry detects and alerts when untrusted

events are identified, but will not block or take any other preventative action.

Monitoring - Active: In this mode, ThreatSentry detects, alerts, and blocks untrusted

requests, and initiates whatever other action/s that have been designated in the
Threat Management Options interface.
e Firewall Status: On/Off

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Management\Services]

-0 x|
File  Action View Favorites Window Help | _|E’|5|
&= 2Elal=|HEE
‘[gigThreatSEﬂtry Service Status | Security Mode | Firewall Status |
B PWI-W2KS-548IT

%Threatﬁent'\,r Running Training Off
= [} Management

Services
Z7 Policy
7] Rules

i Training Data
24| security Alert Log

Note: After installation, ThreatSentry may not indicate that the Status is "Running" until the first
HTTP request has been received by IIS.
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There are two important commands available in the ThreatSentry Services interface.

1) Apply Training Data: This feature can be invoked by right-clicking on ‘Services’, or by

selecting Action in the MMC menu (below). Note: This option is only visible when ThreatSentry is in
Monitoring Mode, (Active or Inactive).

Applying the Training Data will initiate retraining of the meta-base (behavioral baseline). This
process recalculates the baseline from existing training data and any event/s that have been
reclassified in the Security Alert Log. For more information regarding the Security Alert Log and
working with Security Alerts, please refer to the ThreatSentry Security Alert Log section.

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT \Management)\Services] _= E

_{ol x|
@ Fle Action View Favorites Window Help ‘ 18| =|
9| 2Elc = H

l_f{gl ThreatSentry Service | Status | Security Mode | Firewall Status |

= 2 PwI-waKe-698IT

%jﬂﬂreatﬁentryl Running Muonitoring - Inactive off

= B‘ Management

!
P ool TranngData__), |

T Rulet yiew k
i Training | paw Window from Here
4| Security
New Taskpad View...
|-'5lpﬁ‘!' e Refresh

Export List...
- HEIp
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2) Services Properties: ThreatSentry Services Properties can be invoked by double-clicking the
ThreatSentry Services node in the right panel of the MMC or by selecting ThreatSentry
Service in the right panel of the MMC and then selecting Action in the MMC main menu.

This interface allows you to:

o Review ThreatSentry status.
o Review ThreatSentry Firewall status.
o Adjust the Security Mode.
o Turn on/off the Behavioral Engine and configure Advanced Settings
o Designate where the Security Alert Logs should be stored.
o Designate where Security Alerts should be displayed.
Advanced Behavioral Engine Settings
ThreatSentry |
hatus Apply Request String Analysiz bo: I 100 % of Events
ThreatSentr Runnir
! % : ¥ Untrusted Everts I 50 “a Sensitivity
Firewall % on
[ Trusted Events 100 %%, Sensitivity
—Security Maode
" Training W Include Parameter Request Element
" Maonitoring - Inactive (Deteck & Alert) ITI cancel
* Monitaring - Active (Detect, Alert & Blodk)
¥ Lse Behavioral Engine |Aduanced5&tt|ngs|
3) ThreatSentry Behavioral Engine
ety et beiheee Locion Advanced Settings: ThreatSentry analyzes

[€8.166.101.108 Browse | fourteen variables related to an IIS request,
but pays special attention to the URL and

_ — o Parameter elements. The Advanced
—Security alert Motification Destination .

[5.166. 101108 — | Sett_lr_lg_s screen epables the manner and_
sensitivity with which the Behavioral Engine
considers the URL and Parameter request
elements to be modified.

Ok, | Cancel | Apply |

If, for example, the Sensitivity level is set to
100%, the URL and/or Parameter elements of
a request would have to be identical to the
new request in order for the Behavioral
Engine to classify the event as Untrusted (or
Trusted).

By default, Advanced Request String Analysis
is applied to 100% (small Training Database),
50% (medium) and 5% (large) of the events
processed by ThreatSentry, for the URL
Element of Untrusted events. The Sensitivity
level is set to 90%. This means that new
events comprised of URL (or Parameter)
characters meeting 90% of the characters in
an existing Untrusted event will also be
classified as Untrusted.
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Security Modes can also be managed by right clicking on the server node, then selecting Security
Mode and the specific mode you would like to invoke:

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT] - |EI|£|

| -18] x|
& 50X = | H=

K22 ThreatSentry | Name |
= 2 =

Security Mode Training Mode

v Monitoring - Inactive
Monitoring - Active K

Apply Settings to All Servers
Import Existing 1S Log

Training Al Tasks L

| Securit

2| Securit — ,
Mew Window from Here

Mew Taskpad View...

Delete
Export List...

Help

Monitoring - Inactive
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Policy

Policy interfaces provide the ability to specify what action/s ThreatSentry will trigger as untrusted
events are identified, adjust the number of events to be collected in the training database, and
define the types of events that should be collected.

Policy categories are displayed in the right panel of the MMC when Policy is selected. The
categories include:

1) Threat Management Options
2) Training Duration
3) Training Data

F= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Management)Policy] -0 x|

S Fie Acon View Favorites Window Help _ 8| x|
ke 2 ] ) HEREYN ? i

!_{gl ThreatSentry Policy | Policy Settings |
B PWI-W2KB-64BIT Threat Management Options Visual and Audio Alert
=l E‘ MI‘IEEIE""E"'t Training Duration 1000 Events
Services Training Data Collect All Events
Zf Policy
72 Rules

i Training Data
] security Alert Log
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1) Threat Management Options: The Threat Management Options Properties interface allows
you to manage ThreatSentry's response to events that it classifies as untrusted. To invoke the
Threat Management Options Properties interface, double-click the Threat Management Options
Policy node in the right panel of MMC.

Threat Management Options are divided into two categories — Notification and Action.
Notification provides various options dealing with how ThreatSentry deliver notification of
Security Alerts to the Administrator. Action dictates what action ThreatSentry should apply
when an Untrusted Event has been identified. Options are described and shown in the screens
below, (checked boxes designate the default settings).

Notification

Threat Management Properties 2=

Motification I Action |

I¥ visual and Audio Alert

™ Display 20 Most Recent Security Alerts
[ Send Security Alerts to E-mail Setkings
[ Send Security Alerts via SMS Text/Pager Settings
[ write to Application Log

[~ visual Alert via MS Messenger Service Sethings

Lk

Global Motification Filter |

oK I Cancel apply

e Visual and Audio Alert: Generates ThreatSentry Security Alert tray pop-up, and Security Alert
Event Detail and Management Options window.

e Display 20 Most Recent Security Alerts: Displays the 20 most recent Security Alerts as each
new Security Alert is generated.

¢ Send Security Alerts to Email: Email Notification of Security Alerts can be configured.

Email Settings x|

SMTP Server: |

Maotification Addrezs(esz]: I

From Address: I

] I Cancel
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Pager Settings ﬂ

e Send Security Alerts to

SMS/Pager: SMS and Pager Carier:  |AT4T |
Notification of Security Alerts
can be configured. Nurnber: |

k. I Cancel

e Write to Application Log: Enables ThreatSentry Security Alerts to be displayed and
monitored in Microsoft Operations Manager (MOM).

¢ Visual Alert via MS Messenger Service: Enables ThreatSentry Security Alerts to be
displayed on PCs or servers that do not have ThreatSentry installed.

» Global Notification Filter: Security Alert

categories can be filtered from Notification
via the Global Notification Filter. By default, M Rules Engine

Notification is active for all Untrusted events. , _
¥ Behavioral Engine

Note: Global Filters do not take precedence ' Blocked IPs

over Notification defined at the individual ¥ Target Pages
level. Please refer to the Rules section for { Cancel |
more information.

Action

Action dictates what action ThreatSentry should apply when an Untrusted Event has been
identified. Options are described and shown in the screens below.

Threat Management Properties 2] x|

Motification  Action |

¥ Post 404 Status Code for Blocked IPs

[V Add Untrusted IPs to the Blacked List

™| Firewall - Close A&l Ports be Blocked IPs
[™ Stop Web Services
¥ Hide data for HTTPS reguests (PCI compatible)

Filter multipart requests not larger than I 10240 Kb

Mote: All Untrusted Requests are Blocked in Monitoring - Active Mode

Ok Cancel Apply

e Post 404 Status Code: Posts 404 error code to IPs on the Blocked List.
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e Add Untrusted IPs to the Blocked List: Automatically adds IP addresses that have
generated untrusted events to the Blocked IP list. No further requests from IPs on the list will
be accepted.

Selecting the Add Untrusted IPs to the
Blocked List feature within the Threat
Management Options Properties interface
exposes a sub-interface that allows you to IF IF generates |3 security alerts
qualify when an IP address should be added Ii

to the Blocked List based on the frequency

that the IP generates a Security Alert within a

given period of time. oK. Tl

Add IP Addresses to the Elock x|

within ~ |B0 seconds

Important Note: Automatically Adding Untrusted IPs to the Blocked List

When Add Untrusted IPs to the Blocked List is selected, ThreatSentry will automatically
add any IP that generates a Security Alert to the Blocked IP List. Any new request from the
same IP will be blocked and never reach IIS. In addition, any IP that has been manually or
automatically added to the Blocked List will be blocked at all ports, if the ThreatSentry Firewall
option has been selected.

Benefits: Adding IPs to the Blocked List automatically offers a higher level of protection as IPs
generating "untrusted" events will be automatically terminated.

Considerations:

- Maintenance of the blocked IP list is critical when this feature is selected to ensure that
legitimate activity is not denied. Just as important is the review and reclassification of
"untrusted" events that initiated the IP's addition to the blocked list. This is especially critical
during the early stages of ThreatSentry deployment as the application establishes a
comprehensive understanding of typical activity within the environment. Upon review and
reclassification of events, ThreatSentry should be retrained so that it assimilates the updated
information.

- If "Add IP to the client Blocked List" option is not selected, the administrator can maintain
the blocked IP address list manually by reviewing the Security Alert Log and adding IPs that
generate "untrusted" events. ThreatSentry will block all untrusted events and generate alerts,
but will not add the IP to the blocked list.

¢ Firewall: Applies an all-port firewall block for any IP that has been manually or automatically
added to the Blocked List.

e Stop Web Services: Shuts down IIS as Security Alerts occur.

e Hide HTTPS request data: When checked, sensitive data will not be displayed in the
ThreatSentry (Security Alert Log, Alerts, Event Details, etc.)

¢ Filter multi-part requests not larger than: Provides an ability to define a maximum size of
requests that should be filtered by ThreatSentry.
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2) Training Duration:
Although ThreatSentry automatically determines the optimal number of events required for

training, the training period can be adjusted manually by double-click or right mouse function and
selecting Properties.

Policy Properties d |

Training Duration

Stop training after: I 1000 events (< 10000)

QK Cancel Epply

3) Database Training Events:
This properties page allows you to specify what types of events should be collected during training.

Properties ilil

Training Database

v Collect Trusted Events
v Callect Untrusted Events
[ collect Duplicates

(0] 4 I Cancel apply
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Rules

In conjunction with the behavior-based system profiling and comparative analysis engine,
ThreatSentry also relies on a comprehensive knowledgebase of known hacking approaches and
exploitive techniques. The knowledgebase is comprised of signatures, rules, and parameters
that are configured based on generally accepted global policies and/or nuances of the particular
system. This knowledgebase should be reviewed and tuned as necessary to ensure that trusted
traffic is allowed and untrusted traffic is blocked. This section will describe the various facets of the

rules-engine embedded in ThreatSentry and the rules may be modified to meet the specific
requirements of your environment.

Two categories of rules exist:
1) Requests:
Enables you to define how specific elements of a request should be classified.

2) IP Addresses:
Enables you to manage Trusted and Blocked (untrusted) IPs.

= ThreatSentry - [ThreatSentry\PWI-W2KB-64BIT\Management)Rules]
File Acton View Favorites Window Help

=101 %]
=8| x|

ke 2 sl IS
’gigl ThreatSentry
= 2 PwI-wW2Ka-64BIT
=] [} Management
Services
Z Policy
=
| Requests
| IP Addresses

i Training Data
| security Alert Log

Mame
= Reguests
| IF Addreszes
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1) Requests

Defines the manner in which HTTP request elements are mapped to the multidimensional digital
vector — the representation that ThreatSentry uses to organize, correlate and classify incoming
requests. Elements that can be modified are displayed in the right panel when the Requests node is
selected. Although relatively simple to modify, adjusting any Request element rule requires special
consideration and expertise regarding ThreatSentry and the types of requests typical within the
computing system. Assistance is available through the technical support team at Privacyware
(http://www.privacyware.com/TS support.html).

Note: Where a conflict exists, Deny Rules always supersede Allow rules. If, for example, a Deny
rule specified in Parameter conflicts with an Allow Rule in Target, the Parameter Deny rule will take
precedence over the Target Allow rule.

To invoke the Requests Properties screen, double-click any of the Element Names (Operation,
Target, Parameter, Header) in the right panel, or right-mouse click and select properties.

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Management\Rules =10 x|
File Acton View Favorites Window Help =12] x|
e A ] ) NENER ? N

Y35 ThreatSentry Mame |

= PWI-W 2KE-64B81T

ir-iﬂperaﬁnn
=] [} Management

% Target URL

Services % Parameter
2 Palicy % Header
=] Rules
| Requests

| IP Addresses

i Training Data
| security Alert Log
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Operation

Specifies whether a particular Operation method should be allowed or blocked. To change the
status of an Operation method, simply highlight it and select Change.

Properties

To change the status of an Operation, highlight it, and select Change.

Operation Methods

| Status

| matify | dutoBlackir

| -

Options
et
Head
Post
Put;
Delete
Trace

EMove
ECelete
Search
Propfind

deny
allow
allow
allow
allow
deny
allaw
allow
deny
deny
deny
deny

yes
yes
yes
yes
yes
yes
Yes
Wes
yes
yes
yes
yes

Sllowe Ouklook Web Access Operations [~

no
no
no
no
no
no
no

no
no
no
no

Important Note:

Outlook Web Access Support

ThreatSentry is compatible with
Outlook Web Access (OWA) in
Exchange 2000 and 2003.

To enable OWA, simply check the
“Allow Outlook Web Access
Operations” box on the Operation
screen.

OWA support must be activated prior
to training. If OWA is implemented
after ThreatSentry has been deployed,
the existing Training Database must
be deleted and a new Training
Database should be created.

Operation:

Status:

Motify:

AutoBlockIP:

™ | Unblack after

| Trace

-

= =~

o =]

| ldavs -]
o ]| conel |

ThreatSentry offers several possibilities
when changing the status of an
Operation Method. The Operation may
be Allowed or Denied and
Notification can be activated or
deactivated. In addition, the source
IP generating the Untrusted event can
be added to the Blocked IP List
automatically if a Security Alert is
generated. The IP can also be
released from the Blocked IP List
after a designhated period of time has
elapsed.
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Target

Target Signatures can be Denied (Blocked), or Denied with Exceptions. Sighatures may also be
Added, Edited and/or Deleted.

Deny Deny with Exception
Deny RequestRuleDetails 4|

Deny | Request Frequency i

Add, Edit, or Remaove Signatures For Web files, directories, characters,

and file extensions. Signakure: | .shtrnl
Signature | Appears | Except | Matify | Enable | AutoBlocklP |‘|
.pll . right = Ve no G St =
Jcgi-bin amywhere VEs yEs no i _I
cmd. exe anywhere ves ves no
comman...  anywhere ves yes no —
rookt.exe  amywhere ves yes no Except: I azcsz, shiml
shell.exe  anywhere wes Ve no
Jwinnkf amywhere WES YEs no
) anywhere yes yes o e
! arrywhere ves ves no Motify: |‘.-"Es il i
msadc amywhere VEs yEs no
! anywhere ves ves no
anywhere Wes Ves no LI Enable: I':.-'ES ot I
il | Bl | el | AukoBlockIP: IVES vI

oK I Canicel | Aol W Unblock after ll Ida\l,.-s Ll
(54 I Cancel |

In addition to the general Target signature settings, specific rules and actions can also be applied
to individual web pages via the Target Pages tab.

'
Properties ﬂ Request Frequency Rule Details

Derny  Request Frequency |

URL Signature: I Iprivatepage

Add, Edit, or Remove amy important URL Signatures that should be

monitored For Frequency of requests,
Requests: |5

URL Signature | Requests | SBconds| TotiF | Enable | AutoBlockIP

any_target_pages 0O u] VES no VES Seconds: IS

[privatepage 5 YES WES WES
Iokify: |yes j
Enable: |yes ;’
AutoBlockIP: |yes :’
¥ Unblock after I 1 |days LI

‘_l I _’I Ok I Cancel I

Add, .. | Edit... | Remove |
Special rules can be applied to web pages of

ok | cancel | appty | particular interest or that require more
sensitive monitoring and protection.
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Deny Request Rule Details

Signature: | .sheml

Appears: Ian';.-'where :j

Except: | s2csz.shtml

MakiFy: [yes E

Enatle: [res =

AutoBlockP:  [yes =
W Unblack after | 1 [days =]

o]

Cancel |

Note: To reset all rules to their default
settings, right-click the Request Elements
Mapping node in the left panel and select
Restore Default Settings.

Several options are available when changing
the status of a specific Target signature.

Target rules may be Allowed or Denied.

One or more exceptions may be defined for
the Target and multiple exceptions may be

entered and must be separated by a semi-

colon ™;”.

Notification can be activated or
deactivated.

The Target rule can be Enabled or Disabled.

The AutoBlockIP feature will add the source
IP generating the Untrusted event to the
Blocked IP List automatically if a Security
Alert is generated. The IP can also be
released from the Blocked IP List after a
designated period of time has elapsed.

Restore Default Setkings
|pdate

----- {5 Training Data
f-24| Security Alert L Yigw »
Mew \Window Fram Here

Mew Taskpad View. .,

Export Lisk, ..

Firewall Help

© 2003-2010 PWI, INC. / Privacyware All rights reserved.

33



ThreatSentry

User Guide

Parameter
Rules Properties 2=l
DenyfAllow ILengIh |
Add, Edit or Remove Request Parameters.
Parameter | Status | Mo... | Auto... | GET | POST | Cookie = |
; Allow YEE o yes yes yes
" Dery yes  no yes yes yes
Allow yeS  no yes yes yes
Allow YEE o yes yes yes
| Allow yes o yes yes yes
= Deny yes no yes yes yes
*f Deny yes no yes yes yes
= Allow yeS  no yes yes yes
< Allow YEE o yes yes yes
= Allow yes o yes yes yes ¥
1| [E
Add... | Edit... | Remave |
0K I Cancel | Appky |

ThreatSentry provides a variety of
configuration options for values passed
within the parameter.

Exclude URLs: designates specific URLs
that should be excluded from the rule.
Multiple URLs should be delimited using “;”
(e.g. /abc.html; def.php;...).

Apply Rule to: allows admin to specify to
what types of requests the rule should apply.

Signature Properties:

- URI encoded: URI Encoding support
enables, for example, ThreatSentry to filter
the "%20and%?20" signature as "and".

- Regular Expression: ThreatSentry uses the
Microsoft standard syntax for Regular
Expressions (from ATL Server Classes
library).

X
Signature: I i
Excude URLs: I
Status: Ideny j
Motify: I‘:"ES j
AutoBlockIP: I”':' j
I Unklock after I I.j._:.._,c j
—Apply rule to
v GET method v Cookie

Deny or Allow rules can be applied to
Parameter Signatures. Signatures can also

be Added, Edited and/or Deleted. Parameter

signatures are either allowed or denied by
default and should be reviewed to ensure
that they are configured properly.

¥ POST method ¥ HTTPS requests

— Signature properties

™ URI encoded [T Regular expression

o |

Cancel
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The Parameter threshold value defines the maximum allowable request string length. This number
can be adjusted based on the request string length typical on the installed server.

Rules Properties el
‘Deny/allow Length |

Contraol Parameter Length

Maximum length: byte(s)

Motify: h,,ES j

Enable: I,—,,:, j

AutoBlodkIP: In.:. j

™ Wnblock aftet I Ida*r's j

0K I Cancel Apply

In addition to the maximum
request string length, the
administrator can specify
whether notification should
be sent when an Untrusted
Event matching this rule is
detected. The rule itself
may be enabled or
disabled.

The offending IP can be
added to the Blocked IP List
automatically, and released
after a specified period.
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Header

Lists Request Headers that should be considered Untrusted. Request Headers can be Added, Edited
or Deleted using the same features described for Operation, Target and Parameter.

Properties E E Add,/Edit Request Header Classification
Add, Edit, or Remove Signatures, To Edit an existing Signature, highlight it, Sigriabure: I Translate:F
and select Edit,
Signature | Appears | Tokif | Er Appears: I‘E"-”"'"""'-'E"E j
Translate: F arywhere ves WE
Translate:f anywhere yes e Maokify: Iyes j
Enable: IVBS j
AukoBlockIP: In.;. j
™| nblack after I Idays j
i | r oK I Zancel |
Editsy | Hemoye |
o4 | Zancel | el
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2) IP Addresses

The IP Addresses node allows IP addresses and IP ranges to be designated as Trusted or
Blocked. IPs that were at one point designated Untrusted can be viewed by double-clicking
Previously Blocked in the right panel.

P= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Management\Rules\T =B
File  Action ‘iew Favorites Window Help - |5’|£|
& | 7w =]
EEI ThreatSentry & | Name | Description | IP Addresses
=] PWI-W2K8-6481T @ Trusted Trusted IP Addresses
= B Management @ Elocked Blocked IP Addresses

services @ Previously Blocked  Previously Blocked IP Addre...
2 Policy

= [ Rules

| Requests

| IP Addresses

ﬁ Training Data
4| Security Alert Log LI 1] | _*I

Working with Trusted IPs

Double-clicking or right-clicking and selecting properties on the Trusted IP icon will allow you
to Add, Edit or Delete IP addresses from the list.

Propetties 7] x|

Trusted IP Addresses:

From |T|:| |
10,0.0.0 10.255,255,255

169.254.0.0 169,254, 255,255

172.16.0.0 172.31.255,255

127.0.0.1 127,255,265, 255

192.165.0.0 192,165,255, 255

add. .. Edit... | Remove | Find IP |

(0] 4 I Cancel | apply
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X Address ranges dedicated to a particular
purpose (i.e. WebDAV, Network Printer

IPs or Network File Server IPs, etc.) can
be added to the Trusted IPs. If the IP

IP address range:

From: | ' ' : range is a single IP, the identical IP
address should be entered into both the
Ut | : : ; From and To fields.

oK I Cancel

Working with Blocked IPs
Double-clicking or right-clicking and selecting properties on the Blocked IP icon will allow you
to Add, Edit or Delete IP addresses from the list.

Properties
Blocked IP Addresses:
From | To | Tine | Unblock Afker | THakiF |

63.145.9.187 68.145.9.... Septembern... after 1 hours no
255.255,25,., 255.255.2... September1... after 3 days ves
. September 1,,. after 1 hours no

Add. .. Edit... | Remove | Find IP |

a4 I Cancel | Apply

Add/Edit Blocked IP Addresses Untrusted IPs and IP ranges can be specified
in the From and To fields.

IP address range:

The IP/s can be released from the Blocked

rrom! I w5 ES LS List after a specified time period.
Tan | 255 . 255 , 255 , 255 _

The Time the IP was added to the Blocked
Time: September 13, 14:51, 2005 List is recorded.
IV intlack fter |3 ldays = Notification can be enabled or disabled.
MakiFy:

oK I Zancel |
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Working with Previously Blocked IPs

Double-clicking or right-clicking and selecting properties on the Previously Blocked IP icon

will allow you to Edit or Remove IP addresses from the list.

Properties

Previously Blacked Addresses:

IP |
63,166,92,241
£ 130
65.34.51.159
63,145.9.157

adh Edit... | Remoyve | Find IP |

[ 1|

Cancel | LR

Edit Previously Blocked IP Address

IP address:

| 65 . 166 . 121 . 130

Time: September 03, 18:00, 2005
[V Unblock after I 1 hours j
Tokify: Ino j

S

Cancel |

Previously Blocked IPs can also be Re-
Blocked.

Find an IP Address

To search for a particular IP within the
Blocked, Trusted or Previously Blocked list,
select Find IP in the main Properties window.

x

Enter IP Address to find
| I

Cancel |

Import IP Addresses

Blocked or Trusted IPs can also be imported
by right mouse-clicking the IP Addresses
folder.

Impaort IPs
Export IPs

B Training Daka
14| Security Alert Log

Wi L
Mew Window From Here

Mew Taskpad YWiew, ..

Expart Lisk. ..

Help
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B. Using the Behavioral Engine

Note: The ThreatSentry Behavioral Engine (BE) is disabled by default. Enabling the BE should be considered
only after comprehensive validation of that the ThreatSentry filtering rules have been configured properly.
Please contact Privacyware support for assistance: support@privacyware.com

Training Data (and Training Mode) is specific to ThreatSentry’s Behavioral Engine ("BE"). The BE is
disabled by default, but when activated, is dependent on a baseline of typical activity which is
created by organized a set of IIS requests collected in real time or from an existing IIS log file.

ThreatSentry collects new training events “live” once training has been invoked. It is possible,
however, to establish the behavioral baseline utilizing existing IIS logs. To do so, select the Use
Existing IIS logs for training radio button, identify the IIS log path, and continue with the
training process. Once the required number of training events has been collected and the baseline
has been established, ThreatSentry will shift automatically into Monitoring - Inactive mode. Once
adequate review of the training database has been completed (reclassifying events as needed),
ThreatSentry can be switched to Monitoring — Active mode.

Note: When using existing IIS logs for training, ThreatSentry will process the log from the earliest date first.
So, if a log spanning 12/1/2009-12/31/2009 is selected, and ThreatSentry has determined that 1000 events
are required for the baseline, the 1000 events within the log that have the earliest dates will be used to form
the baseline.

The Training Database forms the baseline for the BE’s perspective of what is normal for your
server. It is therefore important to review the events in the Training Database to ensure that
ThreatSentry has classified them accurately. ThreatSentry automatically determines the optimal
size of the Training Database and establishes the baseline on newly collected data or via import of
existing IIS Logs. This option can be configured during installation, (please refer to Section III -
Installation of this User Guide for more information) or after installation is complete, (see Training
on Existing IIS Logs section at the end of this chapter).

The Training Data view can be invoked by selecting the Training Data node in the left pane. By
default, events are listed in the order in which they occurred, the most recent appearing on the top
of the window. Events may also be sorted by column. Events displaying a red icon are considered
Untrusted. Events displaying a blue icon are considered Trusted.

Training Data Display

The screen shot below shows the first eight columns that are displayed in the Training Data view:
Time, Type, Target URL (URL Path), Parameter, Operation, Source IP, Source Name and
Target IP.

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Training Data] - - |EI|1|
File —Acton View Favorites ‘Window Help | - |ﬁ'|1|
&= | = HE
= PWI-\W2KB-64BIT || Time = | Type | Target URL | Parameter | Operation | Source IP | Source Name | TargetIP |A
R
=l G’ Mnagement ‘54;"6;"20 10 10:10:41 AM  Predefined rules, parameters (... fi.cgi = GET 70.91.1.129 70.91.1.43
Services * 452010 10:09:31 AM Mo Rule Applied fi.cgi GET 70.91.1.129 70.91.1.43
5 Policy ¥ 4/6/2010 10:07:56 AM  No Rule Applied fi.php GET 70.91.1.129 70.91.1.43
= & Rules R4/2/2010 3:55:44PM  No Rule Applied /12345678910 GET 70.91,1.129 70.91.1.43
| ?PEEZS‘E = 4/5/2010 10:00:30 AM  Predefined rules, target (msadc)  /msadc/msadc. .. GET 70.91.1.129 70.91.1.43
Gy o resses #4/5/2010 10:00:30 AM  Predefined rules, target (..") fcriptsf..A7.... GET 70.91.1,129 70.91.1.43
SectyAlstiog || B0 10000 M retenedries hestr (o e = pen il
- ﬂ | »
[21Events
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The following screen shows the other columns in the Training Data view: Web Domain, Bytes
Received, Bytes Sent, HTTP Status, Win32 Status, Processing Time, Security Mode and
Event Source.

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Training Data] = - |EI|1|
ﬁ File Acton View Favorites Window Help | - |ﬁ'|1|

e zlm=HE

= 2 PWI-W2KE-64BIT _«| || web Domain | BytesReceived | BytesSent | HTTP Status | Win32 Status | Processing Time | Security Mode | Event Source |«
= [ Management 70.91.1.43 515 0 404 2 0 Training IS filter
Services 70.91.1.43 515 0 404 2 0 Training 1S filter

EJ Policy 70.91.1.43 295 0 404 2 0 Training IS filter i
= E Rules 70.91.1.43 0 0 04 2 0 Training 115 filter
_| Requests 70.91.1.43 465 0 404 2 0 Training 115 filter
& Trainﬁg I;:::dres""es 70.91.1.43 0 0 404 2 0 Training 115 filter

Bl s amiiog | mmatadmn st . : Ty st E

- <] I

[21Events
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The columns displayed in the Training Data view can be modified by right mouse clicking the
Training Data node and selecting Choose Columns.

P
K

—hon

Wiew

24| Security

Mew Windaw From Here ]
Cuskamize, ..

Mew Taskpad Wiew, ., 65,39.90,167
61.858.122.10

REfEED 136,130,172, ..

Export List... 68, 164.45.130

HElFI [=t=1 - =] 1|C|ﬂ T

—

The following screen will be invoked allowing columns to be added, removed, or displayed in
different orders.

Modify Columns

Hidden columminz: Dizplayed colurng:

;I Time -

Source [P

Source Mame
Add -

i
Target IP
| DEeratiDn Move Up |
<- Remove | Parameker Mowe Dl:uwnl

HTTF Statuz
"Wind2 Status e
Bytes Sent

- Bytes Fh_au:eiv_ed -
Kl _’|_I Fzst e _"’|_I

k. I Cancel

You may also Refresh, View or Export the Training Data to another location by Right mouse-
clicking the Training Data node in the ThreatSentry tree root.

- 1 =
View L4
Mew Windaw From Here

LB Security Ale

Mew Taskpad Wiew. .

Refresh

Expart Lisk. ..

Help
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Training Data Details

Double-clicking a training event will invoke a window that displays details about the event, the
ability to reclassify the event, and a WHOIS Lookup capability. The WHOIS information can be
copied to the clipboard, and pasted to a word processing application, spreadsheet or other relevant
form.

Event Details x|

— Clazzification

Thiz event iz

' Trsted
£ Untrusted

D escription:
Time: BA5/2000 11:08:33 A =
Type: Ma Rule Applied
Target LURL: Sindex. kbl
FParameter:
Farameter Length: 0
Operation; GET
Source [P F091.1.129
Source Mame:
Target P 70.91.1.43
“wieb Domain: ¥0.91.1.43
Bytes Received: 515
Bytez Sent: ]
HTTP Status: 404 —
"Wind2 Statues: 2
If'ruce;sing T_ime: 9 . j

DMS Lookup:  70-91-1-129-BuzM ame-hersheymillz. pa. hfc. comcaztbugsiness. net

WHOIS Lookup:

Geek T oolz “Whois Proxy +5.0.4 Ready. ﬂ
Checking access for 70.91.1.43... ok,
Final rezults obtained fram whoiz. arin. net,

Resulks: s
= i o = e L e e 6 e S e G 6 e
1| | »

| Start Lookup l Copy to Clipboard |

] | Cancel |

Note: Events will not be added to the Training Database if generated from an IP on the Trusted IP
List.
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Right-mouse clicking a single event or group of events in the Training Database enables you to
display Event Details, Re-classify Events, and/or Add IPs to the Blocked List. To reclassify
multiple events, hold down the SHIFT or CTRL key to select a set of events and apply the right
mouse button to reclassify.

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Training Data] il = |El|i|
File  Action View Favorites Window Help | = |ﬁ'|5|
&= 2w X = HE
= PWI-W2KB-64BIT ;I Time = | Type | Target URL | Parameter | Operation | Source IP Source Name I Target IP I‘
=] E’ Mnagement "b‘lfGIZU 10 10:10:41 AM  Predefined rules, parameters (...  fi.cgi 2 GET 70,91,1,129 70.91,1.43
Services b 4/5/2010 10:09:31 AM Mo Rule Applied izl GET 70.91.1.129 70,91, 1.43
Ef Policy % 4/6/2010 10:07:56 AM Mo Rule Applied Bniiens GET 70.91.1.129 70.91.1.43
= ) Rules ,4/5/2010 10:00:30 AM  Predefined rules, target Gt AU UIITCC N GET 70.91.1.129 70.91.1.43
= Reqlc‘lzm B 4/5/2010 10:00:30 AM  Predefined rules, target  pelate POST 70.91.1.125 70.91.1.43
2 I;L resses #,4/5/2010 10:00:30 AM  Predefined rules, target  pofresh GET 70.91.1.129 70.91.1.43
= 'a'”'f’g 2 %4{5{2010 10:00:30 AM  Predefined rules, header GET 70.91.1.129 70.91.1.43
14| Security Alert Log WERE o Help o . e |
=14 : »
|Set selected item as untrusted event | |

Once events have been reclassified, ThreatSentry will prompt you to apply these changes and
retrain the metabase. Retraining of the metabase requires that the ThreatSentry NT service
be restarted. Event re-classifications will not take affect unless the baseline has been re-
trained.

ThreatSentry x|

@ Do you really want ba apply the event reclazsificationsy

Yes Mo |

v Fetrain Metabaze Mow

Events that have been reclassified from Untrusted to Trusted will be designated with a small
arrow at the left of the blue icon. #%

Events that have been reclassified from Trusted to Untrusted will be designated with a small
arrow at the left of the red icon. &

If for some reason event reclassifications are not applied immediately, the baseline can be
retrained later by right-clicking Management ->Services and selecting Apply Training Data.
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Training on Existing IIS Logs

Existing IIS logs can be used by ThreatSentry to establish a behavioral baseline.

Tree | Favorites | Palicy Toddo slo, Right-mouse click the server name
and select Import Existing IIS Log.
43 ThreatSentry .Threat P 9 9
o =] uEE
= Apply Settings to All Servers

[
E Import existing IIS log

Mew Window from Here

..... T Delete
- 5 Help

The screen below will be invoked that will allow you to Calculate the number of events in the IIS
log, the number to import based on the difference between the events already collected and the
limit established by the Training Database size (which can also be increased as needed). Once the
import settings have been defined, click the Start Import button to commence the log import.

Import IIS Log I Then select Start Import.
ThreatSentry will process the
imported logs or events in the same

15 Path Log; lE I T Sapstem32hLogFiles w3500 Browse. . | manner that it processes events that
: are collected normally after
RN l1 ikl _—Ealmate | installation. Once Training is
Events Currently in Training Databaze; 280 ComPIet.e’ ThreatSentry will shift into
Monitoring Mode.
i {2 280 Change |
Tiatng Dolatese Biee. 4 When using existing IIS logs for

training, ThreatSentry will process
the log from the earliest date first.
So, if a log spanning 12/1/2009-

i

Events o be Added:

Ev?m piocesser a0 12/31/2009 is selected, and
hique events added: 0 .
Statuz Ok ThreatSentry has determined that

1000 events are required for the
baseline, the 1000 events within the
log that have the earliest dates will

Clogze .
be used to form the baseline.

J
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C. Security Alerts & the Security Alert Log

Note: IIS logging must be enabled on all Web sites to support ThreatSentry Security Alert Log

functionality.

Security Alerts

Two types of alerts appear as "untrusted" events are identified. A ThreatSentry Security Alert pop-
up balloon will appear from the tray (below right) and the Security Alert Event Detail and
Management Options window, (below left). The latter displays details of the untrusted event and

actions that can be taken in response to the alert.

Security Alert Detail and Management x|

Q [ PwI-w2K3-698IT |

To Stop Web services, select the <Stop IIS= button
below. To acknowledge the event without additional
action, select <Ok,

—Ewvent Details

Time: 04/02/2010 16:21:43

Most Recent Un-reviewed Alert: 04/02/2010 15:21:43
Source IP Address: 70.91.1.129

Target IP Address: 70.91.1.43

Operation: GET

HTTP Status: 404

Processing Time: 0

Bytes Received: 296

Bytes Sent: 0

Target:

Target fomd.exe

Stap 115 | oK |

& ThreatSentry

Security Alert

N uaaem

Selecting OK will simply acknowledge
the event and eliminate the window.
If the event has been misclassified,
the Security Alert Log should be
reviewed and the event reclassified.
The Security Alert Log can be viewed
by double-clicking the Security Alert
Balloon or selecting the Security Alert
Log in the main menu tree.

If the event and/or environment are
critical, IIS can be stopped
immediately.
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If the “"Display 20 Most Recent Security Alerts” option has been Once the Security Alert has
selected in Threat Management Options, the interface below will been acknowledged, one final
also be displayed when Security Alerts are generated. window will appear.

20 Most Recent Security Alerts x|

Time: 04/06/2010 11:57:15 | Target IP: 70,91 | Source IP: 70. 29 | Operation: GET | Target URL: /|
Time: 04/06/2010 11:56:12 | Target IP: 70.91. | Source IP: 70. 29 | Operation: GET | Target URL: fabc.php |

1,43 9111
1.43 9111
Time: 04/06/2010 11:56:04 | Target IP: 70.91.1.43 | Source IP: 70.91.1.129 | Operation: GET | Target URL: fcmd.exe | §
Time: 04/06/2010 11:55:59 | Target IP: 70.91.1.43 | Source IP: 70.591.1.129 | Operation: GET | Target URL: fabc.php | & Security Alert Acknowledged,
1.43 3111

Time: 04/06/2010 11:55:49 | Target IP: 70.91. | Source IF: 70. 29 | Operation: GET | Target URL: fabc.php |
Ok, |

OK |

Security Alert Log

The Security Alert Log can be displayed by selecting the Security Alert Log node in the left pane.
Untrusted Events are listed in the order in which they occurred, the most recent appearing on the
top of the window. Events may also be sorted by column.

The screen shot below shows the first seven columns that are displayed in the Security Alert Log:
Time, Type, Target URL, Parameter, Operation, Source IP and Source Name.

= ThreatSentry - [ThreatSentry\PWI-W2K8-64BIT\Security Alert Log] =18 x|
E File  Action View Favorites Window Help | = |5|ﬂ
e 2 ] e ERES

=] PWI-\W2KB-649B1T ;I Time = | Type | Target URL | Parameter | Operation | Source IP | Source Name |:|
= @ Mnagement ‘b4,.’6,.’201[] 10:34:17 AM  Predefined rules, parameters (exe... fi.cgi (({. ®exec(ute)?(\ =... GET 70.91.1.129 o

Services ‘&4,.’6,.’201[) 10:34:17 AM  Predefined rules, parameters (exe... fi.cgi ({. Fhexeclute)?(\ =... GET 70.91.1.129

' Policy 4/6/2010 10:33:20 AM  Blocked IPs fi.cgi (. ®execlute)2(\ =... GET 70.81.1.129

= B R_L:"ES iy 4/5/2010 10:33:20 AM  Blocked IPs Ji.cgi (. ®jexecfute)?(\ *... GET 70.91.1.129

= Reqf‘s #4/5/2010 10:32:03AM  Blocked IPs fi.cgi GET 70.91.1.129

B Trarin I;?B resses # 4/6/2010 10:32:03 AM  Blocked IPs fi.cgi GET 70.91.1.129
scantydettzg || BILIOITAN pesbeiimonennes () e s 6T Do o

| |4 3

418 Events [ [

The following screen shot shows the other columns in the Security Alert Log: Target IP, Web Domain,
Bytes Received, Bytes Sent, HTTP Status, Win32 Status, Processing Time, Security Mode and
Event Source.

F= ThreatSentry - [ThreatSentry\PWI-W2KB-64BIT\Security Alert Log] =101 x|
File Acton View Favorites Window Help |;|i|5|
kil A 12 ) NENES
Bl =) PWI-W2KE-64BIT «| [ Targete | web Domain__| Bytes Received | Bytes Sent | HTTP Status | Win32 Status | Processing Time | Security Mode | EventSource =+
= [ Management 70.31.1.43 7031143 296 0 0 0 0 Monitoring, active 115 filter o
Services 70.91.1.43 70.91.1.43 296 0 0 Monitoring, active 1IS filter
= Policy 70.91.1.43 70851143 296 0 0 0 0 Monitoring, active IS filter
= ) Rules 70.51.1.43 7091143 515 o 0 o 0 Monitoring, active  IIS filter
- Reqlézm 70.51.1.43  T0.9L143 296 o 0 o o Monitoring, active  IIS filter
., TP Addresses 7091143 7091143 2% 0 0 0 0 Monitoring, active  TIS filter
3 Training Data 7091143 7091143 2% 0 0 0 0 Monitoring, active 115 filter
(1] Security Alert Log UL T - - - - - e -- o =
|14 | B
[418 Events |

© 2003-2010 PWI, INC. / Privacyware All rights reserved.

47



ThreatSentry

User Guide

The columns displayed in the Security Alert Log can be modified by right mouse clicking the

Security Alert Log node and selecting Choose Columns.

]

All Tasks

l,
L1t it 1 o1 oY G 7

401

Choose Columns. ..

Mew window from Here

Cuskomize. ..
B Taskpat e, . CoTrT e
401
Refresh FLOIT_DETECTED 40-
Expork List... 400
L T o1 o PP
Help

The following screen will be invoked allowing columns to be added, removed, or displayed in

different orders.

Modify Columns

Hidden columnz:

=

Bdd - |
<- Bemaove |

" o [mee

Dizplayed colurmnz:

Time

Source [P
Source Hame
T arget IF

Target URL
Farameter
HTTF Status
Wind2 Status
Bytesz Sent
Bytez Received

Meg mmmmtim o Tl

kil

|»

i

V

bove Lp

kove Down

o]

Cancel

Working with the Security Alert Log

The process of event review, reclassification, and periodic retraining is a key maintenance
requirement of ThreatSentry’s Behavioral Engine that ensures optimal protection and accuracy.
Regular attention applied to proper classification of events, adjustments to the knowledgebase, and
maintenance of the blocked IP address list will ensure progressively effective and precise results.

To review the details of an Untrusted Event, double click the event or apply the right-mouse

click and select Event Details.
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The Event Details interface displays the details regarding the Untrusted Event.

3 Event Details and Management (%] o

Information in the Event Details and

ﬁ UnTrusted Event

Management screen corresponds to the
information in columns of the Security Alert Log.

e 9!3J2DD?$25.'3:?|I3M e WHOIS Lookup can be used to identify the
B;_T:; Sent : = source IP and other information about the
Bytes Received: 0 requeSt source.
Proceszing Time: [
HTTP Status: 0 e WHOIS information can be copied to the
Win32 Status: 0 clipboard for further reference and distribution.
Type: Blocked IPz
Secunty Mode: Manitonng, active
Ewvent Source: 115 Filker
I Untitled - Notepad
Tﬂrget File Edit Format Wew Help
Server: E8.166.101.108 <decurityklerc> ] &
- <Time»10/18/2007 9:34:54 PM</ Timex
Operation: GET <ClientHost>69.141.255.167</ClientHost>
URL: faoripted, Z252E . fwinnt/spstemZ2/omd. exe
- <RezolvedDN3>pop09454560pes. eatntnll. nl . comcast . net<,/Reso lvedDNS>
Parameter: fodit jl <WHOIS>< ! [CDATA[
Eaameiey Ienglh: [ gigl;lzme g;;n;ast, Cable Comrmunications, Inc.
Address: 1500 Bishops Gate Blwd
Source City: Mt Laurel
IP Address: E8.166.121.130 AtateProv: NI
[E=s . . . PostalCode: 05054

User: Country: us
DHNS Lookup: h-68-166-121-130.cmbrmaor. covad. net

= NetRange:  69.136.0.0 - 69.143.255.255

E CIDR: £2.136.0.0/13
WHOIS Lookup: HetName : JUMPSTART-3

| NetHandle: MNET-69-136-0-0-1 -

Start Lookup | Copy to Clipboard |

Classify Event as Trusted Cloge |

e Event reclassification can be applied.

Right mouse-clicking an event in the
Security Alert Log also provides the ability to
re-classify an event immediately.

Once selected, ThreatSentry will prompt you to
ensure that the event reclassification is accurate.

| Source [P | Source

69.141.135.251

Time
‘E.II,I'EQ,I'EEID? 5123 PM

L 1112902007 715102
‘EIIIEQIEDD??:SI:EE
‘EIIIEQIEDD??:SI:EE
‘EIIIEBIEDD??:SI:EE
%11!29!200??:51:2[
‘EIIIZQIZDD??:SI:EE
‘EIIIZBIEDD??:SIHE

ThreatSentry x|

@ Do wou really want ta apply the event reclassificationds?

Event Details

Classify Event as Trusted
Add IP to Blocked Lisk

Yes Mo |

Refresh ;
[+ Fietain Metabaze Mo

Help
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The Security Alert Log can be exported by right mouse-clicking the Security Alert Log node in the
ThreatSentry console.

| e | 10200200

Wiew 4
Mews Window From Here

Mew Taskpad YWiew, ..

Expart Lisk...

Help
Multiple untrusted events can be selected for Single or multiple IPs that generated the
reclassification by holding down the SHIFT or CTRL Security Alert’s can also be added to the
keys. Blocked List via the right mouse function.
Tirne: | Source [P | Source Mame Tirne | Source IP | Source

/Y 36
Classify Events as Trusted

Classify Events as Trusted
#dd IPs ta Blocked List

0P
0 P

o 110700007 FEA 70 DM

Help

Security Alert Log Reports

HTML formatted reports can be W I iﬁ..lﬁl.lﬁﬁﬁl- A mE. S kA AE A A e
generated via right mouse-clicking &l Tasks Most Frequent Target LRL
the Security Alert log: e ,_ Most Active Source IP

1) Most Frequent Target URL

. Mew Window From Here 114 PM G3.166.121.130
2) Most Active Source IP. =

09PM 68.166.121,130
07 PM 68.166.121,130
Refrash 04 PM 68.166.121,130
Bt L 0ZFM 68.166.121,130
S9PM 68,166,121,130

Mew Taskpad Wiew. ..

Help
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X. Regular Expression Guidelines

Regular Expression Syntax - ThreatSentry uses the Microsoft standard syntax for Regular Expressions
(from ATL Server Classes library).

Metacharacter Meaning

Matches any single character.

Indicates a character class. Matches any character inside the brackets (for example, [abc]
matches "a", "b", and "c").

If this metacharacter occurs at the start of a character class, it negates the character class. A
negated character class matches any character except those inside the brackets (for example,
[*abc] matches all characters except "a", "b", and "c").

If Mis at the beginning of the regular expression, it matches the beginning of the input (for
example, *[abc] will only match input that begins with "a", "b", or "c").

In a character class, indicates a range of characters (for example, [0-9] matches any of the digits
"0" through "9").

o Indicates that the preceding expression is optional: it matches once or not at all (for example, [0-
' 9][0-9]? matches "2" and "12").

Indicates that the preceding expression matches one or more times (for example, [0-9]+
matches "1", "13", "456", and so on).

Indicates that the preceding expression matches zero or more times.

Non-greedy versions of ?, +, and *. These match as little as possible, unlike the greedy versions
2?7, +7,%7? that match as much as possible (for example, given the input "<abc><def>", <.*?> matches
"<abc>" while <.*> matches "<abc><def>").

() Grouping operator. Example: (\d+,)*\d+ matches a list of numbers separated by commas (for
example, "1" or "1,23,456").

{} Indicates a match group.

Escape character: interpret the next character literally (for example, [0-9]+ matches one or more
digits, but [0-9]\+ matches a digit followed by a plus character). Also used for abbreviations
(such as \a for any alphanumeric character; see the following table).

\
If \ is followed by a number n, it matches the nth match group (starting from 0). Example:
<{.*?}>.*?<N\0> matches "<head>Contents</head>".

$ At the end of a regular expression, this character matches the end of the input (for example,[0-

9]$ matches a digit at the end of the input).

| Alternation operator: separates two expressions, exactly one of which matches (for example,
T|the matches "The" or "the").

| Negation operator: the expression following ! does not match the input (for example, alb
' matches "a" not followed by "b").

Note: match groups (i.e. {}) are not currently supported.
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XI. Contact & Support

Mailing Address Email Addresses
Privacyware.com General Information:
68 White Street info@privacyware.com
2" Floor

Sales:

Red Bank, NJ 07701

sales@privacyware.com

732-212-8110 voice Service:
732-212-9210 fax service@privacyware.com

Support:
support@privacyware.com

Partnership Information:
partners@privacyware.com

Privacyware is an innovative provider of award-winning pc security, web application firewall and
security data analytics software. Privacyware products leverage conventional and neural analytics
technologies to help systems administrators, IT security and compliance personnel more effectively
identify, understand and prevent malicious, unauthorized and/or deviant computing system
activity. Privacyware is a Microsoft Gold Certified Partner.

CONTACT: Sales, Privacyware: sales@privacyware.com

Privacyware products include:

>> Adaptive Security Analyzer: Neural Security Data Analysis Software
>> ThreatSentry: IIS Web Application Firewall and Host IPS

>> Privatefirewall: Free Personal Firewall and Desktop HIPS

WWW.privacyware.com
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ThreatSentry, Edition 4.0 (June, 2010), Privacyware/PWI, Inc.
There is no warranty of any kind with respect to the completeness or accuracy of this manual. Privacyware may make
improvements and/or changes to the product(s) and/or programs described in this User Guide at any time and without
notice.

Copyright & Trademarks
Copyright © 2003-2010 Privacyware/PWI, Inc.. All rights reserved.

Information in this document is subject to change without notice. The software described in this document is furnished
under a license agreement or non-disclosure agreement. The software may be used or copied only in accordance with the
terms of those agreements. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in

any form or any means electronic or mechanical, including photocopying and recording for any purpose other than the

purchaser's use without the written permission of Privacyware.

All other trademarks and registered trademarks are the property of their respective holders.
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