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Summary

Endpoint Security Console is a central installation and administrative console for
Privatefirewall, Privacyware's desktop/endpoint Personal Firewall and Intrusion Detection
Application. Endpoint Security Console enables system administrators to install, monitor, and
configure Privatefirewall on any workstation within a server domain. Settings can be
customized for each workstation or User Groups configured within Active Directory. Core
Privatefirewall features include: Inbound/Outbound Packet Filtering, Port Scanning,
IP/Website Protection, Process Detection, Outbound Email Detection, and System Anomaly
Detection. For more information regarding Endpoint Security Console, please refer to the
Privacyware website at http://www.privacyware.com.
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System Requirements

To run Endpoint Security Console, your server must meet the following minimum system
requirements:

Hardware

e 700 MHz Pentium® III or faster
e 256 MB RAM

e 10 MB of free disk space

Software

One of the following operating systems:
Windows® 2000 Server

Windows® 2003 Server

Windows® 2000 Advanced Server
Windows® XP Home Professional
Windows® Vista - All versions

*Active Directory is required for some features.
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Installation

Endpoint Security Console should be installed on a network server that is managed by a
System Administrator. The Endpoint Security service, which will run silently, can either be
installed on the networked workstations manually, or through group policy within Active
Directory. To begin installation, double-click the Endpoint Security Console executable.
Carefully read and agree to the product End-User License Agreement to proceed. Endpoint

Security Console will install seamlessly with no prompts.

fi Endpoint Security Console - InstallShield Wizard x|
License Agreement ‘
Please read the following license agreement carefully, o
g g ¥ g

END-USER LICENSE AGREEMENT

Thiz End-Uzer License Agreement ("EULA"™ is a binding legal agreement between you (either
an individual or & legal entity) and PWL IR, the corporate parent of Privacyware (baoth P,
|Inc. and Privacysware shall be referred to az "PWI1™). By signing this EULA OF by
dovvnloading, installing, accessing or using any PWY softvware product you will be bound by
the terms of this EULA . If vou do not agree to the terms of this EULA | P s not willing to
(licenze any right to uze or sublicense any softvware product tooyvou. Inosuch evert, you may
ot dovwnload, install, access, use or copy any Py softvware product, and you should
promptly contact your provider for instructions on hoswy to obtain a refund of fees paid by you,
if any.

¥ [ accept the terms in the license agreement

{” I do not aceept the kerms in the license agreement

ImstallEhield

[

< Back I Mexk = I Zancel
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Configuring Endpoint Security Console as a Networked Service

Before Endpoint Security Console can add any Computer/Group/User, the Console must be
installed as a Networked Service on that computer. This can be done either manually, by
launching the network service executable on each computer, or it can be installed as a Group
Policy Software Installation. In order for Group Policy Installation to function, the server must
be configured as a Domain Controller and all workstations must be part of that domain.

To configure a Group Policy Installation, the following steps must be taken:

1) Either the default Group Policy must be modified or a new Group Policy must be created
(suggested). Once the new Group Policy is created, click Properties, select the Security
tab, delete ‘Authenticated Users’ from groups list, add ‘Domain Computers’ to the groups
list and make sure that they are the only group that has ‘Apply Group Policy’ Permission.

Generall tanaged By Group Palicy |

s
‘ Current Group Policy Object Links far Pl

S
ESC Policy Properties 7| x|

Group Policy Object Lirks  General | Links  Secuity | il Fiter |
Defaulk Dlomain Policy

ESC Palicy Efillj or Uger hames:
ﬁ Drarnain Admine [P0 omain Adminz]
ﬁ Diormain Computers [P0 omain Computers]

ﬁ Enterprize Admins [PWIAE nterprise Adminz)
ﬁ ENTERFRISE DOMAIN COMTROLLERS

S

€7 SvSTEM
Group Policy Dbjects higher
Thiz list obtained from: chrigy Add. | Flemove
Hew | Add.. Permizsions for Domain Computers Bl Deny
Optionz. .. | Delete.. Full Cantral
Read
[T BElock Policy inheritance Wwrite

Create All Child Objects
Delete All Child Objects
Apply Group Policy

BO0O0O®FO
OOOoooo
5 —

Faor zpecial permizsions ar for advanced settings,
click Advanced.

L

Advanced

k. I Cancel | Smply |
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2) Once the Group Policy has been configured, an Installation Package must be created (click
here for more information). In order to set up the package correctly, a shared folder must

be specified that contains the Endpoint Security Service executable. This folder must allow
access from all Active Directory Users.

% C:"Endpoint Security Seryice O] x|
File Edit Wiew Faworites Tools  Help -.1."

Eack ~ o - (T | - search | [ Folders | B 3 X ) | [~

Address I@ CEndpoint Security Service j e
Folders X || Mame = | Size | Type

@. Dieskkop 10,427 KB Windows Insta

ﬂ My Documents
= v_‘,‘ My Compuker
ﬁ. 314 Floppy (A0
[=] =@ Local Disk (C:
I3 Documents and Settings
@ Endpoint Security Service
|3 Program Files
5 WINDOWS
| wmpub
L) NRMSFPP_EN (D)
G‘ Contral Panel
‘-j Py Metwork Places
2| Recycle Bin

1 | i
Z

|Ty|:ue: Windows Installer Package Author: Privacyware, Inc, Title: Insk |1IZI.1 ME | d My Computer

3) Once this is in place, the installation package can be set up by selecting New/Package
from the Group Policy Object Editor.

When prompted, navigate to the shared folder (through the mapped network path) where
the Privatefirewall Networked Service executable is located and click on the ‘Open’ button.
When completed, the executable should be listed as ‘Assigned’.

'fti Group Policy Object Editor

Eile  Action ‘iew Help

& = | | [

_573 Default Domain Policy [chriswin03.P | Mame  #

E@ Computer Configuration @ Endpaint Security
| B[ Software Settings

L g Software installation
+1-(_] Windows Settings

| version | Deplovment state | Source |
Assigned

NChriswinO3\Endpoint Security iceEndpoint Security

The next time any workstation that is part of the domain logs in, the Privatefirewall
Network Service will be automatically installed.
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Adding Computers, Groups, and Users

In order to manage any other computers with the Endpoint Security Service, the computer
must be added to Endpoint Security Console. Workstations can be added individually, or

based on Users or Groups within Active Directory. This can be initiated by selecting

‘Resources/Add’ From the Main Menu:

ndpoint Security Console

Resources | Beportz  Wiew Help
@ Add Computer ﬁ ﬁ%

ﬁ( Add Group
€ Add User

Individual workstations can be added by selecting the desired network computer:

B Frivatefirewal -
#% Settings

L annlicatinns

Add Computer

@ Remate Resources |
| ' x|
Browse |
Browse for Computer ﬂﬂl‘
= gelect Computer —
ur
s
= %4 My Metwork Places he
Elﬂ Entire Metwark
re

-6 Microsoft Terminal Services

EP, Microsoft Windows Mebwork,
[+ @home
= 'F'J‘ Fui

i Chriswin03
' WorkstationO1
EEI---P} Whimare Shared Folders
-6 web Clisnt Metwark

I

Cancel

© 2008 PWI, INC. / Privacyware All rights reserved.



Endpoint Security Console

User Guide

The name of the workstation will appear within the tree menu after it is successfully added:

izidn
{:l Global settings
=3 Managed network,
=3 warkstation01
----- “* Applications
43 Behavioral Settings
----- %¥ Process detection
----- “3 Port Tracking
A% Log Reports
=1{Z] Stored Settings
=] Computers
- == warkstationi

...... %3 ppplications

emoke Resources

-2 Activity Log
-2 License Manager

Using the same process, Groups or Users can also be added from an existing Active Directory

structure:

@ Remote Resources
{:l Global settings
#-{Z7 Managed network,
EH:l Stored Settings
: D Compukers

Endpoint Security Cons

by Privacyware

5' cyware. All rights

Select Group

Select thiz object pe:

under a license agree
Browse | of those agreement:
e ourchaser's use wit

i

rh:

IGru:uup

Erom thiz location:

Object Types...

IE nitire Directon

Enter the object name to zelect [examples]:

Locations. ..

Group01

Advanced... |

LCheck Mames

i

(] 4 | Cancel
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The name of the group or user will appear within the tree menu after it is successfully added:

i
{:| Global settings
=3 Managed network,
== warkstation01
----- £¥ Applications
----- 4* Behavioral Settings
¥ Process detection

o 43 Port Tracking
Sy Log Reports
=27 Stored Settings
El{:l Computers

== yarkstationnl

emoke Resources

L e % npplications
EH:l Groups
' Elﬁ Group0l

...... ¥ ppplications

-2 Activity Log
-2 License Manager
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Using Endpoint Security Console

From the Management Console, the system administrator can manage all workstations, AD
Users or AD Groups that have been configured with the Endpoint Security Service.

Menus and Toolbars

Endpoint Security Console Menus

File Menu - Save your settings or Exit from ESC.

Eilel Rezource
H Save

E xit

Resources Menu - (Within the Stored Settings section) Add or Remove a Workstation
Computer, Activity Directory Group or User.

Resources | Beportz

Add Computer
Add Group
Add Uger

x DAE

Femove

Reports Menu - (Within the Log Reports section) Insert a New Group or Report, Edit an
existing report, Rename or Remove a Report.

Reports | Wiew Help

@' |nzert new Group
@' [ngert new Beport

Fename

I
# Remove

View Menu - Refresh the current view, run a HTML report (within the Log Reports section),
display the Toolbar or Status Bar.

YWiew | Help
£ Refrezh
M HTML Report

Toolbar

Statuz Bar

© 2008 PWI, INC. / Privacyware All rights reserved.
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Help Menu - View the Endpoint Security Console Help file, view the program version number.

Help

Endpoint Security Console Help

? About Endpaint S ecurity Conzole..

Endpoint Security Console Toolbars

Evﬁina@?

Save - Save your settings
Apply - Apply any settings changes

Distribute - Distribute any settings changes to other Computers, Groups, or Users

Refresh - Refresh the current view
HTML Report - Run a HTML report (within the Log Reports section)
About - View the program version number.

Sme x

(Within the Stored Settings section)

Add Computer - Add a Workstation Computer
Add Groups - Add an Active Directory Group
Add User - Add an Active Directory User
Delete - Remote a Computer, Group, or User

2 e @ 8

(Within the Applications node from Managed Network or Stored Settings section)

Add - Add a new application

Customize - Edit a rule within an existing application
Remove - Remove an existing application

Allow - Set all Application rules to Allow

Filter - Set all Application rules to Filter

Deny - Set all Application rules to Deny

& BB I ¥

(Within the Log Reports section)

Insert Group - Create a new Log Report Group
Insert Report - Create a new Log Report

Edit Report - Change an existing Log Report
Rename - Rename an existing Log Report
Remove - Remove an existing Log Report

© 2008 PWI, INC. / Privacyware All rights reserved.
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Endpoint Security Console

Global Settings
=1Ol x|

¥ Endpoint Security Console
Beports Wiew  Help

Hiflo cR?Bweg «x|22 =oi

File  Resources

BEe E K|
@ Remote Resauries
Global settings  Trusted Sites  Blocked Sites
: {1 alobal T d5 Blacked 5
El-Z7] Managed netwark
B workstationns URLAR Address | Met Mask URLAR Address | Met Mask
43 poplications Biz7001 ah 2321221212 255, 255, 255,
_____ £ Behavioral Settings & v goodsits. com @ v badsite.com
£3 Process detection
4 » 4 »
A% Port Tracking I [+ I | B
4% LogReports Edt | Remove | sdd | Edt | Remove |
E-{] Stored Settings
ER N T T

Global Settings are applied to all Computers, Groups, or Users running the Endpoint Security
service. They include Trusted and Blocked websites and IP Addresses.
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Managed Network

(Note: Active Directory required for all features involving Users and Groups)

The Managed Network section lists all active workstations running the Endpoint Security
Service. The Managed Network is where the primary configuration of Endpoint Security
Console takes place, including Application Security, Process Detection and Monitoring, and
System/Email Anomaly Detection. For every active Workstation listed in the Managed
network, there is a corresponding user name and Profile Name (formatted as: Computer
Name (User Name - Profile Name). The user name is whoever is currently logged on the
Workstation. The Profile name can either be ‘Local’ or an AD User/Group Name. If the profile
is ‘Local’, all rules and settings will be stored on the Workstation. If the profile is an AD
User/Group Name, rules and settings will be stored within Active Directory in the Domain
Controller. The default profile for any newly added computer is ‘Local’, but if any changes are
made to a AD User/Group within the Stored Settings section, the profile will change to that
AD User/Group. You will see the following message whenever the profile has changed.

Endpoint Security Console 3 E[

"'_n,, The current computer profile has changed, Click on another
L node within this section to reconnect and view the new prafile,

© 2008 PWI, INC. / Privacyware All rights reserved.
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Applications

Endpoint Security Console =101 x|
Fil=  Resowce: Bepotz  Miew  Help
DR 7 SHe x| |
& B |
@ Remote Resources . .
D lobal settings [ Firewsall Enabled ¥ Process Monitor Enablad
ED Managed network, Allowed Apps | Denied Apps I
=3 workstationo1 {Userd1 - Loc.
""" % Applications Application | Executabls Mame | Yersion | #ofr... | Full Path [ Mode | -
""" % Behaviorsl Settings ] swstem services System services 12 Syskem services M\ Filker
-4 Process detertion lcommon Client ... ccapp.exe 1,00,104 z cihprogram Fles\com... (8 Filker
-2 Port Tracking “Internet Conneck,.. iowconnl . exe 5.00.350,.. 1 c:\program fileshinker ... g Filker i
""" 2 Log Reports @ Internet Explorer  iexplore.exe 5.00.292,., 22 chprogram Filestinker... (¥ Filker
E{j Stored Settings Microsoft, office ... OUTLOOK.EXE 11.0.5510 22 C:\Program Files\Micr, .. 8\ Filter
EH:' Carmputers () Outlook Express msimn.exe 5.50.480,.. 21 CriProgram FilesiOut... /T Filker
EIQ wiorkstation1 loutlock Express ...  setupS0.exe 550480, 1 cihprogram Flestoutl,.. /T Filker
4% applications —Iendpoint Security...  pFlogon.exe 2.09.1 14 cihprogram Fles\priv... (1 Filker
{;—l Groups IEndpoint Security... pfret.exe 2,091 14 cihprogram Fles\priv... (¥ Filker LI
E--‘ﬁ: Group0l
: LN fpplications Cueue Lisk |
ElD Users I
Eﬁ |Jserl Application | Executable Mame | Wersion | # of rules | Mode
L il Applications :smss.exe SMSS. 2XE 1 g Filter
- {C3 Activity Log —Icommen Client W, .. ccpwdsve.exe 1.00,104 1 M Filker
{1 License Manager alnternet Conneck,.. iowconnl exe 5.00,3502.8... 1 i\, Filker
—Inorton Antivirus ... advchk.exe 5.00.61 3 By Filter
n | b
[ e[

The Applications screen consists of all the Application and Process Monitor related rules that
Endpoint Security Console is enforcing for the Applications listed. The Process Monitor filters
processes for potentially malicious system API calls used by programmers (and hackers) to
launch process executables. The screen includes the Application and file executable name,
version number, number of rules being enforced, and the classification *Mode’ of those rules,
which can be set to either allow, deny, or filter incoming or outgoing traffic.

The top window displays all ‘Allowed/Filtered’ or ‘Denied’ Applications, and the bottom
windows displays a ‘Queue List’, which contains all Application/Process Monitor activity from
Computers/Users/Groups that requires approval from the Administrator. The Administrator
can view all proposed rules for each queue list item by right-clicking on an item and selecting
‘View Suggested Rules’ (see below). Any rules that are set for the application will be applied
when the Mode is set to ‘Filter’ Traffic. If the Mode is set to ‘Allow’ all rules will be disabled
and all activity related to the application will be allowed. If the Mode is set to ‘Block’, no
activity will be allowed.

© 2008 PWI, INC. / Privacyware All rights reserved.
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¥ Endpoint Security Console o ] 4
Fil=  Resowce: Bepotz  Wiew Help
P p—
CIKILIEE x
i @ 2 L ‘ Selected application:
Remote Resources
{17 Global settings Executable file name: Ic:\ploglam filez\internet exploreriexplore. exe
=0 Managed network  Fireyall rles | Process monitor rules I tdvanced options I
=5 ‘g ;\-‘;rkstaltmntll ! —Application rules
Applications Enabled ules [ Prota | TCP/UDPYICMP settings | Action | L I o
o o #| Ftp Data Connection~ TCP [B] 1024-65535 [user] : 20 Allaw
o PmEeTss E | Ftp Command Correc...  TCP [6) 1024-55535 [user] : 21 Allow [
o oo || & Typical Prosy Comnect... TCP(B] 102465535 user] - 3128 Allow
BE st o | ) Secwe HTTP Connec... TCP(E) 102465575 fuser] 443 Allow
T = {:'Ijrg i t'”gs ] Altemative HTTP Con..  TCP 6] 1024-65535 [user] - 3080, Allow
= ém\i” e ] dllemative HTTF Con.. TCP(E]  1024-65535 (user]: S000..  Allow
______ ;rnp;hc'z: P Frimay HTTF Connec.. TCF(B] 102465535 (user]: 8088 Allow
{:l Groups LI
E-‘ﬁ: Group0l
------ 3 npplicat
ElD Users I
=45 Usernl
& Act t‘ia Applicat Hemaye Al Eemove | ity | Add new... |
chivity Ling
-] License Manager
K I Cancel |
< ]
Ready LM v

© 2008 PWI, INC. / Privacyware All rights reserved.
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Process Monitor

Endpoint Security Console =10 x|
File  Fezources Heports Wiew  Help
P P I I
—
HE %D o application rules x|
T renaie Selected application: IInternet Explorer, wersion 5.00.2920.0000
emote Resources
{27 Global settings Executable file name: Ic:'\program filezhinternet exploreriexplone. exe
ED Managed network ool es  Process monitor rules | Avanced options |
Eg ;\-‘;rkste;tlonﬂl ' |~ Pracess Maritar ules
4% applications .
ERfestey Function | Ak | Allaw | Deny | =
+ Create processes o] ® O
+ Open processes ] 9] 9]
£% Port Trackic Ren P i
i * Create remote threads O ® O
%% Log Report: )
EH-E Stored Settings + Terminate processes ® 0] o]
; E‘D CompUters * Set hooks 8] @ o
5 g\i sk ati * Open threads 9] @ O
arkstatior
. TEN pclicat * Debug proceszes @ o 8] %
ED ‘ ppica * Wiite processes memony O ® o
E"!%JL(IEDS 01 + Manipulate services Q O ® ;I
: 5;0!.':3 lcat + Physical memory operations O ® o]
P e ical .
E‘D Lsers s + Send window messages to anather appl.. QO ® O |
g € Lser0t = DM queries O O @
ser ) )
P P * Wiite protected registry area O (o] o
...... pplica - i i
* Manipulate protected file objects O @ O
{7 Activity Log P P !
D License Manager
ak. I Cancel |
‘ | o]
Ready UM A

Endpoint Security Console maintains a list of processes that are being filtered for potentially
malicious system API calls used by programmers (and hackers) to launch process
executables. The process list is maintained in the Applications node, and a separate list of
Process monitor rules is maintained. As you can see from the screenshot above, you can
Allow, Deny, or Ask the administrator for each Process-related function listed. A set of default
processes that are related to commonly used applications, such as Internet Explorer, are set
to 'Allow'. Non-default processes that are detected by Endpoint Security Console will be set
to 'Filter' if allowed or 'Deny' if not allowed.

© 2008 PWI, INC. / Privacyware All rights reserved.
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Behavioral Settings

Email Anomaly Detection

=10i x|

File FResources  HReportz Wiew  Help
o® 7 See x|
8 T %|
@ Remate Resources

----- {2 Global settings

7] Managed netwark
=2 warkstation01 (User0t - Loc: | —Email Anomaly Detection

------ 3 ppplications

..... £ Behavioral Settings Training period: I? j Days | View raining statistics I

%% Process detection [~ Black all outbound Email [¥ Enable Detection W &llow Ernd-Lser to manage settings
%2 Part Tracking

Anornaly Detection |

""" 5 Log Reports Email Anomaly Training Statistic |

= Stored Settings
E|D Computers
EQ WarkstationD1 Trainin

i b £% spplications Tatal emails serk: I 17
E‘D Groups O I 3 [ Allows End-User to manage settings

- Total email recipients:
E--!ﬁ Groupdl v

 Syzten
Training daws completed: I 1

- E poplications
B Users
E- € Userdl

L #¥ nnlications
{7 Activity Log
-7 License Manager

| | o
Ready [ e v

This feature tracks outbound Email delivery behavior and provides alerts if there is unusual
outbound email activity based on type and amount of emails delivered within a certain period
of time. The Email Anomaly Detection Engine is based on the specific behavior of each
workstation's email activity over a period of time called the 'Training Period', which can be set
to 7, 14, or 28 days. In order to initiate training, the 'Enable Detection' checkbox must be
selected. The Anomaly Detection Engine will start immediately after the end of the training
period. You can also view the training statistics during or after the training period (see
screenshot).

System Anomaly Detection

The System Anomaly Detection layer analyzes the normal use patterns of running applications
and generates alerts as it detects unusual activity. The System Anomaly Detection Engine
applies a sophisticated algorithm to establish a baseline of normal use based on several
system variables such as CPU utilization, thread count, and others. These variables are
monitored over a specific period of time, called the 'Training Period', which can be set to 7,
14, or 28 days within the Main Menu (the default period is 7 days). The 'Enable Detection'
checkbox, must be selected for Training to be active. Upon installation, Training is enabled by
default and commences immediately upon installation.

Sensitivity Threshold - The System Anomaly Detection layer generates alerts as it detects
system activity that deviates from normal. The sensitivity with which Endpoint Security

© 2008 PWI, INC. / Privacyware All rights reserved.

17



Endpoint Security Console

User Guide

Console applies to system anomaly detection can be tuned by adjusting the Sensitivity
Threshold. Decreasing the threshold increases the sensitivity, meaning that smaller deviations
will generate alerts. Increasing the threshold will allow greater variance from normal activity.
By default, the System Anomaly Detection Sensitivity Threshold is set to 60%. In simple
terms, activity deviating more than 60% from normal will generate an alert.

Selecting the Training Statistics button will display the System behavior data collected during
training. These may be viewed during or after the Training period (see screenshot).

¥ Endpoint Security Console =101 x|
Fde  Resources Bepotz  Yiew Help
Hido o® T Bee <|#dx 0aa
FEREET
i:a_j Remobe Fesouroes Anomaly Detection I
{1 Ghobual settings
=R Managed network,
£ B workstation01 (UssrDl - Lo Emad Anamaly Dietection
4 Apphcations
L Behavicral Settings Tiairirsg pencd: 7 'IDM Wit traming statistics
i Frocess detection ™| Blkock, ol outbourd Emed [¥ Enabls Datection [+ Allow EndUset bo manage selfings
Port Tracking
% Log Reports
=) Stored Settings N .
=3 e s Sysbem Anomaly Delection
£ B workstation1 Trangpesod [T | Dags | [View lraining stalistic:
A2 npplicstions ] i
EHC Groups Dvemun thieshold: [£0 ~] % ¥ Enable Detection P Allow Endse to manags selfngs
= €] Groupdi
A3 hopkestions 3 ﬁii
EHD users :
=€ Useril [ Appbcation | Mode | Traning from [cPumL dv... | CPUMS Av...
£ nopicat Traimng  14:15:34 0314008 0.33(2.11) 0.45(0.70)
- copwadsve Training 0.00{0, 000 Q. 000, 00}
] Adiity Log setups0 Training 0.00(0.00)  0.00(0.00)
{1 Ucenss Managar venmnarit Training 115029 01408 0.00(0.05) 0.00M0.OZ)
shmgrate Traiung 0.00(0,00) 00000, 00)
iesduinit Traiiog 0.00(0.00)  0J00(0.00)
wimeareuser  Traning  11:59:29 05/ 14/08 0.01(0,08) 0,000, 03)
ceapp Teainig  11:59:29 0314008 0.02(0.56) 0.02(0. 13}
iowconnl Training 0000, D0 0000 00
Al | » NFEQIEZ Trang 0.00{0.00)  0.00(0.00)
miharsk, Training 1125939 05 1408 0020, 13) 0.02(0.06)
Ready egsvraz Trairing 0.00(0,00) 0,00{0,00) M s
prst Training  11:45:26 03/ 14/08 4A.61(707.100  4.73(141.43)
pflogon Traimng  12:35:08 0314008 0.02(0.05) 0.00(0.00)
drwitanaz Training 0.00(0.00)  0.00(0.00)
ﬂ:lltdﬂ Training 11:45:26 IZI'EGJHIIDE 0.0000,41) 00000, 11) _ﬁ‘
A *
o] _conce |

The Anomaly Detection Engine will start immediately after the end of the training period, and
will generate an alert whenever in the Activity Log whenever there is any activity that is not
consistent with system use patterns established during the training period. Additional event

details are located in the 'Reason' column within the Activity Log.

© 2008 PWI, INC. / Privacyware All rights reserved.
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Process Detection

% Endpoint Security Console 10l x|

File  FResources Reports Wiew  Help

c® 7 Sl x|
@ Remote Resources
D Global settings
=] Managed network,
EQ workstation01 (User01 - Loc.

Process Detection |

[T TrainingMode  Training period: IT-" vI Days

The following applications may be executed on this machine, Right-Click on ang application to change access properties.

£2 applications

£% EBshavioral Settings
%% Process detection
£ Port Tracking

LN Log Reparts

=] Stored Settings

=+ Computers

¢ 2= workstationn
LN applications

6 c:hprogram fileshinternet explorerhiexplore. exe ﬂ

@D chwinntexplorer sxe
D chwinntapstemIZytelnst sxe
a o winnthapatem32hfip exe

o c:hprogram fileshoutlook. expresshmzimn. exe
0 c:hprogram fileshmicrosoft office’officel 1houtlook. exe

ElD Groups a cohminnthaystem 32 zaszs. exe
Em Group0l 0c:kwinnt'\s_l,lstem32'\svchost.exe
L. &% ponlications q cwinnthausten32h services. exe _ILI
ElCl Users s L4
Eﬁ User0l Queue List |
%% applications |
(7] Ackivity Log & c:hprogram fileshsymantectliveupdatetaupdate exe

-{_]] License Manager & o pragram fleshnortan antivitushaww3Z2. exe

J| | 2] | il
[ [ g

The Process Detection feature records all processes that are launched during the 'Training
Period', which can be set to 1, 3, or 7 days. Training is enabled by default and commences
immediately upon installation. All processes detected during the Training Period will be added
to the trusted process list. After the training period, a Tray Alert will be generated when any
process attempts to run that was not recorded during the training period. If the process is
related to known/trusted activity, the process should be allowed.

The top window displays all Trusted (allowed) processes, and the bottom window displays a
‘Queue List’, which contains all detected Processes from Computers/Users/Groups that require
review by the Administrator. The Administrator can right-click on each item in the Queue List
to Allow or Deny the process.
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Port Tracking

Endpoint Security Console 10 x|

File  FResources Reports Wiew  Help

c Bt See x| |

& B |
@ Remaote Resources Application | PID | Protocol | Local Address Remate Address |
D Global settings “isass.exe  EO LGP 0.0.0.0:1100 Liskening for packets
=] Managed network. “isass.exe  EO LGP 192.168.1,11:5,.. Listening For packets
EQ workstation1 (User01 - Loc, | _JMSTask.., 320 TP 0.0.0.0:1027 Liskening for connecti, .,
L Applications jpfnet.exe 70 TCP 0.0.0.0:1098 Listening For connecti. .,
4% Behavioral Settings jpfnet.exe 70 TCP 192.163.1.11:1... 1921681101173
4% Process detection jservices... D4 UDP 0.0.0.0:1029 Listening For packets
43 Port Tracking jsvchost... 184 DR 0.0.0.0:135 (...  Listening For packets
%% Log Reports jsvchost. . 154 TCP 0.0.0.0:135 (...  Listening For connecti. .
=] Stored Settings ijstem ] DR 192.168.1.11:1.., Listening For packets
EID Caompukers :iSystem ] DR 0.0.0.0:445 (mi...  Liskening For packets
- 2= workstationn Tloystem & LDP 192.168.1.11:1... Liskening for packsts
5 LA Applications ijstem 5] TCP 0.0.0.0:445 (mi...  Listening For connecki. .,
E|D Groups ijstem =3 TZP 0.0,0.0:1034 Listening For connecki. .,
| B Groupnt Tleystem = TP 192.168.1.11:1... Liskening for connecti...
5& Applications ijstem g TP 192,1658.1.11:4.,.  192,165.1.10:1167
ElD Users
Eﬁ Userl
L &% ponlications
(7] Ackivity Log

-{_]] License Manager

l |

[ [ 4

The Port Tracking report monitors all system ports and protects them against any
unauthorized entry. In most cases, Endpoint Security Console goes one step further and
makes all system ports invisible to intruders (referred to as "Stealth" mode). The following
details are included:

Application Name - Any application that may have access to the Internet or outside networks.

Process ID - The unique nhumber assigned to every running process within the Windows environment.

Protocol - The Network Protocol, or type of network connection used to send the packet.

Local Address - Your system's IP address.

Remote Address - The Internet address from where incoming packets are originating. This will display either a
specific IP, or if one is not currently detected, it will give a status (such as "Listening for packets/connections").
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Log Reports
| Endpoint Security Console _=J_|:|.|.’.‘J
Fle Retowce: Hepod: Yiew Help
Qo o® 7 See x| *m @40
i vl
o3 reemote Resources o | | DskaTime | Local P Local Port | Remote P Reemote Port | Protocol | Applcation -l
] Global settings ooz paf15008  192.168.1.11 1561 54,94, 110.11 & TR CiiProgram
= (] Maniaged netwark, Fﬂm:m:mmnsm 192.168.1.11 1551 64.94.110.11 1] TR CHiProgram F
= & Weabstationl] (UserDi - | Mosos0z paj15/0e 192166011 1591 64.94.100.11  ED TCP C\Prograr F
4% Apphcations [Mosoz4s 0415008 192.168.0.11 1590 12.158.80.10 D TP Ci\Progeam F
4% Behavioral Settings m;m;ﬂmnsm 192.168.1.11 15%0 12,158.80.10 =] TR CiiProgram F
¥ Process detection Mlosoz:3o pag15008 192168011 1590 12.158.60.10 D TP C:\Preogra F
% Port Tracking [Mosozze 0415008 192.168.0.11 1589 64.94.110.11 &0 TP C:\Program F
%Luqﬂmis m:oe:zﬂmnsm 192.168.1.11 1589 4,94, 110,11 & TR CiiProgram F
=] Stored Settings Mosozi6 041508 152068001 1589 9410001 B TCR C:\Program F
= Computers _Iﬂ Mosoz0s 0415008 152.168.0.11 1588 12.158.60.10 D TCP C\Prograrn F
1] | » ow02:57 04015008 192.168.0.10 1583 12,158.60.10 &0 TP CriProgram F
[0 Endoors Seonty Cormole & | LHOH02S30415/06 152,166,111 1568 12,150.80.10 B0 TP CiProgramF
@ Log Reports [¥]23:45:51 415008 169.254.255.... 137 169.254.158.... 137 uoe
= @ Al Traffic Blocked for [¥]z3:45:50 0415008 169.254.255.... 137 169.254,198.... 137 Lo#
B Lost | How [F 23445 04/15/08  169.254.285.... 137 169.254,158.... 137 UD#
m ¥ 23:4:40 0415008 169.254.255.... 137 169.254.158.... 137 1]
Bl Last | Week [¥]z3:95:47 p4j15/08  169.254.255.... 137 169.254,198.... 137 uce
S5l Wb Traffic Blockad for [(¥l2sama7 0415008 169.254.285.... 137 160.254.188.... 137 Loe
B Last 1 Hour || Mzndeas 0015008 169.254.285.... 137 169.254.190.... 137 LOP
B Last | Day ¥ z3:98:45 p4j15/08  169.254.255.... 137 169.254.198.... 137 uoe
B Lozt 1 Week [¥] 23:45:43 0415008 169.254.255.... 137 169.754,198.... 137 Loe
S @ Mad Traffic Blocksd foe 234841 0415008 169.254.255.... 137 169.254,198.... 137 UoP
B Last | Hour [#]23:45:41 p4j15008  169.254.255.... 137 169.254.1598.... 137 uoe
B Lost 1 Dy - [¥]23:45:39 0415008 169.254.255.... 137 169.254,19%8.... 137 uoe -
1| - , |_P|_I Eij'ln-m-ﬁmnam VA8 M4 SEE (KT TR TR 197 Ty | LI_I
[ -

Firewall log records can be sorted by type and time of occurrence. Each of these reports
can also be sorted going back 1 Hour, 1 Day, or 1 Week. Separate reports are maintained
for Web Traffic, Mail Traffic, System Traffic, and Processes detected. The following details
are included:

Time/Date - When the packet was detected.

Local IP (Internet address) - The Internet address from which the packet was sent.

Local Port - The port from the local computer involved in the access attempt.

Remote IP - The Internet address to which the packet is traveling.

Remote Port - The port from the remote computer involved in the access attempt.

Protocol - The Network Protocol, or type of network connection used to send the packet.

Application (if applicable) - The name of the application to which the packet was attempting to be sent (if any).
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Stored Settings

(Note: Active Directory required for all features involving Users and Groups)

Endpoint Security Console can store Application and Process Monitor rules for Computers as
well as Active Directory Users and Groups anywhere within the Domain environment. This
allows the Administrator to maintain security settings for Users that are not currently logged
into any workstation. Settings within this section are similar to the Applications section within
the Managed Network node.

Endpoint Security Console =10 x|
File  FResources Reports Wiew  Help
D o® 7 ESe x| B
8 T %|
@ Remaote Resources . .
(2] Giobal settings v Firewall Enabled [¥ Process Monitor Enabled
E‘D Managed network, Allowed Apps | Denied Apps I
== workstationo1
B applications Application | Executable Mame | Wersion | #ofr... | Mode | -
&% Behavioral Settings ] system services System services 12 M Filker
&% Process detection “smss.exe SMS5,EXE 1 M Filker
5? Fart Tracking rmain.exe nirnain, exe 1 M Filker
%42 Log Reports act Exe npratect.sxe 1
ElD Stored Settings “navwiz.exe nanw32, e 1 M\ Filker
ElD Computers Jecapp.exe CCAPP.EXE 2 i\, Filker
E‘\g Wiorkstation(1 lecpwdsvc.exe copwdsve exe 1 i\, Filker
; %% ppplications BN crnd exe . e 1 M Filker
ED Groups “esrss.exe C5rss.exe 15 My Filker
E!ﬁ Group0l drwtsnSZ.exe drwtsn3z, exe 14 M Filker |
4% applications jexplorer.exe explorer . exe 20 ﬁ Filter
ED Users —itpexe ftp.exe 2 M\ Filker
Eﬁ Usertl icwconnt .exe icwconnl exe 2 M Filker
-2 Applications ieduinit.exe ieuinit, exe 2 M Filker
~{ Activity Log liexplare.exe iexplore. exe 22 M Filker
{1 License Manager lnlzgs.exe krnl3g6, exe 1 M Filker
—isass.exe lsass.exe 24 i\, Filker
ﬁ!msiexec.exe Msiexec, exe 15 i\, Filker
jmsimn.exe Msirmn. exe z1 i\, Filker
—Irmstask, exe mstask.exe 2 i\, Filker
4| | ]| Tnavwsz.exe naw3z exe 0 A\ Filker B
[ m
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Activity Log

The Activity Log lists all types of events generated from any workstation in the Managed
Network. This includes Application or ‘Firewall’ events, Process Monitor, New Processes,
System Anomaly, and Email Anomaly. Each event has its own icon type, and the information
provided in the Log includes: event time, workstation name, User Name (if Active Directory is
installed), Application or executable name, alert type, and the reason for the alert. Each
event in the Activity Log can be allowed or blocked by the Administrator.

Endpoint Security Console =18l =]
File Resources Heports  Wiew Help
o™ 7| x|
B2 T %]
@ Rermote Resources Tirme | ‘Wiarkstation | User Marne | Appication Tvpe | Reason | ﬂ
D Global settings J 17:32:55 1., WORKSTATIOMNOL  User0l CSPES, BXE System Anomaly Last 1 Minute pra. ..
ED Managed network, J 17:32:40 1., WORKSTATIONOL  UserD1 OUTLOOE.EXE System Anomaly Lask 1 Minuke pra. ..
: Eg orkskationQ1 (User0] - Loc. “1?:32:36 1... WORKSTATIONOL UserDl Z\Program Fi.,.  Mew Process INFORMEREC
. " Applications lt'l?":32:36 1... WORKSTATIONOL UserDl chwinntisyst, .. Process Monitor ... OPEM_PROCESS
%% Behavioral Settings 01?:32:35 1... WORKSTATIOMOL Userdl C\Program Fi...  Firewall event MO _RULE
#¥ Process detection 61?:32:20 1... WORKSTATIONOL User0l c:\Program Fil...  Process Monitor ... FILEWRITE
£% Port Tracking 61?:32: 121..., WORKSTATIOMOL User0l C\Program Fi...  Firewall event MO _RULE
%% Log Reports 61?:32:00 1... WORKSTATIOMOL Userdl c\program fil...  Process Monitor ... CREATE_PROCESS
D Stored Settings ﬂl?:SZ:DU 1., WORKSTATIONOL  UserD1 c:winntysyst, .. Process Monitor ...  CREATE_PROCESS
{:I Ackivity Log J 17:31:54 1., WORKSTATIOMOL  UserDl cchpp.exe System Anomaly Last 1 Minute Thre..,
D License Manager J 17:31:09 1., WORKSTATIONOL  User0l SErvices, exe Syskem Anomaly Last 1 Minuke pra...
J 17:30:54 1., WORKSTATIONOL  User0l QUTLOOK, EXE System Anomaly Last 1 Minuke Thre. ..
01?:30:33 1... WORKSTATIOMNOL UserOl c:\program fil...  Process Monitor ... FILEWRITE
lt'l?“:2'§l:22 ... WORKSTATIOMOL  UserD1 c:hwinntisyst,..  Process Monitor ... FILEWRITE
61?:29; 130, WORKSTATIONOL User0l chwinntsysk, .. Process Monitor ... REGISTRY
01?:13;21 0., WORKSTATICNOL  UserOl CAWINNT e, Firewall event restricted ips 64....
01?:12:58 0... WORKSTATIOMOL Userdl CAVWINNT e, Firewall event restricted ip: 64....

l

-
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License Manager

A fully functional trial version of Endpoint Security Console can be evaluated for 30 days.
After the trial period has expired, Endpoint Security Console must be registered by purchasing
a Registration Code. This code can be purchased at the following URL:
http://www.privacyware.com/cart

When the purchase is completed, you will receive a confirmation email with a Registration
Code. If more than one license is purchased, the same registration code should be
used for all installations. The code must be entered in the License Manager section within
Endpoint Security Console.

%% Endpoint Security Console - =] x|
File FResources Heports Wiew  Help
om 2 |See x| |
@ Remate Resources
i1 Global settings Requery networkl Select Al | Unselect Al | Register | Add To Resources | ™ Auto Register
ED gnaged nerork Computer | Regiskration | Skatus | Authorization ID |
=-S5 waorkstationdl B erkstationdl  Trial license (30 davs left)  Operational 146C-3191-S678-0FD3

£% applications

#£% Behavioral Settings
#% Process detection
£% Port Tracking

------ 2 Log Reports
{7 Stored Settings

B3] Computers

EIQ workskationO1

...... £ Applications

{7 Ackivity Log
{7 License Manager

All unregistered workstations that have the Endpoint Security Service installed will be listed in
this section. The ‘Authorization ID’ is unique for each workstation and is used in the
registration process. The ‘Add To Resources’ button will add any workstation to the Managed
Network if it is not already listed. To complete registration, check the box next to the
workstation(s) and press the ‘Register’ button. You will then be prompted to enter in your
registration code.
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Workstation Settings

The workstation user has the option to Allow or Deny behavior-based activity and will also see
several types of informational alerts that do not require any workstation user-decision. Also,
the administrator can allow the user to turn off the System Anomaly and Email Anomaly
Detection features. The following menu can be accessed by the workstation user by double-
clicking on the ESC Tray Icon (These options will be grayed-out if the Administrator prohibits
the Workstation user from access).

Anomaly Detection x|

— Email &Anomaly Detection

]

Training period: 7 * |Davs  Yiew training statistics |

[ Block all outbound E mail ¥ Enable Detection

— Perfarmance Anomaly D etection

Training period: 7 | Days  Miew braining stabistics |

J

Dvermun threshald: [0 % [~ Enable Detection
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Workstation Alerts

Endpoint l
A Alert!

Endpaint Security Cansale has
blocked access for the following
application:

nmain_exe

Thiz alert has been sent bo your
Metwark's Server ar Domain
Controller for confirmation.

Contact paur Metwark, Adriiniztratar
for more information

Cloze "Window

Endpoint
A5 Alert!

mstask.exe [PID 812]

Thiz process haz exceeded itz
normal CPU uzage.

[f thiz event iz not related to
leqitimate sustem use, select
‘Block' and contact wour
adminiztrator. lgnore thiz alert to
allaw this activity,

alow (7) | Block |

Endpoint
A5 Alert!

22 e-mails have been sent to
3 recipients within the cumrrent
day.

Click. 'Block! to block all cutbound

email, Ignore this alert to allow this
ackivity

Allow [171] Block.

This is the alert the workstation user will see for any
unapproved Application Security, Process Monitor, or Process
Detection activity. No action is required by the workstation
user.

This is the workstation alert for any unapproved System
Anomaly activity. The user can either Allow or Block access,
and the activity will be listed in the Endpoint Security Console
Activity List for Administrator review regardless of the user’s
decision.

This is the workstation alert for any unapproved Email Anomaly
activity. The user can either Allow or Block outbound emails,
and the activity will be listed in the ESC Activity List for
Administrator review.
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Endpoint Security Console, Privacyware.
There is no warranty of any kind with respect to the completeness or accuracy of this manual. Privacyware may make
improvements and/or changes to the product(s) and/or programs described in this User Guide at any time and
without notice.

Copyright & Trademarks
Copyright © 2008 Privacyware. All rights reserved.

Information in this document is subject to change without notice. The software described in this document is
furnished under a license agreement or non-disclosure agreement. The software may be used or copied only in
accordance with the terms of those agreements. No part of this publication may be reproduced, stored in a retrieval
system, or transmitted in any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's use without the written permission of Privacyware.

All other trademarks and registered trademarks are the property of their respective holders.
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