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Privatefirewall 5.0 - Malware and Adware Use Cases 

 
1. Introduction 
 
Privatefirewall is a desktop defense application comprised of several distinct technology layers 
designed to block or mitigate the damage caused by intrusion, virus and other malware attacks. 
Privatefirewall includes the following layers of defense technology: 

- Personal, desktop or endpoint firewall 
o Port Manager 
o Packet Filter 
o URL Filter 
o Application Control Engine 

- Registry Monitor 
- Process Monitor/Manager 
- Email Anomaly Analyzer/Manager 

 
Privatefirewall detects malware and intrusions based on behaviors characteristic of unauthorized 
system use. Some of these include:  

- Attempt to access a protected registry area 
- Attempt to access a protected object 
- Attempt to Initiate a foreign process 
- Attempt to control Windows service   
- Attempt to create a DNS request 
- Attempt to initiate outgoing TCP traffic 

 
Privatefirewall is available as a stand-alone application for personal and home computing and as 
a centrally managed offering called Endpoint Security Console.  For more information, please visit 
www.privacyware.com. 
 

http://www.privacyware.com/
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2. Case 1 ï Malicious software installed as an ActiveX control 
 
The following use case illustrates a scenario wherein a malicious file is downloaded and executed 
(in this case an ActiveX file). If undetected, the malware will cause system infection on several 
levels. i.e. rootkit, Trojan and adware. 
 
a. Into the browser, enter the following URL:  www.serials.ws .  This website can deploy the 
Hearse.Rootkit infection. 
 
b. Select the first link that claims to be a crack or keygen.  The site requires installing ActiveX to 
enable download of the software crack. 
 

 
  

 

http://www.serials.ws/
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c. If the Install button is selected, Privatefirewall 5.0 immediately reacts to the unknown 
executable with either a Firewall or Process Monitor alert. 
 

 
 
d. Regardless of alert type, the óBlockô button must be selected to prevent the malicious file from 
launching and to maintain system integrity.  
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3. If Privatefirewall was not installed and/or the installation of the malware 
had been allowed, the system would have been extensively infected. 
 
a. First, the downloaded executable starts creating new processes.  
 

 
 
 
b. Privatefirewall 5.0 continues to provide alerts for each unknown process.  
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c. Additional malicious processes are created, one of which is ópaytime.exeô. 
 

 
 
 
Additional detail on paytime.exe: 
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d. Privatefirewall 5.0 will generate an alert for every new executable created by malware. 
 

  
 
 
e. Several registry keys are modified: services, windows and winlogon settings for local and 
current user as well as ShellServiceObjectDelayLoad for Adware AZE-bar. 
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f. The winlogon shell key value was changed. 
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g. Aze-Bar adware was installed 
 

 
 

 
h. Once completed, Symantec AntiVirus with updated definitions identified the following items: 
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i. The Rootkit Revealer showed that the computer was infected. These files were not visible 
from Windows Explorer and were only visible in Safe Mode. 
 

 
 
j. The óhostsô file was modified to block access to common security sites. 
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4. Case 2 ï Visiting a malicious web site. 
 
System infection via stealthy malware has become increasingly common by simply linking or 
surfing to a malicious site. The scenario described below illustrates a typical example of this type 
of infection. 
 
a. Navigate to www.newcracks.net or http://foto-pompe-pompini.com (Note: Make sure you have the 

latest MS patches installed, especially for the WMF exploit. The second link launches the exploit immediately!) 

 
b. If www.newcracks.net is used, search for ódoctorô  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.newcracks.net/
http://foto-pompe-pompini.com/
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c. After selecting the first link in the search results (DoctorWeb v4.28), an attack is launched. As 
a result, the trusted process rundll32.exe creates a malicious process named óa.exeô. Even if 
rundll32.exe is allowed to run, Privatefirewall 5.0 will provide an alert for the child process. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 Page 12  

 

68 White Street, Red Bank, NJ 07701 
                             732-212-8110   Fax: 732-212-9210 

 

d. Even if the above process is allowed and rundll32.exe is launched, Privatefirewall 5.0 will 
generate another alert for the child process. 
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e. Since the malicious process could not start, there was no system damage and running 
processes return to normal. 
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f. Running Symantec AntiVirus after the test shows a downloaded WMF that was stored in a 
temporary Internet folder used to spearhead the attack. 
 

 
 
g. If the óa.exeô process was to run, there would be an infection similar to Case #1.  
 


