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Privatefirewall 5.0 - Malware and Adware Use Cases

1. Introduction

Privatefirewall is a desktop defense application comprised of several distinct technology layers
designed to block or mitigate the damage caused by intrusion, virus and other malware attacks.
Privatefirewall includes the following layers of defense technology:
- Personal, desktop or endpoint firewall
o Port Manager
o Packet Filter
o URL Filter
o Application Control Engine
- Registry Monitor
- Process Monitor/Manager
- Email Anomaly Analyzer/Manager

Privatefirewall detects malware and intrusions based on behaviors characteristic of unauthorized
system use. Some of these include:

- Attempt to access a protected registry area

- Attempt to access a protected object

- Attempt to Initiate a foreign process

- Attempt to control Windows service

- Attempt to create a DNS request

- Attempt to initiate outgoing TCP traffic

Privatefirewall is available as a stand-alone application for personal and home computing and as
a centrally managed offering called Endpoint Security Console. For more information, please visit
WWW.privacyware.com.
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2. Case 1 - Malicious software installed as an ActiveX control

The following use case illustrates a scenario wherein a malicious file is downloaded and executed
(in this case an ActiveX file). If undetected, the malware will cause system infection on several
levels. i.e. rootkit, Trojan and adware.

a. Into the browser, enter the following URL: www.serials.ws . This website can deploy the
Hearse.Rootkit infection.

b. Select the first link that claims to be a crack or keygen. The site requires installing ActiveX to
enable download of the software crack.

Step01 Click on the "information bar"

Internet Explorer, - Security Warning

Do you want to install this software?
===  Mame: Download wadzip LOWEST HOTEL PRICES [ YOUR DESTINATION CIT¥!

Publisher: PLEKS s.r.o.
NGWiZow ™ 1[FindNow

T —
Mare options (I Install ) [ Don't Install
e ——

Add CrackFind into your browser

a7
¥ swhile Files From the Internet can be usetul, this Hle type can potentially harm
5 yaur camputer. Only install software Fram publishers you trust, What's the risk?

-Eﬂ' Opening page http: {fwww, serials, wsfd php?n=186940... & Internet

| NUFUWKRKSTUVWAXY/Z |

Partners:
[Full !

Add to bookmark Add serials Link to us Contact us
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c. If the Install button is selected, Privatefirewall 5.0 immediately reacts to the unknown
executable with either a Firewall or Process Monitor alert.

- Process Monitor 4%

WML = THE WORLD

SERIALSWS A Privatefirewall Alert

RULES-BASED ALERT
DAILY UPDATING!!! Activity related ko the Following process has been blacked:

loadadvy728.exe Web Search

ciwindows\loadadw 728, exe |

Details:

Privatefirewall has detected an attampt bo contral a service,

A Privatefirewall Alert - Qutgoing Troffic €  [GEEAE

Image Path;

APPLICATION CONTROL EMGIMNE

Access to the NetwoarkfInternet has been blocked For:
SC.EHE web Search

If this event is not related to legitmate system use, select ‘Block! and
investigate the issue Further,

[CIremember this setting

CAWINDOWS\sc, exe

Details:

4/5/2006 1:25:41 PM PF has blocked outgoing TCP {6) packet
from 192,168,0,192: 1079 to §1.177.3.175:80 (http)

RULES-BASED ALERT

Activity related ko the Following process has been blocked:

[ remember this setting drsmartload95a.exe Web Search

[ Allow Access ] [ Block Access l

ciwindowsidrsmartload9sa exe |

Details:

Privatefirewall has detected an attempt to create a dns request,
Query Mame:
DM Servers: 192,165.0.1

RULES-BASED ALERT

Activiky related ta the Follawing process has been blocked:
cu.exe 1.00 web Search

If this event is not related to legitmate system use, select 'Block and
investigate the issue Further.

cwindowsiou, exe ‘
] Remember this setting

Details:

If this event is not related to legitmate system use, select 'Block! and
investigate the issue further,

[CIremember this setting

Privatefirewall has detected an access to a pratected File object. 3 [ Allaw ] [ Block.

File: Pathi: CHWINDOWS) systen32idriversietcihosts

[ Allow l [ Block. ]

d. Regardless of alert type, the ‘Block’ button must be selected to prevent the malicious file from
launching and to maintain system integrity.
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3. If Privatefirewall was not installed and/or the installation of the malware
had been allowed, the system would have been extensively infected.

a. First, the downloaded executable starts creating new processes.

o =rEs &x #¢ GG
Frocess FID  CPU Description Company Hame
=~ Spstem |dle Process 0 9320
“lntenupts n'a Hardware |ntermupts
TIDPCs n'a Deferred Procedure Calls
= T Spstem 4
= [ sz ene 488 Windows MT Sesszion Manager Microsoft Corporation
[Mcsrss.ene 520 Cliert Server Funtime Process Microzoft Corporation
= ﬂ_m winlogon. exe B04 Windows MT Logon Application Microsoft Corporation
= [ services.exe B48 Semvices and Controller app Microsoft Corporation
= j' explorer.exe 1388 388 ‘“Windows Explorer Microsoft Corporation
%, PF5.exe 1500 Privatefirewall 5.0 Application
§ wplray, exe 1552 Harton Antivinus Symantec Corporatior
@'W'EIJ KFICK.E=E 1596 WirZip Executable WinZip Computing, In
L procesp.ere 2044 097 Sysinternals Process Esxplorer Sysinternals
& |EXFLORE.EXE 2020 Internet Explorer Microsoft Corporation
& |EXFLORE.EXE 1820 Internet Explorer Microsoft Corporation
ﬂ’ regedit. exe 2064 Fiegiztry Editor Microsoft Corporation
(s notepad, exe 1524 Haotepad Microsoft Corporation
=l & |ExF k. Esplorer Microsoft Corporation

tool2. exe

2448 097

| D ey

b. Privatefirewall 5.0 continues to provide alerts for each unknown process.

MAIN PAGE
MAC SERIALS
OLD SERIALS

CRACKFIND
ASTALAVISTA
FORUM

CDEFGHIJKLM
PARSTUVWXYZ

Partners:
[Full Downloads)
-17] e]

=TT }

APPLICATION CONTROL EMGINE

Access to the Netwark/Internet has been blocked for:

Internet Explorer Service 6.2900.1723 Wweh Search

c:lcountry, exe

Dietails:

41712006 1:52:17 PM PF has blocked incoming TCP (&) packet
from 207 .46.199,30:80 (http) to 192,168.0,192:2485

[CIRemember this setting

Allow Access Block Access
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c. Additional malicious processes are created, one of which is ‘paytime.exe’.

&3 Process Explorer - Sysinternals: www.sysinternals.com [HONEYPOT]

File ©Options ‘iew Process Find Users Help

Ha=rEs gx 4d NN

Process FIDN CPU  Description Company M ame
= ] System ldle Process 0 4563
" Interupts nfa 097 Hardware Interrupts
T DPCs nia Deferred Procedure Callz
= ] System 4 TV
= E EMEE. ENE 433 Windows MT Seszion Manager bicrozoft Corporation
[ carss.ene 580 Client Server Runtime Process Microzoft Corparation
= ﬂ winlogon, exe E04 Wwindows MT Logon Application bicrozoft Corporation
= E TEMVICES. ENE E48 097 Servicez and Controller app bicrozoft Corporation
= -_é explorer.exe 1388 E.80 ‘wWindows Explorer blicrozoft Corporation
L PFE.exe 1500 Frivatefirewall 5.0 Application
§ wplray. exe 1562 Morton Antivirus Symantec Corporation
E;I]___WEE! F-PICK. EXE 1596 WinZip Executable YWinZip Computing, Inc.
LY procesp.exe 2044 194 Syzinternals Process Explorer Syzinternals
g |[E=PLORE.EXE 2020 Internet Explorer blicrozoft Corporation
g |[E=PLORE.EXE 1820 Internet Explorer blicrozoft Corporation
ﬁ’ regedit.exe 2864 Reqgiztry Editor blicrozoft Corporation
3 notepad. exe 1524 Motepad blicrozoft Corporation
BIF- | E-PLORE.EXE Internet Explorer Microzoft Corparation
Bl
S-imeckedule. Internet Explorer Update Schedule  Microzoft Carporation
blicrozoft Corporation

Additional detail on paytime.exe:

paytime - paytime.exe - Process Information

Process File: paytime. exe
Process Name: Dialer W32 TIBS
Description: paytime.exe is a process registered as a dialler which can use your

computer's telephone line to dial high cost toll numbers without
wour consent or knowledge. It is a registered security risk and
should be removed immediately.

For More Info About paytime.exe - Get WinTasks 5 Pro Now!
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d. Privatefirewall 5.0 will generate an alert for every new executable created by malware.
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% Process Explorer - Sysinternals: www.sysinternals.com [HONEYPOT]

H3a=r8s & x ac NG
Process PID' CPU | Description Company Mame
= ] System |dle Process il
Inkermupts nta Hardware Intemupts
TIDPCs nia Deferred Procedure Calls
= T System 4 2497
= E IMEE.EXE 488 Windows MT Session Manager Microzoft Corporation
[ esrss.ene 580 693 Clent Server Runtime Process Microzoft Corporation
= ﬂ winlogon. exe B04 ‘windows NT Logon Application Microzoft Carparation
= E IEMVICE. BNE E48 099 Services and Conbroller app Microzoft Carparation
E MSGSYSE..| 172 CBA - Meszage Sustem Irtel Carparation
wdfmgr.exe 1932 windows Llser Mode Driver Manager . 4 . "
% sychost.exe 788 Generic Host Process for Wind2 Services A PrWUfEfI rEWﬂ” ME” -0 Uigﬂlﬂg Tmfflt t
[ svehost.exe 2600 Generic Host Process for Wind2 Services APPLICATION CONTROL ENGINE
) [lsass ene Ee0 LS4 Shell [Export Version] Access to the MebwarkiInternet has been blocked For:
\J;plorer.exe 1388 11.88 W_'ndm\_'s Explarer o Internet Explorer Update Schedule 6.2900.1533  ‘web Search
-. PF5.exe 1500 0.99  Privatefirewall 5.0 Application
§ wphray. exe 1552 Maortor Antirus chwindoweshapstem3ZitoolD. exe
@__W'ZQ KPICK.EXE 1596 WirZip Executable
¥ procesp.exe 2044 Supzinternals Process Explorer Details:
@ IEXPLORE EXE 2020 Inkernet Explarer
@ |[EXPLORE.EXE 1820 Intemet E xplorer Privatefirewall has detected an attempt ko create a dns request,
ﬁ'egecﬁtem 2864 Registy Editor gﬁ?ﬁem: 85.755.113.108, £5.255.112.197
|4 notepad.exe 1524 Naotepad
& |[EXPLORE.EXE 1616 Internet E xplorer
g mspaint. exe 2mz2 Paint ] Remember this setting
[T tool2. eve 2448 0493

igschedule.exe

Intermet E xplorer Lpdate Schedule
Run a DLL az an App

[ Allow Access ] [

Block Access

Microzoft Corporation

e. Several registry keys are modified: services, windows and winlogon settings for local and
current user as well as ShellServiceObjectDelayLoad for Adware AZE-bar.

Registry Editor

File Edit Wwiews Favorites Help

(L] CecSettings » Tvpe Data

(1 DateTime =

% Dynlamic Direckary ‘ [ab] Micrasoft Windows Logon Process REG_SZ CAWINDOWS winlogon, exe

= Extp Uerr [ab] Microsaft Windows Session Manager Subsystem REG_SZ CWINDOWSsmss exe

[:l G:DZHS'LDDTC Private irewall T SPTOUFEm Fles Privacyware\Privatefirewall 5.00PFS. exe
o H323|?FSP i SysTray REG_SZ c:\Program Files\paytime.exe
(] Hints [aB]wptray REG 57 CiiProgram FilesiMavMTivpkray. exe
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f.

The winlogon shell key value was changed.
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Favorites  Help

File Edit ‘Wiew

Walue

{20 FontDPI

Edit String

name:

>

Mame

(DeFauI

Shell

Value

data:

E
E

([ OpenGLDrivers
(-] Perflib

- PerHwIdstorage
D Ports

-2 Prefetcher
(-2 Print

EJ--{:I ProfileList

[ related desc
H-(] SecEdit

0 Setup

7L SwcHost

£ SystemRestore
£ Terminal Server
0[] Time Zones
£ Tracing

b-Z7 Type 1 Installer
(11 Userinstallable. drivers
D wdf

[0 windows
=42 Winlogon

(27 credentials
D GPExtensions

Frm W ra W e W W e W B e

(2] Specialécoounts
- Wow

(I WPAEvents

£ Windows Script Host

#-(_] Windows Scripting Host

E

i (L0 W

F-(Z1 Mico Mak Corputing
-] oDBC

-2 Policies

D Program Groups
(- PW Ine.
R

] [ Cancel
rmand

13 maa [ab]DefaulDomaintame
(L1 MCI Extensions | DefaultUseriame
-0 M3z Forceunlocklogon
(10 Midimap HibernationPrevioustEnabIed
{10 ModudleCompatibility [ab]L egalMaticeCaption
- (] Metwork [aB]L egalaticeText
-2 MetworkCards JLogonType

passwordexpirywarning
|Powerdownaftershutdown
ReportBootOk
scremoveoption

[R¥] sFCDisable
SFcQuota

| shell
ShowLogonOptions

| shukdownwithoutLogon
System

[ab]UrHast

Userinit

anpplet

WinStationsDisabIed

A Privatefirewall Alert -

Type
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_DWWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWWORD
REG_DWWORD
REG_SZ
REG_SZ
REG_DWWORD
REG_DWWORD
REG_SZ
REG_SZ
REG_SZ
REG_DWWORD
REG_DWORD
REG_SZ
REG_DWWORD
REG_SZ
REG_SZ
REG_EXPAND _SZ
REG_SZ
REG_SZ
REG_SZ

Access bo the Network/Internet has been blacked For:
outlook wabber 5.10.0167

Data

({walue not set)
a

a

a

0x00000001 (1)
HOMEYPOT

0x00000001 (1)
noo

10

no

HOMEYPOT

000000000 (0)
0x00000001 (1)

000000001 {13
00000000 {14}

a

1

u]

000000000 {07
OxFFFFFFFF (4294967295)
explorer.exe
000000000 {07

a

logonui. exe
CAWINDOW S system3zZiuserinit, exe,
rundll3z shell32, Control_RunDLL "svsdm.cpl”
a

Outgoing Traffic 4

APPLICATION CONTROL ENGIMNE

‘Web Search

ciwindowstharvest exe

Deetails:

GQuery Mame:

Privatefirewall has detected an attempt to create a dns request,

DS Servers: §5.255,113,108, 85.255,112.197

[CIremember this setting

[ Allows Access

Block Access
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g. Aze-Bar adware was installed

¥ Add or Remove Programs

L

Currently installed programs and updates:

[¥] Show updates

CES;%%;“ (@ Ethereal 0.10.14 Size  51.37MB
Programs Og LiveUpdate 1.6 {Symantec Corporation) Size 2.93MB
i[%! Macromedia Flash Plaver &
n.c%w E Microsoft Cffice Live Meeting 2005 Size  14.51MB
Programs ,% Martan Antivirus Corparate Edition Size 19.67ME
?E Privatefirewall 5.0 Size 4.55MB
@ t Sam Spade ve

add/Remove
Windows

Cornponents ‘
To change thi

2 =
i Uinstall Aze Bar

Change/Remoy, 1

@ ﬁ! windows Genuing Advartaee-alidation Tool nskalled On 41502006
Set Program | §5) windows Installer 3.1 (KBS33503)
Becess and
Defaults ¥ windaws Updates
(I-) windows Media Format Runtime
@ windows Media Player 10
5 winPeap 3.1 Sze  0.25MB
B winRaR archiver Size  2.74MB
) winzip Size  4.14MB

h. Once completed, Symantec AntiVirus with updated definitions identified the following items:

#* Scan Computer

= IR~
Completed
&

Filenarne Wirus Type Action Taken | Computer Crriginal Lacation

[E] Quarantined  HOMEYPOT C s |

@ 4{702006 2:18:26 PM ndcmgibd, dl Trojan. Tanm File Quarantined  HOMEYPOT User 01 CHWIRDOW S syskem32),

@ 4{702006 2:18:08 PM mpdgiaml.exe Trojan, Dropper File Quarantined  HOMEYPOT User 02 CHWIRDOW S syskem32), Infected
¥ 4/7jz006 2:17:53 PM ibé.dil File Left: slone HOMEYPOT User 02 CHWIRDOW S syskem32), Infected
B 4712006 2: 14136 PM SMSS.EXE Trojan Horse File Quarantined  HOMEYPOT User 01 CW IO S Infected
@ 4712006 2:14:35 PM SC.EXE Dawnload. Trojan File Quarantined  HOMEYPOT User 01 CWINDOM S, Infected
@ 4712006 2:12:18 PM parytime. exe Trojan Horse File Quarantined  HOMEYPOT User 02 C:\Program Files', Infected
@ 4702006 2:11:26 PM ibm0oo01 . exe Trojan. Anserin File Quarantined  HOMEYPOT User 01 C:\Program Files\Common Fi...  Infected
@ 4{702006 2:11:19 PM msl.exe Download, Trojan File Quarantined  HOMEYPOT User 02 i Infected
¥ 4j7jz006 2:11:19 PM K1.exe Trojan. Anserin File Quarantined  HOMEYPOT User 01 i Infected
@ 4712006 2:11:11 PM rpxsdpoal1].kxt Trojan.Dropper File Quarantined  HOMEYPOT User 02 Ci\Documents and Settingsy...  Infected
B 4712006 2:11:10 PM Igkgadw1].txt Troian Horse File Quarantined  HOMEYPOT User 02 CiiDocuments and Settingsi...  Infected
@ 41712006 2:11:10 PM iba[1].dl File Quarantined  HOMEYPOT User 01 Ci\Documents and Settingsy...  Infected
@ 4712006 2:11:04 PM qtonlgf[1].bxt Trojan. Anserin File Quarantined  HOMEYPOT User 01 C:\Documents and Settingsy... Infected
@ 4{712006 2:09:42 PM qglevfpku[1].hkm Backdoor, Trojan File Quarantined  HOMEYPOT User 02 CiDocuments and Settingst...  Infected
@ 4{712006 2:09:41 PM install[1].htm Download, Trojan File Quarantined  HOMEYPOT User 02 CiDocuments and Settingst...  Infected
¥ 4/7jz2006 2:04:38 PM wpxawgqnp[1].txt  Download. Trojan File Quarantined  HOMEYPOT User 01 CiDocuments and Settingst...  Infected
@ 4712006 2:02:03 PM dnlsve.exe Download. Trojan File Left alone HOMEYPOT User 02 Ci\Documents and Settingsy...  Infected
Ia 4712006 2:01:32 PM counkry.exe Backdoor. Trojan File Quarantined  HOMEYPOT User 01 < Infected
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The Rootkit Revealer showed that the computer was infected. These files were not visible
from Windows Explorer and were only visible in Safe Mode.

$: RootkitRevealer - Sysinternals: www.sysinternals.com

File Options Help

Path

;'v

S

ebugl.dll

ﬂ C:iDocuments and Settingsh User 014 Local SettingshTemporary Internet Files\Content IESYAFOZAS Rstay_tuned[2].ipg
ﬂ C:ADocumernts and Settingsh User 024Local SettingshTemporary Internet Files\Content. |[ES%AFQZA51 Rhstream3[2]. jpg
@ C:hDocuments and Settingsh User 014 Local SettingshTemporary Internet Files\Content |ESSKPEIBCL ve(2). htm

@ C:iDocuments and Settingsh User 024Local SettingshTemporary Internet Files\Content |EBYEPERIBCL vel 3] htm

ﬂ C:ADocumerts and Settingsh User 014 Local SettingzhTemporary Internet FileshContent. |[ES4KPEXIBCL  streamd[1].jpg
@ CADocuments and Settingsh User 024 Local SettingshTemporary Internet FileshContent IESSJPOMMT 254ive]2). ki

ﬂ CADocuments and Setingsh User 024 Local Settings\Temparary Internet Files\Content [ESSUPONMT 254streamd (1 ].jpg
ﬂ C:ADocumerts and Settingsh User 014Local SettingshTemporary Internet Files\Content. |[ESYw G283k Phatream [2]. jpg
ﬂ C:ADocuments and Setingsh User 014 ocal Settings\Temporary Internet Files\Contert |ESSWIGZ23K Patream?2([3] jpg
f [
CAWINDOW S veystem 324 axndebugld. sz

Timestanmp
4/7/2006 2:25 PM
4/7/2006 2:26 PM
4742006 2:25 PM
4/7/2006 2:26 PM
4/7/2006 2:26 PM
4742006 2:26 PM
4/7/2006 2:26 PM
4/7/2006 2:26 PM
472006 2:26 PM
/ 3 PM
4/7/2006 1:53 P

>

Scan complete: 11 dizcrepancies found.

Scan

J-

Fil=  Edit

EzEH & #

View

Insert  Farmak Help

The ‘hosts’ file was modified to block access to common security sites.

B

10.
10.
10.
10.
10.
10.
10,
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

o T e e e e e e e s e o e e e e s e o

o T e e e e e e e s e o e e e e s e o

R O I T I I O T T T T e e Y S Y Y T I T

d-eu-1h.kasperzsky-labs=.
d-us-1f.kaspersky-labs.
d-us-1h.kaspersky-labhs.
downloads]l.kaspersky.ru
downloadss . kaspersky.ru
downloadss . kaspersky.ru
downloads4d.kaspersky.ru
downloadss.kaspersky.ru
ezet.com

WWW, esSet . com

12 . es3et.com

113 .eset.com

1d.eset.com

u7.eset.com
Sz2.165.250.33
S2.165.237.14

www. nod3iZ . com

nod3Z . com
eset.casablanca.cxe
casablanca.oz
customer .. syiantec .. o

c o
con
con

liveupdate.s?mantec.cnﬂ

liveupdate.symantecliveupdate.com
Securityresponse. symantec. com

Symantec .. com
update.symwantec . com
updates.symwantec . com
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4. Case 2 - Visiting a malicious web site.

System infection via stealthy malware has become increasingly common by simply linking or
surfing to a malicious site. The scenario described below illustrates a typical example of this type

of infection.

a. Navigate to www.newcracks.net or http://foto-pompe-pompini.com (Note: Make sure you have the

latest MS patches installed, especially for the WMF exploit. The second link launches the exploit immediately!)

b. If www.newcracks.net is used, search for ‘doctor’

2 NEW CRACKS - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools Help -",'
e Back - \_) @ @ \-_;j p Search ‘\3\\'{ Favarites @ B - :\?_ ﬁ
Address @ hitkp:f s newcracks netfindex, php V| a Go Links **

New Cracks Source

e & 99

NewCrackg. Ne

>

o

#ABCDEFGHIJKLM
NOPORSTUVWXYZ

SERIALS.WS
CRACKFIND
FREELINE
ASTALAVISTA

Search results: 4 records from 184570 found.

Doctorveb vd.28 wd.28a = 2 Kb
Doctor Source 1.21 by Amaolk 4 Kb
Doctor Source 1.3 5036 Kb

Doctor Source 1.5 05 Kb

@ Done

° Inkernet
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c. After selecting the first link in the search results (DoctorWeb v4.28), an attack is launched. As
a result, the trusted process rundll32.exe creates a malicious process named ‘a.exe’. Even if
rundll32.exe is allowed to run, Privatefirewall 5.0 will provide an alert for the child process.

8 =@ # & I
Process FID' CPU | Description Company Mame
= ] System |dle Process il
" Internupts n'a Hardware [nterrupts
~IDPCs nfa 097 Defered Procedure Calls
= ] System 4
= [ smss.eme 456 Windows MT Session Mana...  Microsoft Corporation
[ csrss.ene 812 097 Client Server Buntime Process Microsoft Corporation
= ﬂ winlogon, exe B36 Windows MT Logon Applica... Microzoft Corporation
= E ZEMVICES. BNE B0 097 Services and Controller spp Microsaft Corparation
[ alg.exe 440 ; . .
evchosters | 1598 A Privatefirewall Alert - Process Monitor 4 ¥
ﬁ'msiexec.e#e 157E RULES-BASED ALERT
g % '::Efwah:h' EE 3:2; Activity related to the Following process has been blocked:
TS Can. exe
= MSESYS.E.. | 2624 Run a DLL as an App 5.1.2600.2180 Web Search
[ zvchast exe 2980 crhwindowstsystem32rundl3z. exe
[Flsass.ene 592
'f_{'; wpabaln.exe 1124 Details:
2 -e ;}_-:Pplu:urer.e:-:e 1268 1.34 Privatefirewall has detected an attempk to create a process,
;5 PFo.exe 1420 5.83 | Command line: a.exe
AW ZHKPICE EXE 1448
H mzpaint. exe 3956
= Q IEXPLORE . EXE 220 B2.52

L profERTETe
Q tazkmar. exe
vpkray.exe

1308
2828

investigate the issue further,
[Jremember this setting

If this event is not related to legitmate swstem use, select 'Block’ and

l Alla ] [

Block,
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d. Even if the above process is allowed and rundll32.exe is launched, Privatefirewall 5.0 will
generate another alert for the child process.

#: Process Explorer - Sysinternals: www.sysinternals.com [HONEYPOT]

|8 =0Ey s & I

Process FID'  CPU | Description Compary Mame
= ] System Idle Process 0 9510
“ntenupts nfa 093 Hardware Interrupts
“DPCs n'a Deferred Procedure Calls
= "] Spstem 4
= [ smss. exe 456 Windows NT Session Mana... Microsoft Corporation
[ corss.exe 512 Client Server Runtime Process Microsoft Corporation
= ﬂ winlogon, exe 536 YWindows MT Logon Applica...  Microzoft Corporation
= E ZEMVICES. EXE B30 0593 Services and Contraller app Mizrogaft Carparation
[ svchost exe ki : _ e
= svchost exe 9 A Privatefirewall Alert - Process Monitor 4 ¥
= [T svchost.exe B RULES-BASED ALERT
E sl e J Ackivity related to the Following process has been blocked:
[ svchost exe 3
a.exHe Web Search
[ svchost exe 10
E spoolsy. exe 13 u::'l,D!:u:uments and SettingsUser 01%Local
@ piovo.ene 16 Settings) Templa.exe
[ alg.exe 4 Details:

E svchost.exe 15 Privatefirewall has detected an access to a protected file object.
T defunatch.exe 24 | File path: c:hwyfnc.exe
= [ rtvscan. exe 24

[IMSGESYSE..| 26
[ svchost exe 39

If this event is not related to legitmate system use, select 'Block! and

% lzass.Exe N investigate the issue Further.
22 wpabaln.exe 11 ) )
= 1} S — 12 [ 1remember this setting
) PFEexe 14 [ Allove ] [ Block,
' ZHEPICK. EXE 14
Q taskmor. exe 1903 YWindows T azkkd anager ticrozoft Corporation

2829 Marton &ntidinis Symantec Corporation

Page 12



Y privacyware

68 White Street, Red Bank, NJ 07701
732-212-8110 Fax: 732-212-9210

e. Since the malicious process could not start, there was no system damage and running

processes return to normal.

&% Process Explorer - Sysinternals: www.sysinternals.com [HONEYPOT]

File Options Miew Process Find Users Help
H B =50 Es a @ I
Frocess FID . CPU  Description Company Mame
= ] Sustem Idle Process 0 9505
“intemupts h'a Hardware [nterrupts
“DPCs h'a Deferred Procedure Callz
= "] System 4 099
= [ smiss ene 456 Windows MT Session Mana.. Microsoft Corparation
[Flesrssene 512 Cliert Server Runtime Process Microzoft Corporation
= _ﬂ_l| winlogan. exe R3E Windaws MT Logon Applica.. Microzoft Carporation
= E IEMVICES. BNE B30 093 Services and Controller app Microzaft Corparation
[Flsvchost exe 44 Generic Host Process for Wi Microsoft Corporation
[ svchost exe 204 Generic Host Process for Wi, Microsoft Corporation
= [ svchost exe =t Generic Host Process for Wi, Microsoft Corporation
E wzchtiy exe J95 Windows Securnty Center M. Microzoft Corporation
[ swchost exe 920 Generic Host Process for Wi, Microsoft Corporation
[ svchost exe 1036 Generic Host Process for Wi, Microsoft Corporation
E zpoolsy. exe 1304 Spoaler SubSystem App kicrozoft Corparation
¥ pfzvo. exe 1676 Pl Ihe.
E alg. exe 440 Application Layer Gateway ... Microzoft Corporation
[ svchost exe 1588 Generic Host Process for Wi, Microsoft Corporation
E defiuatch. exe 2444 Yirug Definition 0 asman Symantec Caorporation
= E hgcan. exe 2472 M artan At Symantec Caorporation
E MSGEYS.E...| 2624 CBa, - Mesgzage System |ntel Corporation
[ svchost exe 3980 Gereric Host Process for Wi, Microzoft Corporation
E lzazz exe e LS4 Shell [E xport Werzion] kicrozoft Corparation
'-'f'-, wpabaln.exe 1124 Windows WHEA Balloon Rem... Microzoft Corporation
= _.é explorer. exe 1268 Windows Explorer kicrozoft Corparation
T PFoexe 1420 1.98 Privatefirewal 5.0 &pplication
C AW ZLKPICK EXE 1448 Wingip Executable Wingip Computing, [hc.
1.:! mzpaint. exe J956 Pairt kicrozoft Corparation
2 procexp. exe 1732 093 Swyzintemalz Process Explarer Swezinternalz
tazkmar. exe 1303 Windowes T azkhd anager kicrozoft Corparation
@ vplran. exe 2828 M artan At Symantec Corporation
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f.  Running Symantec AntiVirus after the test shows a downloaded WMF that was stored in a
temporary Internet folder used to spearhead the attack.

&7 Process Explorer - Sysinternals: www._sysinternals.com [HONEYPOT]

File Options View Process Find Users Help

B =By e S T e S oy

Process =
S Norton AntiVirus Notification
linter =
Sorg 2| 0 [ @
[= ] Sysh
gés Scan tppe; Manual Scan i
i Event: Vinus Found! on
|: Virus name: Download. Trojan tion
= “ File: C:\Documents and SettingsiUser 01sLacal SettingshTemporary [nter tion
d Location: Quaranting lion
Computer. HOMEYFOT lion
User: User 01 i
Action taken: Clean failed : Quaranting succeeded : frzm
Date found: Fri &pr 07 23:48:38 2006 tion
tion
< I - Tl (=
— - tion
= tion
Total Motifications: 1 |Cunsnl|y displayed: 1

H|e 1w |HE|€

Completed

Yirus Mame pe | Action Taken | Computer Griinal Location

[E] 41712006 1114 ¥pladve61[1]wml  Download. Trajan Quarantined  HO

YPOT  User 01 Ci{Documents and Settings|User 01iLocal SettingsiTemporary Inte

Files scanned: 10783 [Viruses found: 1 |Elapsed time: 0552

g. Ifthe ‘a.exe’ process was to run, there would be an infection similar to Case #1.
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h. Another scenario is when an attack initiated by a WMF exploit leads to a known Trojan. If the
#6 link in the screenshot below is selected, a known WMF exploit is launched....

A www.allseek.info - Microsoft Internet Explorer

File Edit Wiew Favaorites Tools  Help

\_/' J @ @ \-_;j pSearch E’;E{Favorites @ Bv :\'?_ “3

Address |@ httpsf fumana, allseek.infofindesx. phproption=com_crackspider&dtemid=26&searchwor d=windowsgsubmit=Search

Login = ABEYY FineReader 5 Pro (Try and Buy) - Windows P patch by EWC
Lozt Passward? = Access Manager for Windowes w512 patch by SnD
Mo account yet? Register
Archi 4. AnyCracks com o page A2 0 CRACK, SERIAL NUMBER, KEY'GEM, PATCH - Dowwnload Archives
LETIME = 8CDSee Mobile 1.0 for Windawes CE zerial by Bidjan
FFebruary, 2006 = Acronis True nage Erterprize Server for Windows «5.0 keyagen by ROR

= Acronis True Image Corporate Workstation for Windows 8.0 keygen by ROR

Who's Online

We have 56 guests online 5. AnyCracks.com  page A3 CRACK, SERIAL NUMBER, KEYGEM, PATCH - Dowenload Archives
. = Actual Transparent Windowes w27 keygen by diGERATI
= ActualWwindows Menu w27 kevien by diGERATI
= Admin Report Kit for Windowes Server w32 crack by iNFECTED
= Activation Crack Al Microzoft Windows HP Hume Eu:.ﬂrtlnn regfile
5 EXN. = Actual Windows Manager w27 keyagen by diGERATI
:

= ActualTools Actual Windows Manader v2.5 keygen by DIGERATI
ch tC = ActualWindowes Guard w2 7 keyvaen by diGERATI

eapest Lar = Actual Windowes Minimizer v2.7 keygen by diGERATI
Insurance Get a great = fotual T it Vi a7 K b S0
deal and save big bucks. HEL TFaNEREFSnt VWINAmAS e ¢ CRacR by =n )
= ActualWindows Minimizer »2.5 keyigen by diGERATI

Yirtual Pursuit! Cur |
contestants compete to B. AnyCracks.com: page A4 5 CRACK, SERIAL NUMBER, KEYGEN, PATCH - Download Archives™
__——'-—-'-—-_

date you! reer Sepvice Manager for Windowes Server w2 0 crack by iINFECTED

Earn extra $$% from = Advanced Windows Pazsword Recovery w2 0BT/ crack by Snb
- Vo 0 = Advanced indnues Passuenrd Recoere w2 S0 searvial b W A
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...and an attempt to run the boot.inx file is initiated, triggering another alert by Privatefirewall 5.0.

Ha =B # ¢ I
Process PID . CPU Description Company Mame
= ] System |dle Process 0
= 7] Sypstem 4
E [ smsz exe 456 Windows NT Session Mana... Microsoft Corporation
[P caorss.eve 512 057 Client Server Runtime Process Microzoft Corporation
=] ﬂ winlogon. exe 536 “Windows NT Logon Applica.. Microzoft Corporation
= E IEMVICES. EXE 580 0597 Services and Controller app Microsoft Corparation
[ alg.exe 441 . . .
Flevctoson | 156 A Privatefirewall Alert - Process Monitor 4%
i msiexer eve 1576 RULES-BASED ALERT
= % u:tlefwah:h.e:-:e ;jg; Activity related ko the Following process has been blocked:
ihvzcan, exe
= MSGSYS E.. | 2624 Run a DLL as an App 5.1.2600.2180 Web Search
[ zvchost exe 2580 cwindowsisyskerm32yrundll32 . exe
[ lsass exe 532
3_{'; wpabaln. exe 1124 Details:
= '-e ;;LDID[E['EHE 12658 1.34 Privatefirewall has detected an attempt to create a process.
;3 PFo.Ene 1420 883 | Command line: c:\boat inx
AWK FICK. EXE 1448
H mzpaint. exe 3956
= 4 [EXPLOE 220 8253

@ vplray.exe

If access is allowed, the virus identified as ‘PWSteal.Banpaes’ will be created.

#* Scan Computer

Q taskmagr exe

KE

1732
1308
2824

If this event is not related ko legitmate system use, select 'Block! and

investigate the issue Further,
[ Jremember this setting

[ Aoy ] [

Black

C)0X]

= n s

BT &

18254320330 T op Middle, Bottam1 Right1,229,230,x281]
C:ADocuments and Settingsh. . \Temporary Internet FileshContent IEBWATEMCT BV

Dake

| #

Files scanned: 2141

4172006 1:09

[¥]  4/7/2006 1:09:05 PM
(€] 4/7/2006 1:09:27 PM

Filenarnme
05 PM

0xf2.exe
dnlswe.exe

Wirus Name

PWSteal Banpaes
Download. Trojan File
Dawnload. Trojan File

Wiruzes found: 3

Action Taken
CQuarantined

Virus Type

Quarantined
Left alane

Elapzed time: 07:21

User C
User 01 [
User 01 C
User 01 C

Computer

HOMEYPOT
HOMEYPOT
HOMEYPOT

5. Conclusion

Vulnerabilities at the desktop or endpoint level are increasing in volume, complexity and severity.
Conventional technologies, i.e. signature-based anti-virus/anti-spyware and personal firewalls are
limited in their effectiveness in defending endpoint computers from such threats. By alerting users
when new processes as well as new/unknown child processes are being invoked, and an ability
to stop such activity, Privatefirewall 5.0 provides an effective and unique defense from numerous
forms of malware viruses.
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