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Privatefirewall 5.0 - Malware and Adware Use Cases

1. Introduction

Privatefirewall is a desktop defense application comprised of several distinct technology layers
designed to block or mitigate the damage caused by intrusion, virus and other malware attacks.
Privatefirewall includes the following layers of defense technology:
- Personal, desktop or endpoint firewall
o Port Manager
o Packet Filter
o URL Filter
o0 Application Control Engine
- Registry Monitor
- Process Monitor/Manager
- Email Anomaly Analyzer/Manager

Privatefirewall detects malware and intrusions based on behaviors characteristic of unauthorized
system use. Some of these include:

- Attempt to access a protected registry area

- Attempt to access a protected object

- Attempt to Initiate a foreign process

- Attempt to control Windows service

- Attempt to create a DNS request

- Attempt to initiate outgoing TCP traffic

Privatefirewall is available as a stand-alone application for personal and home computing and as
a centrally managed offering called Endpoint Security Console. For more information, please visit
WWW.privacyware.com.
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2. Case 11 Malicious software installed as an ActiveX control

The following use case illustrates a scenario wherein a malicious file is downloaded and executed
(in this case an ActiveX file). If undetected, the malware will cause system infection on several
levels. i.e. rootkit, Trojan and adware.

a. Into the browser, enter the following URL: www.serials.ws . This website can deploy the
Hearse.Rootkit infection.

b. Select the first link that claims to be a crack or keygen. The site requires installing ActiveX to
enable download of the software crack.

Step01 Click on the "information bar"

Internet Explorer, - Security Warning

Do you want to install this software?
===  Mame: Download wadzip LOWEST HOTEL PRICES [ YOUR DESTINATION CIT¥!

Publisher: PLEKS s.r.o.
NGWiZow ™ 1[FindNow

T —
Mare options (I Install ) [ Don't Install
e ——

Add CrackFind into your browser

a7
¥ swhile Files From the Internet can be usetul, this Hle type can potentially harm
5 yaur camputer. Only install software Fram publishers you trust, What's the risk?

-Eﬂ' Opening page http: {fwww, serials, wsfd php?n=186940... & Internet

| NUFUWKRKSTUVWAXY/Z |

Partners:
[Full !

Add to bookmark Add serials Link to us Contact us
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c. If the Install button is selected, Privatefirewall 5.0 immediately reacts to the unknown
executable with either a Firewall or Process Monitor alert.

Process Monitor 4%

SERIALSWS A Privatefirewall Alert -

WML THE WoRLD

RULES-BASED ALERT
DAILY UPDATING!!! Activity related ko the Following process has been blacked:

loadadvy728.exe Web Search

ciwindows\loadadw 728, exe |

Details:

Privatefirewall has detected an attampt bo contral a service,

A Privatefirewall Alert - Qutgoing Troffic €  [GEEAE

Image Path;

APPLICATION CONTROL EMGIMNE

Access to the NetwoarkfInternet has been blocked For:
SC.EHE web Search

If this event is not related to legitmate system use, select ‘Block! and
investigate the issue Further,

[CIremember this setting

CAWINDOWS\sc, exe

Details:

4/5/2006 1:25:41 PM PF has blocked outgoing TCP {6) packet
from 192,168,0,192: 1079 to §1.177.3.175:80 (http)

RULES-BASED ALERT

Activity related ko the Following process has been blocked:

[ remember this setting drsmartload95a.exe Web Search

[ Allow Access ] [ Block Access l

ciwindowsidrsmartload9sa exe |

Details:

Privatefirewall has detected an attempt to create a dns request,
Query Mame:
DM Servers: 192,165.0.1

RULES-BASED ALERT

Activiky related ta the Follawing process has been blocked:
cu.exe 1.00 web Search

If this event is not related to legitmate system use, select 'Block and
investigate the issue Further.

cwindowsiou, exe ‘
] Remember this setting

Details:

If this event is not related to legitmate system use, select 'Block! and
investigate the issue further,

[CIremember this setting

Privatefirewall has detected an access to a pratected File object. 3 [ Allaw ] [ Block.

File: Pathi: CHWINDOWS) systen32idriversietcihosts

[ Allow l [ Block. ]

d Regardl ess of Blackbe rbtu tttyopne ,mutshte hée s el ec tfleflomt o preven
launching and to maintain system integrity.
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3. If Privatefirewall was not installed and/or the installation of the malware
had been allowed, the system would have been extensively infected.

a. First, the downloaded executable starts creating new processes.

Hn =By & x ae
Frocess FID  CPU Description Company Hame
= ] System |dle Process 0 9320
“lntenupts n'a Hardware |ntermupts
TIDPCs n'a Deferred Procedure Calls
= T System 4
= E FMEE. ENE 488 Windows MT Sesszion Manager Microsoft Corporation
[ corss.ene 520 Cliert Server Funtime Process Microzoft Corporation
= ﬂ winlogon. exe B04 Windows MT Logon Application Microsoft Corporation
= E FEMVICES. ENE B48 Semvices and Controller app Microsoft Corporation
= _e explorer.exe 1388 388 ‘“Windows Explorer Microsoft Corporation
I PF5.ene 1500 Frivatefiremall 5.0 &pplication
g wplray, exe 1552 Harton Antivinus Symantec Corporatior
:;I-J___"mfv"EIJ KFICK.E=E 1596 WirZip Executable WinZip Computing, In
L procesp.ere 2044 097 Sysinternals Process Esxplorer Sysinternals
g |[E=PLORE.EXE 2020 Internet Explorer Microsoft Corporation
g |[E=PLORE.EXE 1820 Internet Explorer Microsoft Corporation
ﬁ regedit. exe 2064 Fiegiztry Editor Microsoft Corporation
3 notepad. exe 1524 Haotepad Microsoft Corporation

= & EXP

k. Esplorer

| D ey

b. Privatefirewall 5.0 continues to provide alerts for each unknown process.

2444
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