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Privatefirewall 5.0 - Malware and Adware Use Cases 

 
1. Introduction 
 
Privatefirewall is a desktop defense application comprised of several distinct technology layers 
designed to block or mitigate the damage caused by intrusion, virus and other malware attacks. 
Privatefirewall includes the following layers of defense technology: 

- Personal, desktop or endpoint firewall 
o Port Manager 
o Packet Filter 
o URL Filter 
o Application Control Engine 

- Registry Monitor 
- Process Monitor/Manager 
- Email Anomaly Analyzer/Manager 

 
Privatefirewall detects malware and intrusions based on behaviors characteristic of unauthorized 
system use. Some of these include:  

- Attempt to access a protected registry area 
- Attempt to access a protected object 
- Attempt to Initiate a foreign process 
- Attempt to control Windows service   
- Attempt to create a DNS request 
- Attempt to initiate outgoing TCP traffic 

 
Privatefirewall is available as a stand-alone application for personal and home computing and as 
a centrally managed offering called Endpoint Security Console.  For more information, please visit 
www.privacyware.com. 
 

http://www.privacyware.com/
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2. Case 1 ï Malicious software installed as an ActiveX control 
 
The following use case illustrates a scenario wherein a malicious file is downloaded and executed 
(in this case an ActiveX file). If undetected, the malware will cause system infection on several 
levels. i.e. rootkit, Trojan and adware. 
 
a. Into the browser, enter the following URL:  www.serials.ws .  This website can deploy the 
Hearse.Rootkit infection. 
 
b. Select the first link that claims to be a crack or keygen.  The site requires installing ActiveX to 
enable download of the software crack. 
 

 
  

 

http://www.serials.ws/


 

 Page 3  

 

68 White Street, Red Bank, NJ 07701 
                             732-212-8110   Fax: 732-212-9210 

 

c. If the Install button is selected, Privatefirewall 5.0 immediately reacts to the unknown 
executable with either a Firewall or Process Monitor alert. 
 

 
 
d. Regardless of alert type, the óBlockô button must be selected to prevent the malicious file from 
launching and to maintain system integrity.  
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3. If Privatefirewall was not installed and/or the installation of the malware 
had been allowed, the system would have been extensively infected. 
 
a. First, the downloaded executable starts creating new processes.  
 

 
 
 
b. Privatefirewall 5.0 continues to provide alerts for each unknown process.  
 

 
 


