U pl"iV{lcy ware Test Case - Privatefirewall 5.0, Intrusion and Malware Defense

Objective and Methodology:
Privatefirewall is a desktop defense application comprised of several distinct technology layers designed to block or mitigate the damage caused by
intrusion, virus and other malware attacks. Privatefirewall includes the following layers of defense technology:
- Personal, desktop or endpoint firewall
o Port Manager
o Packet Filter
o URL Filter
o0 Application Control Engine
- Registry Monitor
- Process Monitor/Manager
- Email Anomaly Analyzer/Manager

To demonstrate Privatefirewalld e f f ect i veness at detecting threats not typicall wiruseddr essed |
collected primarily (other well-known viruses were also added) from leading anti-virus vendor Kaspersky Lab (Nov-Jan 2006) was utilized to perpetrate

attacks on a Privacyware PC. Tests were performed using a Windows XP SP2 (2 virtual processors, 192 Mb RAM). The host machine is a Pentium 4

(2800 Mhz) with HT, 1024 Mb RAM.

Results Summary:
The results were recorded and are documented in the following tables. In summary, Privatefirewall 5.0 performed flawlessly, achieving a perfect
score of 100%, detecting 20 of the 20 viruses without the use of virus definitions.

Privatefirewall detected these viruses based on behaviors characteristic of unauthorized system use. These include:
- Attempt to access a protected registry area
- Attempt to access a protected object
- Attempt to Initiate a foreign process
- Attempt to control a Windows service
- Attempt to create a DNS request
- Attempt to initiate outgoing TCP traffic

Conclusion:

Vulnerabilities at the desktop or endpoint level are increasing in volume, complexity and severity. Conventional technologies, i.e. signature-based anti-
virus/anti-spyware and personal firewalls are limited in their effectiveness in defending endpoint computers from such threats as they are either only able

to detect something that has already been discovered or the technology is not designed to provide the type of protection required of the threat. In keeping

with a +indlefpeamde strategy, Privacyware espouses a | ayered approachsedoo def ens
the system behavior that accompanies or precedes them. In this way, personal computer users and IT managers within small, medium or large

organizations can more effectively and proactively protect the environments for which they are responsible.

Privacyware Privatefirewall is one such solution. Privatefirewall is available as a stand-alone application for personal and home computing and as a
centrally managed offering called Endpoint Security Console. For more information, please visit www.privacyware.com.
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Worm/Virus/Malware
name

Description/What it does

How PC was
infected

What action Privatefirewall took

Processes launched by
this vulnerability, that
attempted to access
internet, or other
actions detected by
Privatefirewall

Email-
Worm.Win32.Bagle.ai

The worm opens port 1080
and another port chosen at
random. It then tracks port
activity. It uses its own SMTP
server to send messages. It
tracks the execution of most
well-known antivirus products
and firewalls and terminates
these processes.

This worm spreads
via the Internet as
an attachment to
infected messages
and also via P2P
networks.

A Privatefirewall Alert - Process Monitor 4 ¥
RULES-BASED ALERT

Activity related to the Following process has been blocked:

email-worm.win32.bagle.ai.exe Weh Search

c:ibestiemail-worm.win3Z2, bagle. ai.exe

Details:

Privatefirewall has detected an attempt bo write ko a protected
regiskry area;

Key Path:

USERYS-1-5-21-725345543-507 92 1405-5395221 15- 1004, Softwar

If this event is not related to legitmate system use, select 'Block! and
investigate the issue Further,

[Jremember this setting

[ Allowy ] [ Block ]

A Privatefirewall Alert - Process Monitor 4 ¥
RULES-BASED ALERT

Activity related to the Fallowing process has been blocked:
email-worm.win3z.bagle.al.exe

web Search

ciikestiemnail-warm.win3z2 .bagle. ai.exe

Dekails:

Privatefirewall has detected an access ko a protected file object
File Path; Ci\WTMDCW S sysbem32winxp, exe

If this event is nok related to legitmate system use, select 'Block! and
investigate the issue Further,

[Jremember this setting

[ Al ] [ Block

Attempt to access
protected registry area,
and access protected
Windows object associated
with windows executable
WINXP.EXE




Email-
Worm.Win32.Bagle.au

Bagle.au opens TCP port 81
and listens for further
commands. For instance, the
worm installs a proxy server
that can be controlled via this
port. Bagle.au attempts to
block firewalls and antivirus
solutions by stopping their
processes.

This worm spreads
via the Internet as
an attachment to
infected messages
and also via P2P
networks.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT
Ackivity related to the Following process has been blocked:

email-worm.win32.bagle.au.exe Web Search

cibestlemail-worm.win3z bagle. au. exe

Details:

Privatefirewall has detected an attempt to write to a protected
registry area:

Kew Path:
USERS-1-5-21-725345543-507921405-8395221 15- 10044, Softwar

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT
Activity related to the Follawing process has been blacked:

email-worm.win32.bagle.au.exe Weh Search

c:itestiemail-worm. win3z bagle. au.exe

Details:

Privatefirewall has detected an aktempk ko control a service
Target Service:
Image Path:

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
investigate the issue Further,

[ Tremember this setting

[ Allow ] ’ Block l

A Privatefirewall Alert - Process Monitor 4 ¥

RULES-BASED ALERT

Activity related bo the following process has been blocked:

web Search

email-worm.win32 bagle.au.exe

:\kestlemail-worm.win3z . bagle. au. exe

Details:

Privatefirewall has detected an access to a protected File object
File Path: i TMDOW Shsystem3z wingo, exe

If this event is not related to legitmate swstemn use, select ‘Block and
inwestigate the issue further,

[Cremember this setting

[ Allow l [ Block

Attempt to access protected
registry area, attempt to
control windows service,
and access protected
object associated with
windows executable
WINGO.EXE




Email-
Worm.Win32.LovGate.w

It makes the \windows\Media
folder accessible via the local
network. The worm attempts
to copy itself to all local
network machines by using
the Administrator account.
The worm also sends itself
using its own SMTP server.
The worm harvests
information about the victim
machine, saves it in a file
named c:\Netlog.txt and
sends this file to the worm's
author via email. It installs a
backdoor on TCP port 6000
to receive commands. It
launches an FTP server
without login or password on
a random port.

The worm searches all
accessible disks from C: to Z:
for files with the extension
.exe. It then renames them as
* zmx, ascribes the attribute
‘hidden/ system' to these files,
and copies itself to the
original files under the original
names (working in the same
way as companion viruses
do.)

This worm spreads
via the Internet as
an attachment to
infected messages.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT
Activity related to the Following process has been blacked:

email-worm.win32.lovgate.w.exe weh Search

c:hbesthemail-warm,windz lovgate.w,exe

Details:

Privatefirewall has detected an attempt to open a foreign process
Target PID: 0
Image Mame; [Svstem Process)

If this event is nok related ko legitmate system use, select ‘Block’ and
investigate the issue Further,

[CJremember this setking

[ Al ] [ Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT
Ackivity related to the Following process has been blocked:

email-worm.win32.lovgate.w.exe Web Search

c:ibestlemail-worm.win3z lovgate.w exe

Dekails:

Privatefirewall has detected an access ko a protected file object
File Path: C:w IO Sl syskem3 2 hoodef  exe

If this event is not related to legitmate system use, select ‘Block' and
investigate the issue Further,

[ remember this setting

[ Al ] l Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related to the following process has been blocked:

email-worm.win32.lovgate.w.exe Web Search

c:ikestiemail-worm.win3z lovgate.w. exe

Details:

Privatefirewall has detected an attempt bo write ko a protected
reqistry area:

Kevy Path:

MACHIMESOF TW\ARE Mickosoftwindow s Currentyer sionRun

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
investigate the issue Further,

[ Tremember this setting

[ Allowy ] l Block.

Attempt to initiate foreign
process, access protected
file object, associated with
HXDEF.EXE, access
protected registry area,
create a service target, and
DNS request




A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related ko the Following process has been blocked:

email-worm.win32.lovgate.w.exe Web Search

cbestlemail-wormm, win3z Jovgate,w. exe

Details:

Privatefirewall has detected an attempt to create a service
Target Service: _reg

Image Path: Rundll3Z.exe msjdbcil.dll ondll_server

Type: service

If this event is not related to legitmate syskem use, select 'Block! and
investigate the issue Further,

[Jremember this setting

l Al ] [ Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

email-worm.win32.lovgate.w.exe Web Search

cibestlemail-worm.win3z lovgate.w exe

Details:

Privatefirewall has detected an attenpt to create a dns request
Query Marme:
DMS Servers: 192,168.1.21

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

Email-
Worm.Win32.Mydoom.g

Once the worm is launched, it
may open Windows Notepad,
which will display a random
selection of characters

The worm includes a
backdoor function, and is also
coded to conduct a DoS
attack on www.symantec.com
and symantec.com

The worm opens TCP ports
80 and 1080 to receive
commands. The backdoor
component can act as a
proxy server, and also
download and launch files.

This worm spreads
via the Internet as
an attachment to
infected messages.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

email-worm.win32.mydoom.g.exe Web Search

:\kestlemail-worm. win32 . mydoom . g, exe

Details:

Privatefirewall has detected an access to a protected File object
File Path: C{WINDOWS\system 32 ts. dil

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
inwestigate the issue Further,

[Jremember this setting

[ Allow ] [ Block

Attempt to access protected
file object and access
protected registry area




A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

email-worm.win32.mydoom.g.exe Web Search

c:ibestlemail-worm, win3z. mydoom . g, exe

Details:

Privatefirewall has detected an attempt to write bo a protected ~
regiskry area:

Key Path: |

MACHIME SOFTWAREMicr osoftwindowst CurrentiersionFun w

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

Email-
Worm.Win32.NetSky.b

The worm creates a number
of copies of itself in all sub-
directories on disks c to Z
which contain the word
'share’ or 'sharing' in the
directory name.

The worm finds files with
extensions adb, asp, dbx,
doc, eml, htm, html, msg, oft,
php, pl, rtf, sht, tbb, txt, uin,
vbs and wab, searches them
for email addresses and
sends a copy of itself to the
addresses found. The worm
uses its own SMTP library to
send messages.

(Also known as
Moodown.b) This
worm spreads via
the Internet as a file
attached to infected
emails.

A Privatefirewall Alert - Process Monitor 4%

A Privatefirewall Alert - Process Monitor 4 ¥

RULES-BASED ALERT

Activity related to the Following process has been blocked:

email-worm.win3z.netsky.b.exe eb Search

c:ikestiemail-worm.win3Z2.netsky b.exe
|

Details:

Privatefirewall has detected an access to a protected file object A
File Path: C:WINDOWS services, exe|

had

If this event is nok related ko legitmate system use, select ‘Block! and
investigate the issue Further,

[ Jremember this setting

[ Al l [ Block ]

RULES-BASED ALERT

Activity related to the Following process has been blacked:

email-worm.win3z netsky.b.exe web Search

ci\kestiemail-worm, win3Z netsky b.exe
|

Dekails:

Privatefirewall has detected an attempt bo write to a protected -
registry area:

Key Path:

MACHINEVSOFTWARE \Microsofth windows ) CurrentVersion\Run P

If this event is nok related to legitmate system use, select 'Block! and
investigate the issue Further,

[CJremember this setting

[ Al ] [ Block.

Attempt to access protected
file object and access
protected registry area,
and create a DNS request




A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related to the Follawing process has been blacked:

email-worm.win3Z.netsky.b.exe web Search

c:kesthemail-worm, win3z . netsky boexe
|

Details:

Privatefirewall has detected an attempt to create a dns request .
Query Mame: ch.rian.ru
DMS Servers: 192.168.1.21|

If this event is nok related ko legitmate system use, select ‘Block’ and
investigate the issue Further,

[CJremember this setking

[ Al ] [ Block ]

Email-
Worm.Win32.Nyxem.a

Once launched, the worm
copies itself and its
components to the Windows
system directory. The nhame
is chosen at random by the
worm from the names of files
which already exist.

When launching, the worm
launches Windows Media
Player.

The worm uses its own library
(ossmtp.dll, oswinsck.dll) to
send messages via SMTP.
The worm harvests email
addresses from Yahoo and
MSN Messenger, and also
scans files with the
extensions .htm and .dbx to
harvest addresses.

The worm attempts to prevent
antivirus programs from
launching. The worm
attempts to conduct a DoS
attack on www.nymex.com

This worm spreads
via the Internet as
an attachment to

infected messages.

It also spreads via
Yahoo Pager and
MSN Messenger.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related to the Follawing process has been blacked:

email-worm.win3Z nyxem.a.exe, 1.00 weh Search

c:\testiemail-worm, win32.myxem.a. exe
|

Details:

Privatefirewall has detected an attempt to write bo a protected ~
regiskry area:

Key Path:

MACHIME SOFTWAREMicr osoftwindowst CurrentiersionFun w

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
investigate the issue Further,

[ Tremember this setting

[ Allow ] [ Block

Attempt to access protected
file object, access protected
registry area




Email-
Worm.Win32.Sober.f

The worm is activated if the
user opens the attached file.
Once the worm is launched, it
opens Notepad which will
display the text contained in
the original message. The
worm creates several copies
of itself and its additional files
in the Windows system
directory.

It harvests email addresses,
and sends email messages to
these addresses by creating
a direct connection to the
SMTP server.

This worm spreads
via email as a file
attached to infected
messages. It also
spreads via file-
sharing networks.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related to the Following process has been blocked:

email-worm.win32.sober.f.exe ‘Web Search

C:ibestlemail-waorm, windz, sober F.exe
|

Dekails:

Privatefirewall has detected an access to a protected file objeck A
File Path: C:ikest\Email-worm, Win3z Sober . f.exe

w

If this event is not related to legitmate system use, select Block' and
investigake the issue Further,

[remember this setting

l Al ] l Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related to the Fallowing process has been blocked:

email-worm.win32.sober.f.exe ‘Web Search

citesthemail-worm, win3z, sober FLexe
|

Dekails:

Privatefirewall has detected an attempt to write to a protected ~
reqistry area:

fey Pakh:

|J3ER5-1-5-21-725345543-50792 1 405-339522 1 15- 1004 Softwar -

If this event is nok related to legitmate system use, select 'Block! and
investigate the issue Further,

[Jremember this setting

l Al ] l Block ]

A Privatefirewall Alert - Process Monitor 4 ¥

RULES-BASED ALERT

Ackivity related bo the Following process has been blocked:

cryptrun.exe Web Search

cwindowsi system 32 cryptrun, exe
|

Details:

Privatefirewall has detected an access bo & protected file object L)
File Path: C: Y TNDOW Sheyskem 32 dicache) eviquery  vhs

b

IF this event is not related ko legitmate system use, select ‘Block! and
investigate the issue Further,

[T]Remember this setting

( Allows | Black




Email-
Worm.Win32.Zafi.b

Once launched, the worm
copies its file to the Windows
system directory. The name
of the file is randomly
generated.

It stops the windows critical
processes and deletes the
files from disk.

It attempts to detect antivirus
program files on the computer
and overwrite them with a
copy of itself.

It also attempts to conduct
DoS attacks on the following
sites:www. 2f.hu,
www.parlament.hu,
www.virusbuster.hu,
www.virushirado.hu

This worm spreads
via the Internet as
an attachment to
infected messages,
and also via local
and file-sharing
networks.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT
Activity related to the Follawing process has been blacked:

email-worm.win32.zafi.b.exe web Search

c:kesthemail-worm, win3z . zafi.b, exe

Details:

Privatefirewall has detected an atkempt bo open a foreign process
Target PID: 1204
Irmage Mame: PFS.exe

If this event is nok related ko legitmate system use, select ‘Block’ and
investigate the issue Further,

[CJremember this setking

[ Al ] [ Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT
Ackivity related to the Following process has been blocked:

email-worm.win32.zafi.b.exe web Search

:\kestlemail-worm.win3z . zafi.b.exe

|
Details:

Privatefirewall has detected an access ko a protected file object
File Path: C:\Program FilesiPrivacywarePrivatefirewal
5.0VPFS_update exe

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
inwestigate the issue Further,

[Jremember this setting

[ Allow ] [ Block l

Attempt to access protected
file object

Net-
Worm.Win32.Lovesan.a

Lovesan downloads and
attempts to run a file named
msblast.exe.

The worm scans IP
addresses, attempting to
connect to 20 random IP
addresses and infect any
vulnerable machines.
Lovesan sleeps for 1.8
seconds and scans the next
20 IP addresses.

The worm sends a buffer-
overrun request to vulnerable
machines via TCP port 135.
The newly infected machine
then initiates the command

Lovesan is an
Internet Worm
which exploits the
DCOM RPC
vulnerability.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

net-worm.win32.lovesan.a.exe Web Search

citeskinet-worm. win3z2 lovesan. a.exe

Details:

Privatefirewall has detected an attempt to write bo & protected
reqiskry area:

Key Path:

MACHIMEY 3OF TWAREMicr osoft windows) CurrentiersionFun

If this event is not related to legitmate system use, select ‘Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block

Attempt to access protected
registry area, create DNS
request and initiate
outgoing TCP traffic

(epmap)




shell on TCP port 4444.
Once a computer is infected
the system sends an error
message about RPC service
failure and may reboot the
machine.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:
net-worm.win32.lovesan.a.exe

Web Search

citeskinet-worm. win3z2 lovesan. a.exe
|

Details:

Privatefirewall has detected an attempt to create a dns request
Query Mame:
DMS Servers: 192,168.1.21

If this event is not related to legitmate system use, select ‘Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

A Privatefirewall Alert - Qutgoing Traffic 4

APPLICATION CONMTROL EMNGIMNE
Access bo the NebworkiInternet has been blocked For:
Net-Worm.Win32.Lovesan.a.exe Wweb Search

CiibestiNet-Wormn, Win3z2, Lovesan, a.exe

Details:

212112006 1:40:01 PM PF has blocked oubgoing TCP (&) packet
from 192,168,1,212,3897 to 110,241,992, 1:135 (epmap)

[Jremember this setting

[ Allow Access ] [ Block Access ]

Net-
Worm.Win32.Doomjuice
.b

Once launched, the worm
copies itself to the Windows
system directory under the
name regedit.exe and
registers this file in the
system registry auto-run key.
To propagate, the worm
utilizes computers infected by
Mydoom.a and Mydoom.b
The worm connects to TCP
port 3127, which has been
opened by shimgapi.dll, the
backdoor component of
Mydoom, to receive
commands. If the infected
computer answers the

This worm spreads
via the Internet,
using computers
infected by I-
Worm.Mydoom.a
and I-
Worm.Mydoom.b to
propagate.

A Privatefirewall Alert - Process Monitor 4 ¥

RULES-BASED ALERT

Activity related to the Following process has been blocked:

net-worm.win32.doomjuice.b.exe Wweb Search

ciikestinet-worm, win32, doomjuice. b.exe
|

Details:

Privatefirewall has detected an attempt to write to a protected A
reqistry area:

Key Path:

MACHIME,SOF TWwARE\Microsoftwindows CurrentWersion|Fun v

If this event is not related to legitmate system use, select 'Block! and
investigate the issue Further,

[Jremember this setting

[ Allowy ] [ Block

Attempt to access protected
file object, access protected
registry area, create a DNS
request, and initiate
outgoing TCP traffic.




command, then Doomjuice
establishes a connection and
sends a copy of itself. The
backdoor component of
Mydoom accepts the file and
executes it.

The worm attempts to
conduct a DoS attack on the
www.microsoft.com site.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:
net-worm.win32.doomjuice b.exe web Search

c:iteskinet-worm. win3Z2 doomijuice b.exe

Details:

Privatefirewall has detected an access to a protected File object A
File Path: W INDOW Shsystem3ghzniby  exe

hd

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related to the Follawing process has been blacked:
net-worm.win32.doomjuice b.exe weh Search

ci\testinet-worm, win32 . doomjuice. b.exe

Details:

Privatefirewall has detected an attempk ko create a dns request ”
Query Marme:
DMS Zervers: 192,165.1.21

w

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
investigate the issue Further,

[ Tremember this setting

[ Allow ] ’ Block l

A Privatefirewall Alert - Qutgoing Traffic 4

APPLICATION CONTROL ENGINE

Access bo the Netwark/Internet has been blacked For:
Met-Worm.Win32.Doomjuice.b.exe Web Search

Cribestibet-Worm, \Win32, Doomijuice. b, exe

Details:

2/21/2006 1:38:13 PM PF has blocked outgoing TCP (6) packet
from 192,168.1.212:1355 ko 1589,199.53.0:3127

[ ]remember this setting

[ Allow Access ] [ Block Access




Net-
Worm.Win32.Mytob.bi

Once launched, the worm
copies itself to the Windows
system directory. IT also
registers itself in the Windows
system registry, ensuring that
the worm will be launched
each time Windows is
rebooted on the victim
machine.
Net-Worm.Win32.Mytob.bi
opens a TCP port on the
victim machine to contact to
IRC channels and receive
commands. This gives a
remote malicious user full
access to the victim machine
via IRC channels, making it
possible to receive
information from the infected
computer, download, launch
and delete files.

The worm also terminates
processes connected with
antivirus solutions, firewalls,
and other security programs.
The worm also modifies the
%System%\drivers\etc\hosts
file in order to block access to
antivirus vendors' sites from
the victim machine.

It spreads via the
Internet as an
attachment to
infected messages,
and includes a
backdoor program
which receives
commands via IRC
channels.

A Privatefirewall Alert - Process Monitor 4 ¥

RULES-BASED ALERT
Activity related to the Following process has been blocked:

net-worm.win3Z.mytob.bi.exe weh Search

ciikestinet-worm, win32 mytob, bi.exe

Details:
Privatefirewall has detected an access to a protected file object A
File Path: COWIMDOW S, syskem 32 driversiekc hosts
“

If this event is not relaked to legitmate system use, select 'Block! and
investigate the issue Further,

["1Remember this setting

l Allow ] [ Black ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT
Activity related to the following process has been blocked:

net-worm.win32.mytob.bi.exe weh Search

c:\kestinet-warm.win3Z . mytob, bi. exe
|

Details:

Privatefirewall has detected an aktempk ko write to a prokected ”
reqistry area:

ke Path:

MACHINE,SOFTWARE \Microsaft) Windows\Currentver sioniRun P

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
investigate the issue Further,

[ Tremember this setting

[ Allowy ] l Block. ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

net-worm.win32.mytob.bi.exe web Search

cibeskinet-worm. win3Z mytob, bi.exe

Details:

Privatefirewall has detected an attempt to create a dns request A
Query Marne: rian.r
DNS Servers: 192,168.1,21

hd

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block

Attempt to access protected
file object, access protected
registry area, create a DNS
request, and open a foreign
process




A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

net-worm.win32.mytob.bi.exe web Search

cibeskinet-worm. win3Z mytob, bi.exe
|

Details:

Privatefirewall has detected an atterpt to open a Foreign process
Target PID: 2420
Image Mame: taskmgr.exe

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

Net-
Worm.Win32.Sasser.a

Once launched, Sasser
copies itself into the Windows
root directory under the name
avserve.exe and registers this
file in the system registry
autorun key.

Sasser launches FTP server
on TCP port 5554 and then
launches 128 propagation
routines. During this process,
the worm attempts to initiate
the AbortSystemShutdown
process in order to forbid
system reboot.

Sasser initiates an IP-address
scan in order to identify victim
addresses and sends a
request to TCP port 445. If
any machines respond,
Sasser exploits the LSASS
vulnerability to launch a
‘cmd.exe' command shell on
TCP port 9996.

After infection the victim
machine generates an error
message about a LSASS
service failing, whereupon it
may attempt to reboot.

Sasser is an
Internet worm that
exploits the MS
Windows LSASS
vulnerability.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Follmwing process has been blocked:

net-worm.win32.sasser.a.exe ‘Web Search

ci\testinet-worm. win32.sasser . a.exe
|

Details:

Privatefirewall has detected an access to a protected file object
File Path: COWINDOW S avserveZ, exe

If this event is not related to legitmate syskem use, select 'Block! and
investigate the issue further,

[ Tremember this setting

[ Al ] l Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

net-worm.win32.sasser.a.exe Wweb Search

c:ibestinet-worm. win3z2, sasser, a.exe
|

Dekails:

Privatefirewall has detected an attempt to write to a protected ~
registry area:

Kew Path:

MACHIMELSOF TwAREMicrosoft | windowsh CurrentWersioniRun -

If this event is not related to legitmate system use, select 'Block! and
investigate the issue further,

[CJremember this setting

[ Al l [ Block

Attempt to access protected
file object, access protected
registry area, and create a
DNS request




A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:

net-worm.win32.sasser.a.exe Web Search

cibeskinet-worm. win3z2 sasser, 3.exe

Details:

Privatefirewall has detected an attempt to create a dns request
Query Marme:
DMS Servers: 192,168.1.21

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

A Privatefirewall Alert - Outgoing Traffic 4

APPLICATION CONTROL EMGIME
Access bo the Network/Inkernet has been blocked For:
Net-Worm.Win32.5asser.a.exde Web Search

Cihkestihet-YWorm, Win3z2, Sasser.a.exe

Dekails:

2/2112006 1:45:37 PM PF has blocked outgoing TCP (6) packet
from 192,168.1.212:2249 to 130.71.204, 158:445 (microsoft-ds)

[Jremember this setting

[ Allow Access ] [ Block Access ]

P2P-
Worm.Win32.Achar.a

To infect Kazaa shared folder
the worm reads its name from
system registry and copies
itself to the folder. The worm
also tries to copy itself with
the "CUCARACHA . .exe"
name to startup directories on
remote computers.

This is a family of
low-severity worms
that replicate by
making their copies
in a Kazaa shared
folder.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Activity related to the following process has been blocked:

pZp-worm.win32.achar.a.exe weh Search

c:\testipZp-worm,win3Z, achar . a.exe

Details:

Privatefirewall has detected an attenpt to create a dns request
Query Mame:
DMS Servers: 192,168.1.21

If this event is not relaked to legitmate syskerm use, select ‘Block’ and
inwestigate the issue Further,

[ Tremember this setting

[ Allow ] [ Block

Attempt to access protected
file object, and create a
DNS request




A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:
pZp-worm.win3z.achar.a.exe web Search

CitestipZp-warm, windz, achar . a.exe
|

Details:

Privatefirewall has detected an access ko a protected File object
File Path: 1\,180,587.55, 1\c\Documents and Settingsial
UsersiMenu IniciolCUCARACHA exe

IF this event is not related to legitmate systern use, select 'Block' and
investigate the issue Further,

[ remember this setting

[ Al ] [ Block ]

Trojan.Win32.StartPage.
nk

This Trojan modifies the Start
Page, Search Page,
SearchURL, and SearchBar.

No known
spreading routine.

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Follmwing process has been blocked:
trojan.win32. startpage.nk.exe eb Search

c:\testitrojan . win32,startpage.nk. exe
|

Details:

Privatefirewall has detected an access to a prokected file object
File Path: c:\windowsisystem32\elitevit3z. exe

If this event is not related to legitmate syskem use, select 'Block! and
investigate the issue further,

[ Tremember this setting

[ Al ] l Block ]

A Privatefirewall Alert - Process Monitor 4%

RULES-BASED ALERT

Ackivity related to the Following process has been blocked:
trojan.win32.startpage.nk.exe Wweb Search

c:ibestibrojan. win3z2. startpage.nk, exe
|

Dekails:

Privatefirewall has detected an attempt to create a process
Command line; WM THNDOMS syskem3zomd. exe
"CHWINDOW S system32icmd exe” o del Chtest TROJAN~4 EXE
== MUL

If this event is not related to legitmate system use, select 'Block! and
investigate the issue further,

[CJremember this setting

[ Al l [ Block

Attempt to access protected
file object and create a
process







